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The purpose of this guide is to provide the general guidance needed to complete a Contract Security Classification Specification (DD Form 254), as required by Federal Acquisition Regulation (FAR) Part 4.4.  FAR Section 4.404 requires a DD254 for all solicitations and contracts when contractors or prospective contractors may require access to classified information.  This requirement applies to classified information, facilities, materials, and equipment.  The DD Form 250 specifies the security requirements and classification guidance that will be necessary to perform the classified contract.  FAR Part 4.4 is available on-line at http://farsite.hill.af.mil/reghtml/regs/far2afmcfars/fardfars/far/04.htm#P52_8045. 

This guide does not address the over-all field of security classification, nor does it provide detailed instructions for filling-in a DD Form 254.  The Defense Security Service (DSS) website at http://www.dss.mil/isec/briefings/gca/index.htm provides a comprehensive briefing that describes the Defense Industrial Security Program (DISP).  Instructions for completing the DD Form 254 begin at slide #48 of the briefing.  See the Defense Security Service home page at http://www.dss.mil/ for additional information about the overall industrial security program.

	Note:  When filling-in Item 11, DSS advises to mark only one block, i.e. not (a) & (b) or (a), (b), & (c).  If both (a) & (b) apply, mark only (b); if (a), (b), & (c) apply, mark only (c).

Also, do not use the DD Form 254 for the “trustworthy” determination that is required for access to government information management systems.  Each installation completes these determinations using their activity security procedures.


The technical activity is responsible for filling in all technical and security requirements in the DD Form 254, in conjunction with the Security Manager of the requiring activity.  The Contracting Officer will provide assistance as needed.  In preparing for a classified contract, refer to the appropriate documents listed below.

DOD 5220.22-M, National Industrial Security Program Operating Manual (NISPOM) 

DOD 5220.22-R, Industrial Security Regulation (ISR)

AR 380-49, Industrial Security Regulation

AR 715-30, Secure Environment Contracting

AR 380-381, Special Access Programs

AR 380-28, Army Special Security System

	Notes: These regulations are for use in contracts with US firm.  For non-US firms contact the “Nondisclosure Office” in the OCONUS environment.

For Secure Environment Contracts (SCI), attach a copy of the statement of work and a completed checklist to the DD Form 254.  See Appendix A direction and a sample checklist.


The classification process begins when the requiring activity determines that a contractor or prospective contractor may need access to classified information, facilities, materials, or equipment, including that which it creates during proposal preparation or contract performance.  The requiring activity must then work with the requiring activity’s Security Manager to prepare a preliminary DD Form 254.

The preliminary DD Form 254 establishes security classification requirements for prospective contractors to use in preparing proposals.  It is marked “For Planning Purposes Only” and provided to the supporting Army Contracting Agency (ACA) Contracting Officer for review and incorporation into the requirements package.  The preliminary DD Form 254 includes the what, why, when, and where for a contractor that will need classified information or access to classified information.  The requiring activity should staff any changes to the security requirement through the requiring activity Security Manager to the Contracting Officer for incorporation into the solicitation.

Before issuing the solicitation, the Contracting Officer must make a determination in conjunction with the technical activity whether prospective contractors will need access to classified information in order to submit a proposal.  The contracting team should make every effort to develop a solicitation package that does not require classified information, if it is not necessary for a clear description of the requirement.  The requirement for security pre-approval of potential contractors may delay the acquisition, decrease opportunities for competition, and increase the potential for protests.

	Note:  Do not process clearance requests for facility access if there is no exposure to classified areas, where individuals involved will not need access to classified information or access can be reasonably denied


During the contracting process, each vendor will provide information on its clearance status to the Contracting Officer.  The Contracting Officer may call the Defense Security Service (DSS) at 1-888-282-7682 and provide the vendor(s) CAGE code for a preliminary verification of the vendor’s status.  If  vendor does not have a current facility clearance with DSS, the contracting office, in conjunction with the requiring activity, may need to process a clearance request.  See the DSS homepage at www.dss.mil for information required for the facility clearance.  After DSS verifies or provides the clearance, the Contracting Officer may release classified information needed for the procurement to proceed.

Before contract award, the Contracting Officer updates the preliminary DD Form 254 to include specific vendor information and forwards it to the requiring activity Security Manager for approval and signature, as required by Army Federal Acquisition Regulation Supplement (AFARS) Subpart 5104.403(b).  The requiring activity sends the original signed DD Form 254 to the responsible DSS office (see www.dss.mil for areas of responsibility).  The Contracting Officers incorporates a copy of the signed DD Form 254 in the contract for award.

	Note: The Contracting Officer may make award, pending receipt of the clearance, but cannot allow access to classified information until the receiving the clearance.  If DSS denies clearance, the Contracting Officer must either terminate or modify the contract the contract to eliminate the requirement for classified information.


Appendix A

DAMI-CDS (380)







9 Nov 01

MEMORANDUM FOR SEE DISTRIBUTION

SUBJECT:  Draft Report, Army Audit Agency (AAA) Audit of Secure Environment Contracting, (Assignment No. I0-106C) 

1.  References.

     a.  Memorandum, HQDA ODCSINT (DAMI-CD), 25 Oct 01, SAB.

     b.  Memorandum, SAAG-MI, 28 Aug, 01, SAB.  

     c.  AR 380-28, Department of the Army Special Security Program, Sep 91.

2.  Subject audit report identified a need for closer review and better management of Sensitive Compartmented Information (SCI) contracts by Army Senior Intelligence Officers (SIOs), Special Security Officers, Contract Officers, and Industrial Security specialists.  The AAA report also recommended development and use of a standard checklist for all SCI contracts to ensure appropriate SCI security measures are built into the contract.

3.  Effective immediately, SIOs will ensure dissemination of the enclosed sample checklist to appropriate offices and personnel.  In addition, the SIO will ensure the completed checklist is attached to the DD 254 file copy.  

4.  The sample checklist has been incorporated into the draft AR 380-28 and will be an item of interest during future SCI program staff assistance visits and inspections.

5.  The POC is Judith Morisse, (703) 601-1951.







//ORIGINAL SIGNED//

Encl
 



THOMAS DILLON







SIES

Director of Counterintelligence, Foreign
    Disclosure, and Security

SAMPLE - SCI Contract Requirements Checklist 

The user agency’s Senior Intelligence Officer (SIO) should ensure appropriate security personnel complete this checklist for all Sensitive Compartmented Information (SCI) contracts.

Completion will require coordination with technical personnel from the requiring activity.  Complete the checklist as early in the acquisition process as possible, preferably during the  pre-solicitation phase.

	Item
	Yes
	No
	Date Completed

	1. Obtain draft statement of work (SOW) 
	
	
	

	SOW Number ______________________________________________

	2. Does the SOW reflect the SCI requirements?
	
	
	

	3. Does the SOW identify level of classification for contract?
	
	
	

	If yes, what is the classification level?  ____________________________________

	4. Does the SOW identify the contractor need for SCI access?
	
	
	

	a. If yes, provide the SCI contract monitor’s (CM)

    name, phone number:  ___________________________  _________________

	b. Has the CM received appropriate training in the duties of administering an SCI contract?  Date?
	
	
	

	5. Verify documentation prepared by the SCI CM support the need for contractor access to SCI.
	
	
	

	a. Does documentation fully justify the type of sensitive compartmented information needed, why the contract can’t be completed without the access, and how the information will be used?
	
	
	

	b. Does the draft SOW work reflect the SCI requirements?
	
	
	

	c. Does documentation provide estimates of the number of contractor personnel requiring access to SC?
	
	
	

	d. What is the projected number of contractor personnel requiring SCI Access?
	
	
	

	e. Has supporting documentation and name of SCI CM been provided to the senior intelligence officer or appropriate security office for review of SCI requirements and preparation of SCI CM appointment order?
	
	
	

	6. Has the approved checklist, supporting documentation, and SOW been provided to the Contracting Officer or his/her security representative for preparation of and inclusion in the initial DD Form 254?
	
	
	

	7. Has the contract documentation been submitted to the INSCOM Contractor Support Element (CSE) for review and concurrence?
	
	
	


      Intelligence Office Approval ________________________

      Date Approved ____________________________________

Note:  Upon completion, attach a copy of this checklist and the SOW to the initial DD Form 254.  (File copies will be maintained by the SIO/SSO and the COR/CM in the contract file).
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