DEPARTMENT OF THE ARMY
US ARMY SIGNAL NETWORK ENTERPRISE CTR - FORT SILL
475 GANAHL ROAD, SUITE 323
FORT SILL, OKLAHOMA 73503-3005

REPLYTO
ATTENTION OF

NETC-SFB-DL 14 March 2011

MEMORANDUM OF AGREEMENT BETWEEN
NETWORK ENTERPRISE CENTER, FORT SILL, OK,
AND
US ARMY GARRISON, FORT SILL, OK

SUBJECT: Connection and Use of the Fort Sill Network Enterprise Center Non-Secure Internet
Protocol Router (NIPRNET) Installation Campus Area Network.
1. References.

a. Army Regulation, 25-1, Army Knowledge Management and Information Technology
Management, 4 December 2008.

b. Army Regulation, 25-2, Information Assurance, 24 October 2007, RAR 23 March 2009.
c. Army Information Assurance Certification and Accreditation
Terms for Connectivity to the Installation Service Provider/ICAN Best Business Practice (BBP),

12 October 2007.

d. Army Command, Control, Communications, Computers and Information Management
(C4IM) Services, Version 2.2 Approved 21 September 2009: implemented 4 November, 2009.

c. Best Business Practice, 05-PR-M-001, IA Training and Certification, 6 August 2010

f Fort Sill Network Enterprise Center Account Management Policy, 22 Feb 2011

g. Fort Sill Network Enterprise Center Incident Response Plan, January 2011

h. IMCOM Tenant Security Plan (TSP).
2. Purpose. This Memorandum of Agreement (MOA) is to assign roles and responsibilities for
all actions required prior to and during the connection and use of the Fort Sill Network Enterprise
Center (NEC) Installation Campus Area Network (ICAN).
3. Fact. USAG and subordinate organizations utilize the Fort Sill ICAN. This MOA delineates

specific roles and responsibilities required for the connection to the Fort Sill ICAN. USAG
understands and accepts all requirements identified in this agreement.
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4. Scope. This MOA is applicable to NEC, Fort Sill, OK and USAG, Fort Sill, OK.
5. Understandings, concerns, agreements, support and resource requirements are as follows:
a. NEC responsibilities:

(1) Provide services and support identified in the United States Army LandWarNet C4IM
Standard Services that are common to all users and computer systems on the Fort Sill ICAN;
responsibilities include maintaining IA/security baseline IAVA compliance while maintaining
system availability.

(2) Provide connectivity and support in accordance with (IAW) references .c. and d.

b. USAG responsibilities:

(1) Acknowledge that systems must adhere to all Information Assurance (IA) and other
regulatory requirements in order to connect to the Fort Sill ICAN.

(2) Provide the NEC with a completed Tenant Security Plan (TSP) to include all
subordinate organizations. Update the TSP as needed and provide the updated plan to the NEC.

(3) Accept IA/security baseline responsibilities identified in referenced Army
regulations specific to networked systems. These responsibilities include, but are not limited to--

(a) Report computer incidents to the NEC IAW AR 25-2, ACERT/Army GNOSC, and
reference g.

(b) Verify that every DA user that uses the Fort Sill ICAN has read and signed the
Acceptable Use Policy (AUP), IAW AR 25-2 and reference f.

(¢) Verify that every DA user meets the IA training requirements IAW reference e.
6. This agreement is effective upon signing by all parties and will be reviewed and validated on

an annual basis by the signatories or their successors. It shall remain in effect until it is modified

and or terminated by the participants.
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