
[image: image1.jpg]




3CHAPTER 1


3COMMON OPERATIONAL PICTURE


3COMMON TACTICAL PICTURE


3(COP/CTP)


10CHAPTER 2


10ADVANCED FIELD ARTILLERY TACTICAL DATA SYSTEM


10(AFATDS)


10Rule


10Description


10Explanation


23Step


23Action


23Result / Explanation


24Step


24Problem


24Possible Solution


27STEP


27ACTION


27Result/Explanation


29Step


29Description


29Remarks/Explanation


32Troubleshooting the AFATDS to TBMCS interface


32Step


32Description


32Remarks/Explanation


52Enter network data.


52Assign the network to an SPTCIM channel.


53Add NATO destination unit.


53Display the Communications Configuration window.


53Add the NATO system destination unit to the comm. configuration.


53Assign the NATO system to the network and assign a unique two-character address.


53Turn on communications.


53Displays the Communications Configuration window with the destination units list.  Highlight the destination unit and activate the primary route.


53Enter network data.


53Assign the network to an SPTCIM channel.


53Add NATO destination unit.


53Display the Communications Configuration window.


53Add the NATO system destination unit to the comm. configuration.


53Assign the NATO system to the network and assign a unique two-character address.


54Turn on communications.


54Displays the Communications Configuration window with the destination units list.  Highlight the destination unit and activate the primary route.


58To create a LAN network


58Select NEW IP from the Networks window and select Adaptor: Ethernet


58Enter network data.


58To create an EPLRS network


58Select NEW FSTI from the Networks window.


58Enter network data.


58To create a radio network


58Select NEW IP from the Networks window and select Adaptor: 188-220A


59Enter network data.


61Enter network data.


62Assign the network to an SPTCIM channel.


65Enter network data.


65Assign the network to an SPTCIM channel.


65Add SPLL destination units.


65Display the Communications Configuration window.


65Add the SPLLS to the comm. configuration.


66Assign each SPLL to the FCS network and assign a unique two digit address.


66Assign each SPLL a launcher number in the Device Number field.


71Enter network data.


71Assign the network to an SPTCIM channel.


72Add DCT destination unit.


72Display the Communications Configuration window.


72Add the DCT destination unit to the comm. configuration.


72Assign the DCT to the network and assign a unique two-character address.


72Turn on communications.


74CHAPTER 3


74GLOBAL COMMAND AND CONTROL SYSTEM FAMILY


74(GCCS)


76Interface steps for IOSv1 to AFATDS


76STEP


76DESCRIPTION


76RESULTS/EXPLANATION


78CHAPTER 4


78COMMAND AND CONTROL PORTABLE COMPUTER


78(C2PC)


81CHAPTER 5


81EFFECTS MANAGEMENT TOOL


81(EMT)


82Setup procedures EMT to C2PC


82Step


82Description


82Remarks/Explanation


82C2PC Client opens.


83All AFATDS unit, geometry, and target data will be passed to the EMT client upon establishing the initial connection.


84Setup procedures EMT to C2PC


84Step


84Description


84Remarks/Explanation


84C2PC Client opens.


85All AFATDS unit, geometry, and target data will be passed to the EMT client upon establishing the initial connection.


86CHAPTER 6


86THEATER BATTLE MANAGEMENT CORE SYSTEM


86(TBMCS)


88Interfacing TBMCS with AFATDS


88STEP


88DESCRIPTION


88REMARK/EXPLANATION


90CHAPTER 7


90AN/TPQ-46 AND AN/TPQ-37 RADAR


90(Q-46/Q-37 FIREFINDER RADAR)


91CHAPTER 8


91METEOROLOGICAL MEASURING SYSTEM


91(MMS)


92CHAPTER 9


92TARGET LOCATION DESIGNATION HANDOFF SYSTEM


92(TLDHS)


94CHAPTER 10


94NATO SYSTEMS


96CHAPTER 11


96WEAPONS CONTROL SYSTEMS


98APPENDICES


99ADOCS-AFATDS Communications setup.


10411006. b.  Establish Communications with ADOCS as an IFSAS (Package 10 Tacfire)


109c.  Establish Communications with ADOCS as a Package 11 System




CHAPTER 1

COMMON OPERATIONAL PICTURE

COMMON TACTICAL PICTURE

(COP/CTP)

1001. COP/CTP DEFINITIONS

a. COP.  What ever we find out about this.
b. CTP.  What ever we find out about this.
1002. ADVANCED FIELD ARTILLERY TACTICAL DATA SYSTEM (AFATDS)

a. Description.  AFATDS provides fire support planning and execution command and control.
b. Responsible For:
1) The creation and dissemination of fire support coordination measures and fire support graphics.

2) Maintaining unit data associated with fire support operations.

3) Target development and Management.

4) Computes and Ranks recommendations for tactical solutions for the servicing of Fire Support targets.

5) Computes Technical Firing Solutions for artillery firing batteries.

c. Contributions to COP/CTP:
1) Fire support coordination measures and fire support graphics.

2) Unit data associated with fire support operations.

1003. INTELLIGENCE & OPERATIONS SERVER VERSION 1 (IOSv1)

a. Description.  The Intelligence and Operations Server suite of computer equipment supports the functional requirements for the Tactical Combat Operations (TCO) and Intelligence Analysis System (IAS). The workstations are the equipment suite that provides automated support to the Combat Operations Center (COC) and Combat Intelligence Center (CIC) of each Command Center and each Command Post within the Marine Air Ground Task Force.  The IOS is configured in two versions IOS V1 supporting TCO and IOS V2 supporting IAS functions. The IOS supports the Ground Combat Element at the Battalion, Regiment, and Division level, the Aviation Combat Element at the Squadron, Group, and Wing level, the Combat Service Support Element at the Battalion and Group level, and the Command Element at the Marine Expeditionary Force (MEF), Marine Expeditionary Brigade (MEB) and Marine Expeditionary Unit (MEU) levels. IOS provides situational awareness data in the form of unit locations and battlefield graphics.
b. Responsible For:
1) Maintaining friendly and enemy unit track data.

2) Depicting maneuver and NBC graphics.

3) Displaying Fire Support Coordination Measures (FSCMs).

c. Contributions to COP/CTP:
1) Friendly and Enemy Track data.

1004. INTELLIGENCE & OPERATIONS SERVER VERSION 2 (IOSv2)

a. Description.  The Intelligence and Operations Server suite of computer equipment supports the functional requirements for the Tactical Combat Operations (TCO) and Intelligence Analysis System (IAS). The workstations are the equipment suite that provides automated support to the Combat Operations Center (COC) and Combat Intelligence Center (CIC) of each Command Center and each Command Post within the Marine Air Ground Task Force.  The IOS is configured in two versions IOS V1 supporting TCO and IOS V2 supporting IAS functions. The IOS supports the Ground Combat Element at the Battalion, Regiment, and Division level, the Aviation Combat Element at the Squadron, Group, and Wing level, the Combat Service Support Element at the Battalion and Group level, and the Command Element at the Marine Expeditionary Force (MEF), Marine Expeditionary Brigade (MEB) and Marine Expeditionary Unit (MEU) levels.  IOSv2 functions as the intelligence system.
b. Responsible For:
1) Analysis and management of collected intelligence data.

2) Enemy order of battle.

3) Enemy track data maintenance and dissemination.

c. Contributions to COP/CTP:
1) Enemy Order of Battle.

2) Enemy Track Data.

1005. COMMAND AND CONTROL PERSONAL COMPUTER (C2PC)

a. Description.  C2PC is the maneuver commanders automated system to maintain situational awareness, and provide maneuver graphics to subordinate commanders.
b. Responsible For:
1) Maneuver Graphics.

2) Creating and maintaining friendly track data.

3) Receiving and transmitting data from DACT to the COP.

4) Receiving and transmitting data from Blue Force Tracker to the COP.

c. Contributions to COP/CTP:
1) Maneuver Graphics.

2) Friendly Track Data.

3) Data from DACT.

4) Data from Blue Force Tracker.

1006. THEATER BATTLE MANAGEMENT CORE SYSTEM (TBMCS)

a. Description.  The Theater Battle Management Core System (TBMCS) is a USAF developed system architecture designed to provide the organization, personnel, and equipment required to manage tactical air operations, to execute area air defense and airspace management in the tactical area of operation, and to coordinate operations with components of other military services. TBMCS provides an automated capability to receive, parse, display, store, and forward information required to generate and manage the Air Tasking Order (ATO) and Airspace Control Order (ACO).  TBMCS consists of computer workstations, servers and peripherals configured into a complete system that is capable of scaling down to a single remote workstation for receiving, parsing, and printing the ATO.TBMCS is the air component commander’s automated system for receiving, processing and updating air support missions.  TBMCS publishes the Air Tasking Order (ATO) and the Airspace Coordination Order (ACO).  
b. Responsible For:
1) Generating the Air Tasking Order (ATO).

2) Generating the Airspace Coordination Order (ACO).

3) Sending units and facility information from the MIDB to AFATDS.

4) Executing the ATO.
c. Contributions to COP/CTP:
1) None.

1007. TARGET LOCATION DESIGNATION HANDOFF SYSTEM (TLDHS)

a. Description.  A modular, team-portable equipment suite that will enable observers to quickly and accurately acquire/locate enemy ground targets and digitally transmit requests for fire support from Close Air Support (CAS).
b. Responsible For:
1) TBD

c. Contributions to COP/CTP:
1) TBD

1008. DATA AUTOMATED COMMUNICATIONS TERMINAL (DACT)

a. Description.   The Data Automated Communications Terminal (DACT) is a tactical input and output battlefield situational awareness (SA) system and communication terminal acquired to provide a digitization capability below the battalion level.  The DACT is one of the overall digitization elements of the battlefield for Marine Air-Ground Task Force.  DACT will provide automated communications support for commanders in tactical operations.  This automation expedites existing manual decision-making and executing processes, in addition to the processes associated with planning, processing combat information, and the exercise of tactical direction.  The DACT system will be used to receive, store, retrieve, create, modify, transmit, and display map overlays and commander's critical information.  The DACT will exchange this information with other operators of the Tactical Data Network (TDN).  Tactical communications such as radio network and local area networks (LAN) will be the systems that enable DACT generated data to be transmitted between operators.  Using global positioning location information (PLI), and digital maps resident on the removable disk, the DACT will provide a screen display of its own position location.  The DACT will provide a display of the operator's location using an internal Precise Positioning Service (PPS) Global Positioning System (GPS) receiver, transmitting this location to remote systems, and building the Common Tactical Picture (CTP) / Common Operational Picture (COP).
b. Responsible For:
1) Individual friendly track data.

c. Contributions to COP/CTP:
1) Individual friendly track data.

1009. BLUE FORCE TRACKER Blue Force Tracking System (BFT)
a. Description.  Provides regiment and below commanders automated status, positional, situational, and combat awareness reporting through a digital, battle command information system that is integrated with communication, weapon, and sensor systems.  A variant of the United States Army's Force XXI Battle Command Brigade and Below (FBCB2), the BFT includes computer hardware, software, interconnecting cables, and an installation kit appropriate to the host vehicle type.
b. Responsible For:
1) Supporting lower echelon battle command requirements including real-time Situational Awareness.

2) A shared common picture of the battlefield (e.g., graphical displays showing friendly units, enemy units, control symbols, and targets of interest on a digital map background)
3) Target hand-off

4) Integrated logistics reports and displays.
c. Contributions to COP/CTP:
1) Blue Force Tracks.

1010. AN/TPQ-46 FIREFINDER RADAR

a. Description.  TBD
b. Responsible For:
1) Individual unit updates.

c. Contributions to COP/CTP:
1) None.

1011. METEOROLOGICAL MEASURING SYSTEM (MMS)

a. Description.  TBD
b. Responsible For:
1) Meteorological Data.

c. Contributions to COP/CTP:
1) None.
1012. NAVAL FIRES CONTROL SYSTEM (NFCS)

a. Description.  NFCS is a shipboard-based mission planning system for coordination and deconfliction of naval surface fires in support of a landing force.  NFCS communication capability will allow fire support coordination to occur Over-The-Horizon (OTH). NFCS will also communicate digitally to Army and Marine Corps fire support systems via the Joint Variable Message Format (JVMF).  Shore fire missions can also be communicated to NFCS from shore-based forward observers either by voice radio, or digitally by other automated means such as AFATDS or TLDHS, and then be digitally passed to the Mk 34 Gun Weapon System for mission execution after being deconflicted by NFCS.  NFCS will interface with the SACC aboard amphibious ships as well as FSCCs ashore to support coordination of surface fires throughout the Amphibious Task Force (ATF).
b. Responsible For:
1) TBD Fire Support Coordination

2) Deconfliction of surface fires
c. Contributions to COP/CTP:
1) Display of FSCMs and ACAs
2) Display of surface tracks (friendly and enemy)
3) Alerts for conflicts in fire missions
1013. FIRE CONTROL SYSTEM (FCS)

a. Description.  TBD
b. Responsible For:
1) Individual unit updates.

c. Contributions to COP/CTP:
1) Individual unit updates.

1014. GUN DISPLAY UNIT (GDU)

a. Description.  The cannon crewmen at the Artillery Battery use the GDU to receive digitally, the technical firing data computed at the Fire Direction Center (FDC) using AFATDS. 
b. Responsible For:
1) Receiving cannon firing data.

c. Contributions to COP/CTP:
1) None.

1015. MORTAR BALLISTIC COMPUTER (MBC)

a. Description.  The MBC is used for computing the technical firing solution used by the mortar platoon/section.
b. Responsible For:
1) Computing Technical Firing solutions.

c. Contributions to COP/CTP:


1) None

CHAPTER 2

ADVANCED FIELD ARTILLERY TACTICAL DATA SYSTEM

(AFATDS)

2001. SOFTWARE 

a. VERSION
1) The interface and setup procedures described in this chapter were tested and verified on AFATDS software version 6.3.2.
2002. GENERAL COMMUNICATIONS AND NETWORK RULES

a. GENERAL RULES TO COMMUNICATIONS WHEN ESTABLISHING AN INTERFACE
b. GENERAL RULE TO NETWORKING WHEN ESTABLISHING AN INTERFACE
	
	Networking Rules
	

	Rule
	Description
	Explanation

	1
	Hostname Values
	Standard networking rules govern the establishment of hostnames.  Standard rules are:

A. Hostname is 1-26 alphanumeric characters long.

B. The hostname cannot end with a numeric character.

C. Special characters and spaces are not used in the hostname.

D.  Should always be entered in lower case characters.

	2
	Internet Protocol Address (IP Adress)
	Standard networking rule govern the assignment for IP Addressing. Standard rules are:

A. Four octets, separated by periods (dots).

B. Each octet range is from 1 to 255, except the first octet. The octet cannot exceed a value of 233.

C. No spaces or special characters in any octet (periods/dots) delineate between octets. 

	3
	Subnet Mask
	The Subnet Mask identifies the subnet of the particular network.  The default subnet changes dependant on the class of network (first octet) entered for the IP Address. If the Subnet Mask is anything other then the default, it should be published in the Tab G of the Operations Order.

	4
	Router Hostname and IP Address
	The same standard networking rules apply to the hostname and IP Address for a router established on a Wide Area Network (WAN).  If a router is being utilized, the Hostname and IP Address should be published in the Tab G of the Operations Order.  With all the router addresses published, it will greatly enhance communications troubleshooting on the WAN, in that workstations can ping routers along the communications path to ensure that their path on the network is good up to that point.


2003. INTERFACING AFATDS TO AFATDS

a. REQUIRED INFORMATION TO ESTABLISH THE INTERFACE.

	MEDIA
	ADDRESS
	NETWORK SETTING
	MEDIA SETTINGS
	SPTCIM/

TCIM
	DEFAULT SETTINGS
	INDIVIDUAL MACHINE SETTINGS
	DEVICES

	Note on AFATDS network types:
MCS and EPLRS network types in AFATDS are not normally used in USMC communications configurations.  For EPLRS setup, see LAN communications setup below.

AFCS, GDU and FCS networks are fire control systems nets and do not support AFATDS-to-AFATDS communications.

	

AFATDS to AFATDS Package 11 and JVMF Communications Setup

	SINCGARS
	Unique IP Address; physical address is the last octet of the IP; range is 5 to 95.
	Data encoding of FSK or NRZ, data rate
, security, frequency hop method, encryption, Method of Error Correction
, Net Access, Number of stations on Net.
	Radio: Data rate is based on data encoding and rate:  FSK at AFATDS requires TF at radio if all radios are SINCGARS, to net non-digital and SINCGARS, AD1 is required; NRZ at AFATDS requires matching data rate on radio; frequency hop mode and encryption must match AFATDS settings.


	SPTCIM: NRZ net may be assigned to any channel; FSK nets may be assigned to the first channel on the SPTCIM only.

TCIM:  FSK net may be assigned to either channel; NRZ may be assigned to the first channel the TCIM, only.
	Media timing factors
	Station ranking
	PKG 11 BCS, PKG 11 FDS, SISTIM, AFATDS, PKG 11 MMS, Q-46 RADAR, TLDHS, NFCS

	AN/MRC 138/KY 99 or AN/PRC-150
	Unique IP Address; physical address is the last octet of the IP; range is 5 to 95.
	Data encoding of FSK or NRZ, data rate
, security, frequency hop method, encryption, Method of Error Correction, Net Access, Number of stations on Net
	Radio: Data rate is based on data encoding and rate:  FSK at AFATDS requires TF at radio; NRZ at AFATDS requires matching data rate on radio; frequency hop mode and encryption must match AFATDS settings.


	SPTCIM: NRZ net may be assigned to any channel; FSK net may be assigned to the first channel on the SPTCIM only.

TCIM:  FSK net may be assigned to either channel; NRZ may be assigned to the first channel the TCIM, only.
	Media timing factors
	Station ranking
	AFATDS

	2-WIRE
	Unique IP Address; physical address is the last octet of the IP; range is 5 to 95.
	Data encoding of FSK or CDP, data rate, security, Net Access, Number of stations on Net
	Wire Line Adaptor: Wire comm is supported on channel one only.
	SPTCIM: Two  wire net may be assigned to the first channel on the SPTCIM only.

TCIM:  FSK channels may be assigned to either channel; CDP may be assigned to the first channel the TCIM, only.
	Media timing factors
	Station ranking
	PKG 11 BCS, PKG 11 FDS, SISTIM, AFATDS, PKG 11 MMS, Q-46 RADAR

	4-WIRE
	Unique IP Address; physical address is the last octet of the IP; range is 5 to 95.
	Data encoding of FSK or CDP, data rate, security, Net Access, Number of stations on Net
	Wire Line Adaptor: Transmit wire pair must connect to receive wire pair at destination system.


	SPTCIM: Net may be assigned to the first channel on the SPTCIM only.

TCIM:  Net may be assigned to the first channel the TCIM, only.
	Media timing factors
	Station ranking
	SISTIM, AFATDS, 

	

AFATDS to AFATDS TACFIRE Communications Setup

	SINCGARS
	Letters A-Z and numbers 0-9

	Data rate,

Data Encoding
, security, keytime.
	Radio: Data rate is based on data encoding and rate:  FSK at AFATDS requires TF at radio if all radios are SINCGAR, to net non-digital and SINCGARS, AD1 is required; NRZ at AFATDS requires matching data rate on radio; frequency hop mode and encryption must match AFATDS settings.
	SPTCIM: NRZ net may be assigned to any channel; FSK nets may be assigned to the first channel on the SPTCIM only.

TCIM:  FSK net may be assigned to either channel; NRZ net may be assigned to the first channel the TCIM, only.
	None.
	Net access delay values for high priority messages and low priority messages.
	DCT, AN/TPQ-37 radar, US Army ATHS, AFATDS

	2 WIRE
	Letters A-Z and numbers 0-94
	Data rate,

Data Encoding, encryption
	
	SPTCIM: The net may be assigned to the first channel on the SPTCIM only.

TCIM: The net may be assigned either channel on the TCIM.
	None
	Net access delay values for high priority messages and low priority messages.
	DCT, AN/TPQ-37 radar, AFATDS

	4 WIRE
	Letters A-Z and numbers 0-94
	Data rate,

Data Encoding, encryption
	Wire Line Adaptor: Transmit wire pair must connect to receive wire pair at destination system.
	SPTCIM: The net may be assigned to the first channel on the SPTCIM only.

TCIM: The net may be assigned to the first channel of the TCIM, only.
	None
	Net access delay values for high priority messages and low priority messages.
	AFATDS, DCT

	

AFATDS to AFATDS VMF
 Communications Setup

	SINCGARS
	Unique address in range 5 to 95.
	Data encoding of FSK or NRZ, data rate, security, frequency hop method, encryption, Method of Error Correction, Net Access, Number of stations on Net, Net Balancing

	Radio: Data rate is based on data encoding and rate:  FSK at AFATDS requires TF at radio; NRZ at AFATDS requires matching data rate on radio; frequency hop mode and encryption must match AFATDS settings.


	SPTCIM: NRZ net may be assigned to any channel; FSK nets may be assigned to the first channel on the SPTCIM only.

TCIM:  FSK net may be assigned to either channel; NRZ net may be assigned to the first channel the TCIM, only.
	None
	Station ranking or net access value.
	AFATDS

	2-WIRE
	Unique address in range 5 to 95.
	Data encoding of FSK or CDP, data rate, security, frequency hop method, encryption, Method of Error Correction, Net Access, Number of stations on Net, Net Balancing
	None.
	SPTCIM: NRZ settings may be assigned to any channel; FSK nets may be assigned to the first channel on the SPTCIM only.

TCIM:  FSK channels may be assigned to either channel; NRZ may be assigned to the first channel the TCIM, only.
	None
	Station ranking
	AFATDS

	4-Wire
	Unique address in range 5 to 95.
	Data encoding of FSK or CDP, data rate, security, frequency hop method, encryption, Method of Error Correction, Net Access, Number of stations on Net, Net Balancing
	Transmit wire pair must connect to receive wire pair at destination system.
	SPTCIM: The net may be assigned to the first channel on the SPTCIM only.

TCIM: The net may be assigned to the first channel of the TCIM, only.
	None
	Station ranking
	AFATDS

	MEDIA
	ADDRESS
	NETWORK SETTING
	MEDIA SETTINGS
	SPTCIM/

TCIM
	DEFAULT SETTINGS
	INDIVIDUAL MACHINE SETTINGS
	DEVICES

	

AFATDS to AFATDS NATO Protocol Communications Setup

	SINCGARS
	Unique two character address in range AA – ZZ and 01-99. Letters and numbers may be combined. 
	Data encoding of FSK data rate, security, encryption, Method of Error Correction, Key Time
	Radio: FSK at AFATDS requires TF at radio if all radios are SINCGARS; to net non-SINCGARS and SINCGARS, AD1 is selected.


	SPTCIM: FSK nets may be assigned to the first channel on the SPTCIM only.

TCIM:  FSK channels may be assigned to either channel.
	None
	Net access delay values for high priority messages and low priority messages.
	AFATDS, ADLER, BATES, ATLAS

	2-WIRE
	Unique two character address in range AA – ZZ and 01-99. Letters and numbers may be combined. 
	Data encoding of FSK data rate, security, encryption, Method of Error Correction, Key Time
	
	SPTCIM: FSK nets may be assigned to the first channel on the SPTCIM only.

TCIM:  FSK channels may be assigned to either channel.
	None
	Net access delay values for high priority messages and low priority messages.
	AFATDS, ADLER, BATES, ATLAS

	

AFATDS to AFATDS LAN Communications Setup

	LAN

	Unique IP Address; physical address and subnet mask for network.  IP address includes normally ranges for classed and unclassed networks. First octet of IP address cannot be greater than 223
.
	Router (Gateway) IP address
 and subnet mask.
	None.
	N/A
	None.
	Hostname and IP Address
	SISTIM,

AFATDS, TBMCS, NFN (TES_N)


b. TROUBLESHOOTING.

	Troubleshooting AFATDS-to AFATDS Communications

	General Troubleshooting LAN and EPLRS Nets.

	1.  Is the network turned on at the AFATDS?
	If YES, go to step 2,

If NO, turn on net and try communications again.

	2.  Do the IP addresses assigned agree between systems?
	If YES, go to step 3.

If NO, correct addresses and retry.

	3.  Can the AFATDS machine ping the destination AFATDS?
	If YES, go to step 7.

If NO, go to step 4.

	4.  Can the AFATDS ping its router?
	If YES, go to step 5.

If NO, go to step 6.

	5.  Is the default route assigned to the network?
	If YES, go to step 6.

If NO, assign the default and try communications again.

	6.  Is the LAN cable connected to the correct AFATDS LAN card?
	If YES, go to step 7.

If NO, connect and retry communications.

	7.  Is the LAN cable in use a straight (not crossover) cable?
	If YES, go to step 8.

If NO, go change cables and retry communications.

	8.  Is the communications application turned on at other AFATDS.?
	If YES, go to step 9.

If NO, have other AFATDS turn on communications and try communications again.

	9.  Is the AFATDS in the comm. configuration of the destination AFATDS.
	If YES, go to step 10.

If NO, have the other AFATDS operator correct the comm. configuration and retry communications.

	10.  Troubleshoot the network.
	Possible problems are:

Router configurations,

Failures in the network between the routers.

	Troubleshooting Radio and Wire Networks.

	1.  Is the network turned on at the AFATDS?
	If YES, go to step 2,

If NO, turn on net and try communications again.

	2.  Do the IP addresses assigned agree between systems?
	If YES, go to step 3.

If NO, correct addresses and retry.

	3.  Do net settings (data encoding, data rate, etc.) match?
	If YES, go to step 4

If NO, correct and retry communications.

	4.  Is the comm. cable connected to the correct SPTCIM and channel?
	If YES, go to step 5.

If NO, correct cabling and retry.

	5.  Swap out SPTCIM to radio cable and retry communications.
	If successful, mark cable as bad and replace.

If unsuccessful, go to step 6.

	6.  Swap out radio or wire line and retry communications.
	If successful, evacuate radio or change wire line.

If unsuccessful, go to step 7.

	7.  If unsuccessful, troubleshoot comm. equipment.
	Possible problems are:

Antennae or antennae cable

Lack of line of sight due to masking terrain

Insufficient radio range.


	Specific Troubleshooting Procedures

	Problem
	Possible Cause/Solution

	Comm fails immediately.
	· No comm. route to destination AFATDS.

· Comm route to destination AFATDS is turned off.

	Comm to fails after a short time period.
	· One or both AFATDS addresses incorrect.

· One or more network settings incorrect. (Radio only).

	Comm alert indicates message received from unknown IP address when message received from remote AFATDS.
	· Remote AFATDS using different IP address than local AFATDS expects.



	Destination AFATDS does not appear in destination units list when attempting to send geometry, units, etc.
	· Destination AFATDS unit not constructed in AFATDS current situation.

	Comm alert indicates message receive from unknown unit when other AFATDS sends to local AFATDS.
	· Remote AFATDS using different URN than local AFATDS has stored for remote AFATDS in the local AFATDS’ master unit list.

	Comm alert indicates message received from over-classified system when remote AFATDS transmits.
	· Remote AFATDS is operating at a higher system security level then the local AFATDS.


2004. INTERFACING AFATDS TO IOSv1 

a. REQUIRED INFORMATION TO ESTABLISH THE INTERFACE.

1) Media.  Media used to when interfacing AFATDS to IOSv1 is always on either a Local Area Network (LAN) or a Wide Area Network.  The difference between a LAN and WAN is the use of a router to direct message traffic outside the Local Area Network.  IOSv1 is not capable of communicating over any other media device.

2) Addressing.  When planning for an interface between AFATDS and IOSv1, the AFATDS needs to have a Hostname and Internet Protocol Address (IP Address) for the AFATDS workstation on the LAN/WAN being used.  Also needed is the Hostname and IP Address for the IOSv1 on the particular LAN/WAN network. 

3) Settings.  

b. PHYSICAL INTERFACE.  The AFATDS to IOSv1 physical interface is a Cat V cable (twisted pair wire), connected to the AFATDS workstation.  This connection can be to either the primary or secondary LAN card.  (hme0 and hme1).  If the AFATDS workstation is being connected to the network through either a router, switch, or hub a normal Cat V cable is used.  If the connection is being made directly from the AFATDS workstation to the IOSv1 workstation, with no router, switch, or hub between the workstations, a Host-to-Host (Crossover) cable connected between the two workstations.

c. INTERFACE SETUP STEPS.

	
	Steps Required at an AFATDS workstation to interface with an IOSv1 workstation.
	

	Step
	Action
	Result / Explanation

	1
	Build the IOS unit with which the interface will be enabled in the AFATDS database.  The unit will be built as an “other” type unit, with the system type of JMCIS. (The operator should use the SYSTEM TYPE as the criteria for filtering the Joint Master Unit List when initially building the unit into the database)
	The IOSv1 unit has to be resident in the database for communications between the AFATDS workstations and the IOSv1 workstations.

	2
	Build the Local Area Network on which the AFATDS and IOSv1 will communicate, using the information provided for the AFATDS workstation. 
	The network information should be published in the Tab G of the Operations order.

	3
	Assign the Local Area Network to either the Primary or Secondary LAN card at the AFATDS workstation.  
	

	4
	The IOS unit must be added to the Destination Units.
	

	5
	Edit the route to the IOSv1.  The Network information for the IOSv1 will be entered. 
	Hostname and IP Address for the IOSv1 workstation are entered.

	6
	If a router is being utilized, assign the default router to the network.  This is done by un-assigning the default router, and then re-assigning it to the network on which the interface will be enabled.


	

	7
	Using the Unix Ping, ping the IOSv1 to ensure connectivity on the Local Area Network.
	Once the AFATDS is able to successfully ping the IOSv1 the interface can then be enabled.  

	8
	Enable the interface to IOSv1 by selecting the SITUATIONS, JMCIS INTERFACE menu items.
	

	9
	Add the IOSv1 Unit ID to the INTERFACE UNIT ID field.
	

	10
	Click on the ENABLE button to enable the interface between AFATDS and IOSv1.
	

	11
	OK the JMCIS Interface window to save the entries and close the window.
	


d. TROUBLESHOOTING.

	
	TROUBLESHOOTING AFATDS INTERFACE WITH IOSv1.
	

	Step
	Problem
	Possible Solution

	1
	IOSv1 Unit ID not found in the Create New Unit window.
	A.  If the IOSv1 Unit ID is not available, the AFATDS operator must add that unit to the JMUL.  Ensuring that IOSv1 unit is not added until the highest headquarters has approved the addition to the Joint Master Unit List.

	2
	Unix Ping is not successful to the IOSv1 workstation.
	A. Check the physical connection of the Cat V cable at the AFATDS, IOSv1, and Router/Switch/Hub if utilized.

B. Ensure that Cat V cable is plugged into the LAN Card port to which the LAN network is assigned.

C. Ensure the correct Network information has been entered for the AFATDS workstation.

D. Ensure that the correct network information has been entered for the IOSv1 workstation.

E. Ensure the default router has been assigned to the LAN network if being utilized.  

	3
	Interface to IOSv1 Fails
	A. Ensure that IOSv1 has the WAN enabled.

B. Ensure that the IOSv1 unit is built in the AFATDS database.

C. Ensure the AFATDS network in enabled.

D. Ensure the Default Gateway is assigned to the Network if a router is being used.

	4
	Unit data is not passed to IOSv1 when interface is enabled.
	

	5
	Unit data (tracks) are not received at AFATDS from IOSv1.
	A.  Ensure that the Unit in question has a JMCIS ALAIS in the JMUL.  

	6
	Unit Data is not updating from IOSv1.
	A.  Ensure that the Unit(s) in question have a JMCIS ALAIS in the JMUL.

	7
	All geometries fail to display on the overlay sent to IOSv1.
	A.  IOSv1 will not accept ON-CALL geometries from AFATDS.  All on-call geometries will not be displayed on the overlay from AFATDS to IOSv1.

	8
	Geometries received from IOSv1 come in as General Area geometries.
	A. IOSv1 is capable of sending certain geometries.  All FSCMs will be received at AFATDS as General Geometries.

B. Enclosure X is provided as a reference in proper naming of maneuver graphic type geometries that can be sent to AFATDS from IOSv1 and created as the correct geometry type.


2005. INTERFACING AFATDS TO C2PC/EMT
a. REQUIRED INFORMATION TO ESTABLISH THE INTERFACE.

1) Media.  The only media currently used to establish the AFATDS to C2PC/EMT interface is a Local Area Network (LAN) and Wide Area Network (WAN) connection.  

2) Addressing.  To establish an interface on a LAN/WAN network, the AFATDS and each C2PC/EMT workstation need to be assigned a Hostname and IP Address.  If a router is being utilized, the router Hostname and IP Address must also be provided to the operators of the systems

3) Settings.  When setting up the AFATDS workstation to interface with the C2PC/EMT workstation, the AFATDS workstation does not need the network information for the C2PC/EMT.  This is because the interface is enable as a client server relation, and when the AFATDS software receives the “open session” request from the C2PC/EMT, it writes the IP Address to the Host table.  Once the C2PC/EMT logs in as a specific client/user, the AFATDS application checks the Client/User entries to ensure that the Client/User is authorized to become a client to the AFATDS application.  There are two methods of setting up the interface between the AFATDS workstation and C2PC/EMT.  The AFATDS application is always expecting the interface over the “Permanent” LAN.  The interface and be setup using a network assigned to the “Primary” LAN as described in the steps provided in the table below.

b. PHYSICAL INTERFACE.  The physical interface is accomplished using the primary LAN card port (hme0) at the AFATDS workstation and the 110mb network connection on the C2PC/EMT.  The network can be assigned to either the “Permanent” or “Primary” LAN at the AFATDS workstation.  The connection between the AFATDS workstation and the C2PC/EMT workstation is accomplished using a Normal (Twisted Pair) Cat V cable if a router, switch, or hub is being utilized in the network.  If the network connection is directly from AFATDS workstation to C2PC/EMT workstation, then a Crossover (Host-to-Host) Cat V cable is used.

c. INTERFACE SETUP STEPS.  Currently the only interface procedures that can be covered in this document are those for establishing an interface with the EMT (injector).  AFATDS does not currently interface directly to the C2PC software without the EMT (Effects Management Tool) software application loaded on the workstation.  The table provided below lists the steps for establishing the AFATDS to C2PC/EMT Interface.  There are two separate methods for establishing the interface between the AFATDS and C2PC/EMT.  The first method is over the Permanent LAN, and the second is over the Primary LAN with a less restrictive Subnet Mask entered for the Permanent LAN configuration, as described in the tables below.

	
	ESTABLISHING AN AFATDS TO C2PC/EMT INTERFACE ON THE PERMANENT LAN
	

	STEP
	ACTION
	Result/Explanation 

	1
	Determine AFATDS IP address and subnet mask for the Permanent LAN (Internal LAN), which was entered as the last step of the software load procedure
	

	  A
	Change the IP Address and Subnet Mask if necessary on the Permanent LAN
	Exit AFATDS and reboot the CCU2.  When the system is rebooting, select YES on the Change Machine Address and Change Net Mask windows, and enter the appropriate IP Address and Subnet Mask.

	3
	Start AFATDS and Activate the Unit Configuration window.  
	

	4
	Enable communications on the Permanent LAN
	

	5
	Add a Client/User to the AFATDS
	Adding a Client/User assigns the C2PC/EMT with a Login Name and Password, and assigns the desired privileges to the Client/User.


	CONNECTING AFATDS TO C2PC/EMT ON THE PRIMARY LAN

	STEP
	ACTION
	RESULT/EXPLANATION

	1.
	Determine AFATDS IP address and subnet mask from J-6/G-6/S-6
	This is the IP address that is used to communicate with other stations.  This will be the AFATDS IP address on the LAN network assigned to the primary LAN card.

	2.
	Request a second IP address from the J-6/G-6/S-6 for the same network
	This is the IP address that will be assigned to the AFATDS permanent LAN

	3.a
	On the AFATDS computer, shutdown AFATDS and re-boot.
	This action allows the AFATDS operator to change the AFATDS permanent LAN IP address and net mask.

	3.b
	At the prompt to change the AFATDS permanent LAN IP address, select YES and enter the IP address from step 2 above.
	

	3.c
	At the prompt to change the AFATDS permanent LAN subnet mask, select YES and change the mask as described in RESULTS/EXPLANATION.
	The permanent LAN subnet mask will be different than that of the actual network:

· If the subnet mask determined in step 1 is 255.255.255.0, the subnet mask of the permanent LAN is 255.255.0.0.

· If the subnet mask determined in step 1 is 255.255.255.(number other than 0), the permanent LAN subnet mask is 255.255.255.0

	3.d.
	Allow the AFATDS to complete re-booting and start AFATDS.
	Establish communications and create a user login for the EMT as during normal operations.

	4.a
	At the EMT, configure the EMT.
	

	4.b
	In the TCP/IP properties window, assign the correct address or DHCP server and enter the IP address of the router with a metric value of 1.
	

	4.c
	Start C2PC and EMT injector and login.
	


d. TROUBLESHOOTING.

2006. INTERFACING AFATDS TO TBMCS/IRIS
a. REQUIRED INFORMATION TO ESTABLISH THE INTERFACE.

1) Media.  When establishing the interface between AFATDS and TBMCS/IRIS, the only media able to be utilized is a Local Area Network (LAN) or Wide Area Network (WAN).  TBMCS/IRIS is not capable of communication on any other type of media other than a Local Area Network.  

2) Addressing.  When establishing an interface between AFATDS and TBMCS/IRIS on a LAN/WAN network, each workstation must be assigned a Hostname and IP Address.  Addition information that will be needed, is the router Hostname and IP Address if a router is being utilized on the network.  Another piece of addressing unique to the AFATDS to TBMCS interface is the entry of a “fully qualified domain name” for both the AFATDS workstation and the TBMCS workstation.  The fully qualified domain name should be published in the Tab G of the Operations Order for the AFATDS workstation and the TBMCS workstation that will be interfacing by either LAN or WAN.

3) Settings.  Setting up the TBMCS workstation in the AFATDS communications is very similar to any other system, there are however a few additional entries that need to be planned for, fully qualified domain name, CTAPS User ID, and the USMTF Operation/Exercise Name.  Anytime the USMTF Operation/Exercise Name is changes at the AFATDS workstation, the AFATDS application must be shutdown and re-started.  Some type of liaison should be made with the TBMCS System Administrator to ensure that the Operation/Exercise Name does not change from day to day.

b. PHYSICAL INTERFACE.  The physical interface is established using the Primary or Secondary LAN cards on AFATDS (hme0 and hme1).  If the interface utilizes a router, switch, or hub then a normal Cat V (Twisted Pair) cable is used.  If the interface is being established, by connecting one workstation directly to the other workstation, then a Host-to-Host (Crossover) Cat V cable is used.

c. INTERFACE SETUP STEPS.

	
	INTERFACING AN AFATDS WORKSTATION WITH A TBMCS/IRIS WORKSTATION
	

	Step
	Description
	Remarks/Explanation

	1
	Prior to starting to build the interface between AFATDS and TBMCS, gather pertinent information from the G-6 and TBMCS System Administrator. The information to be gathered should consist of the AFATDS and TBMCS workstations Hostname, IP Address, and the AFATDS Router Hostname and IP Address if a router is being utilized. A “Fully Qualified Domain Name” will also be needed for the network on which the AFATDS and TBMCS will be interfacing. Lastly the Operation/Exercise Name as it will appear on the USMTF ATO and ACO messages.
	Prior to the Operation/Exercise the network addressing should be planned for and published in the Tab G of the Operations Order.  It is always a good practice to verify network information prior to inputting that information into the workstation. Verifying the network information will save time on troubleshooting.

	2
	Login to the SECMAN account and change the security classification of the AFATDS workstation if necessary. 
	The TBMCS workstation is always classified SECRET, and the AFATDS classification must match.

	3
	Logout of the SECMAN account and Login to the operator account (afatds1)
	Changing the security classification at the AFATDS workstation is the only process that is accomplished from the SECMAN account.

	4
	Prior to starting the AFATDS application, select START, AFATDS, AFATDS FUNCTIONS, and USMTF EXERCISE NAME.  Change the USMTF OPERATION/EXERCISE NAME to the name the will be included on the USMTF formatted ATO and ACO.
	If the USMTF OPERATION/EXERCISE name in the AFATDS does not match that which is sent on the USMTF ATO or ACO, the ATO and/or ACO will not be accepted into the AFATDS workstation.

	4A
	If the USMTF OPERATION/EXERCISE NAME is changed while the AFATDS application is running, AFATDS must be exited and re-started.
	

	5
	Login to the Operator (afatds1) account and start the AFATDS application.
	

	6
	Select the appropriate Unit ID and Unit Role, or Restore a Database.
	If the operations/exercise database has already been activated previously this step can be skipped.

	7
	Set the System Time at the AFATDS workstation 
	AFATDS workstation System Time can be set as far forward or backward prior to activation of the AFATDS software. After activating, AFATDS System Time can only be set in increments of +/- 5 minutes. 

	8
	Activate the AFATDS software and close the Unit Configuration window.
	

	9
	When the AFATDS Map (JMTK) and the AFATDS Main Menu display, Select SITUATIONS, CURRENT
	This displays the Current Situations Map and the AFATDS CURRENT Menu bar

	10
	Display the Joint Master Unit List, using the filters, display the TBMCS equipped unit to ensure that the unit is stored in the JMUL with the SYSTEM TYPE of TBMCS00. 
	If the Unit ID has the System Type of TBMCS, change the System Type from TBMCS to TBMCS00.  This 00 on the end of the TBMCS depicts that the TBMCS is sending the messages in the USMTF 2000 format, which is what AFATDS is expecting to receive. 

	11
	Build the TBMCS unit into the AFATDS Units database, as an “OTHER” type unit.  
	The TBMCS unit must reside in the unit database in order to be available for communications.

	12
	Build the LAN/WAN network on which the interface will be established into the AFATDS Communications Configuration
	This is the AFATDS workstations information being entered. Hostname, IP Address, Fully Qualified Domain Name (FQDN), Subnet Mask (If anything other than default), and the router hostname and IP Address (If the AFATDS is going out through a router).

	13
	Assign the LAN/WAN to the desired channel.
	The network can be assigned to either a Primary or Secondary LAN card channel.

	14
	Add the TBMCS unit to the Destination Units. From the CURRENT NETWORKS window select, OPTIONS, ADD UNIT, MASTER UNIT LIST, Highlight the TBMCS Unit ID, and select OK.
	

	15
	Highlight the TBMCS unit on the Destination Units and select OPTIONS, EDIT ROUTES.  On the EDIT ROUTE window, select the desired network in the VIA field (primary, direct are selected by default).  The Hostname, IP Address and CTAPS User ID fields should sensitize for entry of the TBMCS network addressing information.  
	

	16
	Enter the TBMCS workstations Hostname with the “Fully Qualified Domain Name” 
	An example is:

tbmcs@tap.jfacc.wing.usmc.smil.mil 

tbmcs being the Hostname

	17
	Enter the IP Address for the TBMCS workstation
	

	18
	Enter BROKER in the CTAPS User ID field.
	BROKER is the message handler at the TBMCS IRIS.  All messages going to TBMCS enter at the IRIS Server and are then parsed to a specific software application within the TBMCS suite.

	19
	Use the Unix Ping function to test connectivity between the AFATDS workstation and the TBMCS/IRIS workstation.
	Once the AFATDS and TBMCS/IRIS workstations have completed all setup steps, before sending data, pinging between the workstations will ensure there in connectivity.


d. TROUBLESHOOTING.

	
	Troubleshooting the AFATDS to TBMCS interface
	

	Step
	Description
	Remarks/Explanation

	1
	Unix Ping fails
	A. Check the physical connections of the Cat V cable at the AFATDS workstation, TBMCS workstation, and router/switch/hub if utilized.

B. Ensure the Cat V cable is plugged into the LAN card to which the network is assigned on the AFATDS workstation.

C. Ensure the network is enabled.

D. Ensure that the default router has been assigned to the network, if a router is being utilized on the network.

E. Ensure the correct network information is entered for the AFATDS workstation; this includes the Hostname, Fully Qualified Domain Name, IP Address, Subnet Mask, and the Router Hostname and IP Address.

F. Ensure that the correct network addressing has been entered for the TBMCS in the AFATDS workstation. This information should include IP Address, Hostname with Fully Qualified Domain Name, and the CTAPS User ID of BROKER.

	2
	TBMCS Unit ID not available when creating the new TBMCS unit.
	A. If the TBMCS Unit ID is not available when creating the unit, the AFATDS operator has to add the Unit to the Joint Master Unit List. Ensure that any change to the JMUL is approved by the controlling agency (highest HQ of the operation/exercise).

	3
	TBMCS Unit is not a selection in the SEND TO window for ASLs or Geometries.
	A. Unit data is not stored in the database for the TBMCS unit.

B. Unit data for a different TBMCS equipped unit is stored in the AFATDS database.

C. The network is not enabled at the AFATDS workstation.

	4
	An ASL or Geometry sent to TBMCS generates a failed communications alert.
	A. Check that the Hostname entry for the TBMCS/IRIS includes the Fully Qualified Domain Name.

B. Ensure that the CTAPS User ID is entered as BROKER for the TBMCS/IRIS. (BROKER is the message handler at IRIS)


2007. INTERFACING AFATDS TO AN/TPQ-46 RADAR
a. REQUIRED INFORMATION TO ESTABLISH THE INTERFACE.

	AFATDS to AN/TPQ-46 Firefinder Radar Package 11 and JVMF Communications Setup

	MEDIA
	ADDRESS
	NETWORK SETTING
	MEDIA SETTINGS
	SPTCIM/

TCIM
	DEFAULT SETTINGS
	INDIVIDUAL MACHINE SETTINGS
	DEVICES

	SINCGARS
	Unique IP Address; physical address is the last octet of the IP; range is 5 to 95.
	Data encoding of FSK or NRZ, data rate
, security, frequency hop method, encryption, Method of Error Correction
, Net Access, Number of stations on Net.
	Radio: Data rate is based on data encoding and rate:  FSK at AFATDS requires TF at radio if all radios are SINCGARS, to net non-digital and SINCGARS, AD1 is required; NRZ at AFATDS requires matching data rate on radio; frequency hop mode and encryption must match AFATDS settings.


	SPTCIM: NRZ net may be assigned to any channel; FSK nets may be assigned to the first channel on the SPTCIM only.

TCIM:  FSK net may be assigned to either channel; NRZ may be assigned to the first channel the TCIM, only.
	Media timing factors
	Station ranking
	PKG 11 BCS, PKG 11 FDS, SISTIM, AFATDS, PKG 11 MMS, Q-46 RADAR, TLDHS, NFCS

	2-WIRE
	Unique IP Address; physical address is the last octet of the IP; range is 5 to 95.
	Data encoding of FSK or CDP, data rate, security, Net Access, Number of stations on Net
	Wire Line Adaptor: Wire comm is supported on channel one only.
	SPTCIM: Two  wire net may be assigned to the first channel on the SPTCIM only.

TCIM:  FSK channels may be assigned to either channel; CDP may be assigned to the first channel the TCIM, only.
	Media timing factors
	Station ranking
	PKG 11 BCS, PKG 11 FDS, SISTIM, AFATDS, PKG 11 MMS, Q-46 RADAR

	AFATDS to AN/TPQ-46 Firefinder Radar TACFIRE Communications Setup

	MEDIA
	ADDRESS
	NETWORK SETTING
	MEDIA SETTINGS
	SPTCIM/

TCIM
	DEFAULT SETTINGS
	INDIVIDUAL MACHINE SETTINGS
	DEVICES

	SINCGARS
	Letters A-Z and numbers 0-9

	Data rate,

Data Encoding
, security, keytime.
	Radio: Data rate is based on data encoding and rate:  FSK at AFATDS requires TF at radio if all radios are SINCGAR, to net non-digital and SINCGARS, AD1 is required; NRZ at AFATDS requires matching data rate on radio; frequency hop mode and encryption must match AFATDS settings.
	SPTCIM: NRZ net may be assigned to any channel; FSK nets may be assigned to the first channel on the SPTCIM only.

TCIM:  FSK net may be assigned to either channel; NRZ net may be assigned to the first channel the TCIM, only.
	None.
	Net access delay values for high priority messages and low priority messages.
	DCT, AN/TPQ-37 radar, US Army ATHS, AFATDS

	2 WIRE
	Letters A-Z and numbers 0-94
	Data rate,

Data Encoding, encryption
	
	SPTCIM: The net may be assigned to the first channel on the SPTCIM only.

TCIM: The net may be assigned either channel on the TCIM.
	None
	Net access delay values for high priority messages and low priority messages.
	DCT, AN/TPQ-37 radar, AFATDS


b. TROUBLESHOOTING.

	Troubleshooting AFATDS-to Q-46 Radar Communications

	General Troubleshooting EPLRS Nets.

	1.  Is the network turned on at the AFATDS?
	If YES, go to step 2,

If NO, turn on net and try communications again.

	2.  Do the IP addresses assigned agree between systems?
	If YES, go to step 3.

If NO, correct addresses and retry.

	3.  Can the AFATDS machine ping the destination AFATDS?
	If YES, go to step 7.

If NO, go to step 4.

	4.  Can the AFATDS ping its router?
	If YES, go to step 5.

If NO, go to step 6.

	5.  Is the default route assigned to the network?
	If YES, go to step 6.

If NO, assign the default and try communications again.

	6.  Is the LAN cable connected to the correct AFATDS LAN card?
	If YES, go to step 7.

If NO, connect and retry communications.

	7.  Is the LAN cable in use a straight (not crossover) cable?
	If YES, go to step 8.

If NO, go change cables and retry communications.

	8.  Is the communications application turned on at other AFATDS.?
	If YES, go to step 9.

If NO, have other AFATDS turn on communications and try communications again.

	9.  Is the AFATDS in the comm. configuration of the destination AFATDS.
	If YES, go to step 10.

If NO, have the other AFATDS operator correct the comm. configuration and retry communications.

	10.  Troubleshoot the network.
	Possible problems are:

Router configurations,

Failures in the network between the routers.

	Troubleshooting Radio and Wire Networks.

	1.  Is the network turned on at the AFATDS?
	If YES, go to step 2,

If NO, turn on net and try communications again.

	2.  Do the IP addresses assigned agree between systems?
	If YES, go to step 3.

If NO, correct addresses and retry.

	3.  Do net settings (data encoding, data rate, etc.) match?
	If YES, go to step 4

If NO, correct and retry communications.

	4.  Is the comm. cable connected to the correct SPTCIM and channel?
	If YES, go to step 5.

If NO, correct cabling and retry.

	5.  Swap out SPTCIM to radio cable and retry communications.
	If successful, mark cable as bad and replace.

If unsuccessful, go to step 6.

	6.  Swap out radio or wire line and retry communications.
	If successful, evacuate radio or change wire line.

If unsuccessful, go to step 7.

	7.  If unsuccessful, troubleshoot comm. equipment.
	Possible problems are:

Antennae or antennae cable

Lack of line of sight due to masking terrain

Insufficient radio range.


	Specific Troubleshooting Procedures

	Problem
	Possible Cause/Solution

	Comm fails immediately.
	· No comm. route to destination AFATDS.

· Comm route to destination AFATDS is turned off.

	Comm to fails after a short time period.
	· One or both AFATDS addresses incorrect.

· One or more network settings incorrect. (Radio only).

	Comm alert indicates message received from unknown IP address when message received from remote AFATDS.
	· Remote AFATDS using different IP address than local AFATDS expects.



	Destination AFATDS does not appear in destination units list when attempting to send geometry, units, etc.
	· Destination AFATDS unit not constructed in AFATDS current situation.

	Comm alert indicates message receive from unknown unit when other AFATDS sends to local AFATDS.
	· Remote AFATDS using different URN than local AFATDS has stored for remote AFATDS in the local AFATDS’ master unit list.

	Comm alert indicates message received from over-classified system when remote AFATDS transmits.
	· Remote AFATDS is operating at a higher system security level then the local AFATDS.


2008. INTERFACING AFATDS TO MMS
a. REQUIRED INFORMATION TO ESTABLISH THE INTERFACE.

	AFATDS to MMS Package 11 and JVMF Communications Setup

	MEDIA
	ADDRESS
	NETWORK SETTING
	MEDIA SETTINGS
	SPTCIM/

TCIM
	DEFAULT SETTINGS
	INDIVIDUAL MACHINE SETTINGS
	DEVICES

	SINCGARS
	Unique IP Address; physical address is the last octet of the IP; range is 5 to 95.
	Data encoding of FSK or NRZ, data rate
, security, frequency hop method, encryption, Method of Error Correction
, Net Access, Number of stations on Net.
	Radio: Data rate is based on data encoding and rate:  FSK at AFATDS requires TF at radio if all radios are SINCGARS, to net non-digital and SINCGARS, AD1 is required; NRZ at AFATDS requires matching data rate on radio; frequency hop mode and encryption must match AFATDS settings.


	SPTCIM: NRZ net may be assigned to any channel; FSK nets may be assigned to the first channel on the SPTCIM only.

TCIM:  FSK net may be assigned to either channel; NRZ may be assigned to the first channel the TCIM, only.
	Media timing factors
	Station ranking
	PKG 11 BCS, PKG 11 FDS, SISTIM, AFATDS, PKG 11 MMS, Q-46 RADAR, TLDHS, NFCS

	2-WIRE
	Unique IP Address; physical address is the last octet of the IP; range is 5 to 95.
	Data encoding of FSK or CDP, data rate, security, Net Access, Number of stations on Net
	Wire Line Adaptor: Wire comm is supported on channel one only.
	SPTCIM: Two  wire net may be assigned to the first channel on the SPTCIM only.

TCIM:  FSK channels may be assigned to either channel; CDP may be assigned to the first channel the TCIM, only.
	Media timing factors
	Station ranking
	PKG 11 BCS, PKG 11 FDS, SISTIM, AFATDS, PKG 11 MMS, Q-46 RADAR

	AFATDS to MMS TACFIRE Communications Setup

	MEDIA
	ADDRESS
	NETWORK SETTING
	MEDIA SETTINGS
	SPTCIM/

TCIM
	DEFAULT SETTINGS
	INDIVIDUAL MACHINE SETTINGS
	DEVICES

	SINCGARS
	Letters A-Z and numbers 0-9

	Data rate,

Data Encoding
, security, keytime.
	Radio: Data rate is based on data encoding and rate:  FSK at AFATDS requires TF at radio if all radios are SINCGAR, to net non-digital and SINCGARS, AD1 is required; NRZ at AFATDS requires matching data rate on radio; frequency hop mode and encryption must match AFATDS settings.
	SPTCIM: NRZ net may be assigned to any channel; FSK nets may be assigned to the first channel on the SPTCIM only.

TCIM:  FSK net may be assigned to either channel; NRZ net may be assigned to the first channel the TCIM, only.
	None.
	Net access delay values for high priority messages and low priority messages.
	DCT, AN/TPQ-37 radar, US Army ATHS, AFATDS

	2 WIRE
	Letters A-Z and numbers 0-94
	Data rate,

Data Encoding, encryption
	
	SPTCIM: The net may be assigned to the first channel on the SPTCIM only.

TCIM: The net may be assigned either channel on the TCIM.
	None
	Net access delay values for high priority messages and low priority messages.
	DCT, AN/TPQ-37 radar, AFATDS


b. TROUBLESHOOTING.

	Troubleshooting AFATDS-to Q-46 Radar Communications

	General Troubleshooting EPLRS Nets.

	1.  Is the network turned on at the AFATDS?
	If YES, go to step 2,

If NO, turn on net and try communications again.

	2.  Do the IP addresses assigned agree between systems?
	If YES, go to step 3.

If NO, correct addresses and retry.

	3.  Can the AFATDS machine ping the destination AFATDS?
	If YES, go to step 7.

If NO, go to step 4.

	4.  Can the AFATDS ping its router?
	If YES, go to step 5.

If NO, go to step 6.

	5.  Is the default route assigned to the network?
	If YES, go to step 6.

If NO, assign the default and try communications again.

	6.  Is the LAN cable connected to the correct AFATDS LAN card?
	If YES, go to step 7.

If NO, connect and retry communications.

	7.  Is the LAN cable in use a straight (not crossover) cable?
	If YES, go to step 8.

If NO, go change cables and retry communications.

	8.  Is the communications application turned on at other AFATDS.?
	If YES, go to step 9.

If NO, have other AFATDS turn on communications and try communications again.

	9.  Is the AFATDS in the comm. configuration of the destination AFATDS.
	If YES, go to step 10.

If NO, have the other AFATDS operator correct the comm. configuration and retry communications.

	10.  Troubleshoot the network.
	Possible problems are:

Router configurations,

Failures in the network between the routers.

	Troubleshooting Radio and Wire Networks.

	1.  Is the network turned on at the AFATDS?
	If YES, go to step 2,

If NO, turn on net and try communications again.

	2.  Do the IP addresses assigned agree between systems?
	If YES, go to step 3.

If NO, correct addresses and retry.

	3.  Do net settings (data encoding, data rate, etc.) match?
	If YES, go to step 4

If NO, correct and retry communications.

	4.  Is the comm. cable connected to the correct SPTCIM and channel?
	If YES, go to step 5.

If NO, correct cabling and retry.

	5.  Swap out SPTCIM to radio cable and retry communications.
	If successful, mark cable as bad and replace.

If unsuccessful, go to step 6.

	6.  Swap out radio or wire line and retry communications.
	If successful, evacuate radio or change wire line.

If unsuccessful, go to step 7.

	7.  If unsuccessful, troubleshoot comm. equipment.
	Possible problems are:

Antennae or antennae cable

Lack of line of sight due to masking terrain

Insufficient radio range.


	Specific Troubleshooting Procedures

	Problem
	Possible Cause/Solution

	Comm fails immediately.
	· No comm. route to destination AFATDS.

· Comm route to destination AFATDS is turned off.

	Comm to fails after a short time period.
	· One or both AFATDS addresses incorrect.

· One or more network settings incorrect. (Radio only).

	Comm alert indicates message received from unknown IP address when message received from remote AFATDS.
	· Remote AFATDS using different IP address than local AFATDS expects.



	Destination AFATDS does not appear in destination units list when attempting to send geometry, units, etc.
	· Destination AFATDS unit not constructed in AFATDS current situation.

	Comm alert indicates message receive from unknown unit when other AFATDS sends to local AFATDS.
	· Remote AFATDS using different URN than local AFATDS has stored for remote AFATDS in the local AFATDS’ master unit list.

	Comm alert indicates message received from over-classified system when remote AFATDS transmits.
	· Remote AFATDS is operating at a higher system security level then the local AFATDS.


2009. INTERFACING AFATDS TO TLDHS
a. REQUIRED INFORMATION TO ESTABLISH THE INTERFACE.  TLDHS is a Joint Variable Message Format (JVMF) system.  TLDHS and AFATDS communicate via LAN, 2-wire or radio communications.  The following information is required to establish an interface:
1) Addresses for AFATDS and TLDHS.
2) Hostname for AFATDS and TLDHS
3) Subnet mask for the network.
4) Media type for the network.
5) Network settings for wire and radio networks.
6) Unit Reference Numbers (URN) for the AFATDS and the TLDHS.
7) Media.  

a) If the AFATDS communicates with TLDHS via LAN/WAN, the network is constructed at AFATDS as an IP network using the Ethernet adaptor.
b) If the AFATDS communicates with the TLDHS via EPLRS or TCP/IP routed radio network, the network is constructed as an FSTI (Fire Support on the Tactical Internet) network.
c) If the AFATDS communicates with the TLDHS via point-to-point radio, the network is built as an IP network using 188-220A adaptor.
8) Addressing.  For all media, the addressing scheme used to communicate with TLDHS is IP.  If the media is point-to-point radio, the last octet of the IP address must be from the range .5 to.95.  This value is also used as the physical address.
9) Settings.

a) Unique IP address of the AFATDS.
b) Hostname of the AFATDS.
c) Unique IP address of the TLDHS.
d) Hostname of the TLDHS.
e) Subnet mask for the network.
f) Media type for the network.
g) Method of data encoding. for the network. (Wire or radio network only)
h) Data rate of the network. (Wire or radio network only)
i) Method of net access. (Wire or radio network only)
j) Number of stations on the network. (Wire or radio network only)
10) Additional Information.  TLDHS sends the following messages to AFATDS.
	TLDHS to AFATDS

	Message:
	Processed at AFATDS:

	Area Fire Mission
	Fire mission at Intervention

	Subsequent Corrections
	Automatically processes and sends subsequent correction to the fire unit.  Subs Adj does not stop at intervention until the mission is received at the firing unit.

	On-call target
	Stores target in AFATDS On-Call target list.

	JTAR
	Fire mission at Intervention

	Immediate Smoke/Immediate Suppression
	Immediate fire mission at Intervention

	Copperhead Priority Target
	Copperhead priority target at Intervention

	FPF 
	FPF at Intervention

	Check Firing
	Check firing of a specific target or all targets.

	Free Text
	Free text message received in CMP.

	Fire 
	Fires on call target.

	Observer Mission Update
	Shot or rounds complete.

	Schedule of Fires
	Fire plan.

	Target List
	Adds Targets to the On-call target list.

	Fire Support Coordination Measure
	Adds geometry to the AFATDS database.


11) Additional Capabilities.  

a) TLDHS can act as the source and receiver of relayed JVMF messages   This allows a TLDHS netted with a battalion FSCC to send registration messages to a firing battery via the battalion FSCC’s AFATDS.
b) When AFATDS initiates a registration (precision or HB/MPI), TLDHS receives an MTO.  This allows the TLDHS to conduct the remainder of the registration. When an HB/MPI registration is ended, the AFATDS operator sends a free-text message to the observer indicating that further observation is no longer required.
b. PHYSICAL INTERFACE.

1) For LAN or EPLRS networks, the physical connection can be made by connecting LAN cable (RJ45 or Cat 5) to either the primary LAN, or secondary LAN card connector of the CCU2.
2) For radio networks, connecting the six-pin radio connector to the TCIM or SPTCIM makes the physical connection.
	MEDIA
	ADDRESS
	NETWORK SETTING
	MEDIA SETTINGS
	SPTCIM/

TCIM
	DEFAULT SETTINGS
	INDIVIDUAL MACHINE SETTINGS
	DEVICES
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	SINCGARS
	Unique IP Address; physical address is the last octet of the IP; range is 5 to 95.
	Data encoding of FSK or NRZ, data rate
, security, frequency hop method, encryption, Method of Error Correction
, Net Access, Number of stations on Net.
	Radio: Data rate is based on data encoding and rate:  FSK at AFATDS requires TF at radio if all radios are SINCGARS, to net non-digital and SINCGARS, AD1 is required; NRZ at AFATDS requires matching data rate on radio; frequency hop mode and encryption must match AFATDS settings.


	SPTCIM: NRZ net may be assigned to any channel; FSK nets may be assigned to the first channel on the SPTCIM only.

TCIM:  FSK net may be assigned to either channel; NRZ may be assigned to the first channel the TCIM, only.
	Media timing factors
	Station ranking
	PKG 11 BCS, PKG 11 FDS, SISTIM, AFATDS, PKG 11 MMS, Q-46 RADAR, TLDHS, TLDHS

	EPLRS
	Unique IP Address.
	Subnet mask of network, IP address of EPLRS radio is used as the router address.
	Radio:  Normal EPLRS setup.
	No SPTCIM or TCIM connection.  Radio is connected to the AFATDS primary or secondary LAN card via crossover (host-to-host) cable.
	Return trip time.
	Address only.
	AFATDS, TLDHS, TLDHS

	LAN
	Unique IP Address.
	Subnet mask of network, if applicable, router address.
	None.
	No SPTCIM or TCIM connection.  Radio is connected to the AFATDS primary or secondary LAN card via crossover (host-to-host) cable.
	None.
	Address only.
	AFATDS, TLDHS, TLDHS


c. INTERFACE SETUP STEPS.

	AFATDS to TLDHS Setup.

	STEP
	ACTION
	RESULT/EXPLANATION

	1.
	Ensure TLDHS devices is represented in the Master Unit List
	

	  a.
	TLDHS device must be stored as a JVMF device with a unique URN.
	

	2.
	Determine the network type.
	Network types are:

LAN = New IP, Ethernet

EPLRS = New FSTI

RADIO = New IP, 188-220A

	 a.
	To create a LAN network
	

	   1)
	Select NEW IP from the Networks window and select Adaptor: Ethernet
	

	   2)
	Enter network data.
	AFATDS IP and Subnet mask are required.  If the network possesses a router, the router IP is required.

	 b.
	To create an EPLRS network
	

	   1)
	Select NEW FSTI from the Networks window.
	

	   2)
	Enter network data.
	AFATDS IP and Subnet mask are required as well as the radio IP entered as the router IP.

	 c.
	To create a radio network
	

	   1)
	Select NEW IP from the Networks window and select Adaptor: 188-220A
	

	   2)
	Enter network data.
	AFATDS IP, Subnet mask media type and network settings are required; network timing data is allowed to default.


d. TROUBLESHOOTING.

	Troubleshooting AFATDS-to TLDHS Communications

	General Troubleshooting

	1.  Is the network turned on at the AFATDS?
	If YES, go to step 2,

If No, turn on net and try communications again.

	2.  Can the AFATDS machine ping the TLDHS?
	If YES, go to step 3.

If NO, go to step 2.a.

	2.a.  Can the AFATDS ping its router?
	If YES, go to step 2.b.

If NO, go to step 2.c.

	2.b.  Is the default route assigned to the network (LAN and EPLRS only).
	If YES, go to step 2.c.

If NO, assign the default and try communications again.

	2.c.  Is the LAN cable connected to the correct AFATDS LAN card(LAN and EPLRS only) or SPTCIM (radio)?
	If YES, troubleshoot the network.

If NO, connect and retry communications.

	3.  Is the communications application turned on at TLDHS?
	If YES, go to step 4.

If NO, have TLDHS turn on communications and try communications again.

	4.  Does the URN assigned to AFATDS and that of TLDHS agree between systems?
	If YES, go to step 5.

If NO, correct URN’s and retry.

	5.  Do the IP addresses assigned agree between systems?
	If YES, go to step 6.

If no, correct addresses and retry.

	6.  Do the physical addresses assigned agree between systems?
	If Yes, go to step 7.

If no, correct addresses and retry.

	7.  Do network data rates agree between systems? (Radio only)
	If Yes, go to step 8.

If no, correct addresses and retry.

	8.  Does the method of data encoding agree between systems? (Radio only)
	If Yes, go to step 9.

If no, correct addresses and retry.

	9.  Verify radio settings.
	If radio settings are correct, go to step 10.

If radio settings are incorrect, reset and retry communications.

	10.  Swap out SPTCIM to radio cable and retry communications.
	If successful, mark cable as bad and replace.

If unsuccessful, go to step 11.

	11.  Swap out radio and retry communications.
	If successful, evacuate radio.

If unsuccessful, go to step 12.

	12.. If unsuccessful, troubleshoot comm. equipment.
	Possible problems are:

Antennae or antennae cable

Lack of line of sight due to masking terrain

Insufficient radio range.


	Specific Troubleshooting Procedures

	Problem
	Possible Cause/Solution

	Comm to TLDHS fails instantly.
	TLDHS not in AFATDS Comm. Configuration.

NFSC route turned off in AFATDS Comm Configuration

	Comm to NFSC fails after a short time period.
	TLDHS or AFATDS URN incorrect.

NFSC or AFATDS IP address incorrect.

TLDHS or AFATDS physical address incorrect (radio only).

One or more network settings incorrect. (Radio only).

	Comm alert indicates message received from unknown IP address when TLDHS sends to AFATDS.
	TLDHS using different IP address than AFATDS expects.

	TLDHS does not appear in destination units list when attempting to send geometry, units, etc.
	TLDHS unit not constructed in AFATDS current situation.

	Comm alert indicates message receive from unknown unit when TLDHS sends to AFATDS.
	TLDHS using different URN than AFATDS has stored for TLDHS in the AFATDS master unit list.


2010. INTERFACING AFATDS TO NATO SYSTEMS
a. REQUIRED INFORMATION TO ESTABLISH THE INTERFACE.  NATO communications protocol similar to TACFIRE.  This network may only be used to communicate between NATO systems (BATES, used by UK forces; ADLER, used by German forces; and, ATLAS, used by French forces).

1) Media.  The AFATDS may communicate using NATO protocol via SINCGARS, non-digital radio or 2-wire media.

2) Addressing. Addresses are two character values from 01 to 99 and from AA to ZZ.  Letter and number combinations may be used. 

3) Settings.

a) Media type of SINCGARS, Local Radio or 2-wire.

b) Data encoding.

c) Data rate.

d) Preamble.

e) Block mode.

4) Additional Information.

a) NATO protocol is a point-to-point connection.  A single NATO device to AFATDS connection acts as a gateway between the two connected forces.

b) Circular geometries sent to NATO systems converted to squares with a width twice the radius and an attitude of 0000.

c) No fire line FSCM received from NATO systems is converted to an RFL at AFATDS.

d) RFA sent by AFATDS must contain restrictions.

e) RFA sent by AFATDS with all systems restricted becomes an NFA.

f) MET messages cannot be sent to NATO systems from an AFATDS.

g) MET messages sent from NATO systems to AFATDS should not contain more than 16 lines.  MET messages with data for lines above 16 will cause the message to fail.

h) Fire plans with all NATO systems must be created in a planned situation at AFATDS.  The planned situation must have a PLAN ALIAS assigned.  When the fire plan is scheduled and transmitted to the NATO system, the schedule data is also sent.

i) Target blocks cannot use a numerical value of 0000.  The lowest target number acceptable by NATO systems is 0001 (e.g., AA0001).

j) If target data is sent by AFATDS and the target shape is a circle, the target shape is changed to a square with a width twice the radius and an attitude of 0000.

k) If sending fire unit data to ATLAS, Basic and General unit information are transmitted in a single transmission followed by a second transmission of Detailed Ammunition.

l) The master unit list NATO Alias used for communications with ADLER does not allow blank spaces.  Any blank spaces in the alias must be filled with the character “X.”

m) Sending fire unit data to ADLER with a Status of OUT OF ACTION causes ADLER to delete all ammunition from that fire unit.

b. PHYSICAL INTERFACE.  Connecting the six-pin radio connector to the SPTCIM or the wire line adaptor to the SPTCIM makes the physical connection.
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	SINCGARS
	Unique two character address in range AA – ZZ and 01-99. Letters and numbers may be combined. 
	Data encoding of FSK data rate, security, encryption, Method of Error Correction, Key Time
	Radio: FSK at AFATDS requires TF at radio if all radios are SINCGARS; to net non-SINCGARS and SINCGARS, AD1 is selected.


	SPTCIM: FSK nets may be assigned to the first channel on the SPTCIM only.

TCIM:  FSK channels may be assigned to either channel.
	None
	Net access delay values for high priority messages and low priority messages.
	AFATDS, ADLER, BATES, ATLAS

	2-WIRE
	Unique two character address in range AA – ZZ and 01-99. Letters and numbers may be combined. 
	Data encoding of FSK data rate, security, encryption, Method of Error Correction, Key Time
	
	SPTCIM: FSK nets may be assigned to the first channel on the SPTCIM only.

TCIM:  FSK channels may be assigned to either channel.
	None
	Net access delay values for high priority messages and low priority messages.
	AFATDS, ADLER, BATES, ATLAS


c. INTERFACE SETUP STEPS.

	AFATDS to NATO Setup.

	STEP
	ACTION
	RESULT/EXPLANATION

	Note:  AFATDS security classification level must be set to SECRET in order to communicate with NATO systems.

	1.
	On the AFATDS network window, select Network, New
	

	 a.
	Select Protocol:NATO
	

	 b.
	Enter network data.
	Type network name and select Media of SINCGARS, Local Radio or 2-wire, Data Encoding, Data rate and Block Mode.

	2.
	Assign the network to an SPTCIM channel.
	The network must be assigned on the:

SPTCIM:  first channel only.

TCIM:  either channel.

	3.
	Add NATO destination unit.
	

	 a.
	Display the Communications Configuration window.
	

	 b.
	Add the NATO system destination unit to the comm. configuration.
	

	 c.
	Assign the NATO system to the network and assign a unique two-character address.
	Address range is 01 to 99 and AA to ZZ.

	4.
	Turn on communications.
	

	5.
	Displays the Communications Configuration window with the destination units list.  Highlight the destination unit and activate the primary route.
	This action causes the AFATDS to attempt to connect to the destination unit.

	AFATDS to NATO Setup.

	STEP
	ACTION
	RESULT/EXPLANATION

	Note:  AFATDS security classification level must be set to SECRET in order to communicate with NATO systems.

	1.
	On the AFATDS network window, select Network, New
	

	  a.
	Select Protocol:NATO
	

	  b.
	Enter network data.
	Type network name and select Media of SINCGARS, Local Radio or 2-wire, Data Encoding, Data rate and Block Mode.

	2.
	Assign the network to an SPTCIM channel.
	The network must be assigned on the:

SPTCIM:  first channel only.

TCIM:  either channel.

	3.
	Add NATO destination unit.
	

	 a.
	Display the Communications Configuration window.
	

	 b.
	Add the NATO system destination unit to the comm. configuration.
	

	 c.
	Assign the NATO system to the network and assign a unique two-character address.
	Address range is 01 to 99 and AA to ZZ.

	4.
	Turn on communications.
	

	5.
	Displays the Communications Configuration window with the destination units list.  Highlight the destination unit and activate the primary route.
	This action causes the AFATDS to attempt to connect to the destination unit.


d. TROUBLESHOOTING.

	Troubleshooting AFATDS-to NATO Communications

	General Troubleshooting

	1.  Is the network turned on at the AFATDS?
	If YES, go to step 2,

If No, turn on net and try communications again.

	2.  Is the NATO system comm and turned on?
	If YES, go to step 3.

If NO, initialize and turn on FCS.

	3.  Is the SPTCIM cable connected to the correct AFATDS SPTCIM?
	If YES, go to step 4.

If NO, connect and retry communications.

	4.  Is the AFATDS system security level set to SECRET?
	If YES, go to step 5.

If NO, reset and try communications again.

	5.  Is the correct media select in the network setup at AFATDS?
	If YES, go to step 6.

If NO, correct and retry communications.

	6.  Is the correct data rate set at the NATO device and AFATDS?
	If YES, go to step 7.

If NO, correct and retry.

	7.  Is the correct method of data encoding set at the NATO device and the AFATDS?
	If YES, go to step 8.

If NO, correct and retry.

	8.  If using radio, verify radio settings.
	If radio settings are correct, go to step 9.

If radio settings are incorrect, reset and retry communications.

	9.  Swap out SPTCIM cable and retry communications.
	If successful, mark cable as bad and replace.

If unsuccessful, go to step 10.

	10.  Swap out radio and retry communications.
	If successful, evacuate radio.

If unsuccessful, go to step 11.

	11. If unsuccessful, troubleshoot comm. equipment.
	Possible problems are:

Poor connection of wire spider at junction.

Radio antennae or antennae cable

Lack of line of sight due to masking terrain

Insufficient radio range.


	Specific Troubleshooting Procedures

	Problem
	Possible Cause/Solution

	Comm fails and the network turns off when attempting to communicate.
	· Comm with the destination unit failed; the AFATDS cannot establish a connection to that system.

	Comm alert indicates NAK received on transmitting to the NATO device
	· Message serialization must be reset:


2011. INTERFACING AFATDS TO NFCS
a. REQUIRED INFORMATION TO ESTABLISH THE INTERFACE.

1) Media.

a) If the AFATDS communicates with NFCS via LAN/WAN, the network is constructed at AFATDS as an IP network using the Ethernet adaptor.

b) If the AFATDS communicates with the NFCS via EPLRS or TCP/IP routed radio network, the network is constructed as an FSTI (Fire Support on the Tactical Internet) network.

c) If the AFATDS communicates with the NFCS via point-to-point radio, the network is built as an IP network using 188-220A adaptor.

2) Addressing.  For all media, the addressing scheme used to communicate with NFCS is IP.  If the media is point-to-point radio, the last octet of the IP address must be from the range .5 to.95.  This value is also used as the physical address.

3) Settings.

a) Unique IP address of the AFATDS.

b) Hostname of the AFATDS.

c) Unique IP address of the NFCS.

d) Hostname of the NFCS.

e) Subnet mask for the network.

f) Media type for the network.

g) Method of data encoding. for the network. (Radio network only)

h) Data rate of the network. (Radio network only)

i) Method of net access. (Radio network only)

j) Number of stations on the network. (Radio network only)

b. PHYSICAL INTERFACE.

1) For LAN or EPLRS networks, the physical connection can be made by connecting LAN cable (RJ45 or Cat 5) to either the primary LAN, or secondary LAN card connector of the CCU2. 

2) 
For radio networks, the physical connection is made by connecting the six pin radio connector to the TCIM or SPTCIM.
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	MEDIA
	ADDRESS
	NETWORK SETTING
	MEDIA SETTINGS
	SPTCIM/

TCIM
	DEFAULT SETTINGS
	INDIVIDUAL MACHINE SETTINGS
	DEVICES

	SINCGARS
	Unique IP Address; physical address is the last octet of the IP; range is 5 to 95.
	Data encoding of FSK or NRZ, data rate
, security, frequency hop method, encryption, Method of Error Correction
, Net Access, Number of stations on Net.
	Radio: Data rate is based on data encoding and rate:  FSK at AFATDS requires TF at radio if all radios are SINCGARS, to net non-digital and SINCGARS, AD1 is required; NRZ at AFATDS requires matching data rate on radio; frequency hop mode and encryption must match AFATDS settings.


	SPTCIM: NRZ net may be assigned to any channel; FSK nets may be assigned to the first channel on the SPTCIM only.

TCIM:  FSK net may be assigned to either channel; NRZ may be assigned to the first channel the TCIM, only.
	Media timing factors
	Station ranking
	PKG 11 BCS, PKG 11 FDS, SISTIM, AFATDS, PKG 11 MMS, Q-46 RADAR, TLDHS, NFCS

	EPLRS
	Unique IP Address.
	Subnet mask of network, IP address of EPLRS radio is used as the router address.
	Radio:  Normal EPLRS setup.
	No SPTCIM or TCIM connection.  Radio is connected to the AFATDS primary or secondary LAN card via crossover (host-to-host) cable.
	Return trip time.
	Address only.
	AFATDS, NFCS, TLDHS

	LAN
	Unique IP Address.
	Subnet mask of network, if applicable, router address.
	None.
	No SPTCIM or TCIM connection.  Radio is connected to the AFATDS primary or secondary LAN card via normal (not host-to-host) cable.
	None.
	Address only.
	AFATDS, NFCS, TLDHS


c. INTERFACE SETUP STEPS.

	AFATDS to NFCS Setup.

	STEP
	ACTION
	RESULT/EXPLANATION

	1.
	Ensure NFCS devices is represented in the Master Unit List
	

	  a.
	NFCS device must be stored as a JVMF device with a unique URN.
	

	2.
	Determine the network type.
	Network types are:

LAN = New IP, Ethernet

EPLRS = New FSTI

RADIO = New IP, 188-220A

	 a.
	To create a LAN network
	

	   1)
	Select NEW IP from the Networks window and select Adaptor: Ethernet
	

	   2)
	Enter network data.
	AFATDS IP and Subnet mask are required.  If the network possesses a router, the router IP is required.

	 b.
	To create an EPLRS network
	

	   1)
	Select NEW FSTI from the Networks window.
	

	   2)
	Enter network data.
	AFATDS IP and Subnet mask are required as well as the radio IP entered as the router IP.

	 c.
	To create a radio network
	

	   1)
	Select NEW IP from the Networks window and select Adaptor: 188-220A
	

	  2)
	Enter network data.
	AFATDS IP, Subnet mask media type and network settings are required; network timing data is allowed to default.


d. TROUBLESHOOTING.

	Troubleshooting AFATDS-to NFCS Communications

	General Troubleshooting

	1.  Is the network turned on at the AFATDS?
	If YES, go to step 2,

If No, turn on net and try communications again.

	2.  Can the AFATDS machine ping the NFCS?
	If YES, go to step 3.

If NO, go to step 2.a.

	2.a.  Can the AFATDS ping its router?
	If YES, go to step 2.b.

If NO, go to step 2.c.

	2.b.  Is the default route assigned to the network (LAN and EPLRS only).
	If YES, go to step 2.c.

If NO, assign the default and try communications again.

	2.c.  Is the cable connected to the correct AFATDS LAN card(LAN and EPLRS only) or SPTCIM (radio)?
	If YES, troubleshoot the network.

If NO, connect and retry communications.

	3.  Is the communications application turned on at NFCS?
	If YES, go to step 4.

If NO, have NFCS turn on communications and try communications again.

	4.  Does the URN assigned to AFATDS and that of NFCS agree between systems?
	If YES, go to step 5.

If NO, correct URN’s and retry.

	5.  Do the IP addresses assigned agree between systems?
	If YES, go to step 6.

If no, correct addresses and retry.

	6.  Do the physical addresses assigned agree between systems?
	If Yes, go to step 7.

If no, correct addresses and retry.

	7.  Do network data rates agree between systems? (Radio only)
	If Yes, go to step 8.

If no, correct addresses and retry.

	8.  Does the method of data encoding agree between systems? (Radio only)
	If Yes, go to step 9.

If no, correct addresses and retry.

	9.  Verify radio settings.
	If radio settings are correct, go to step 10.

If radio settings are incorrect, reset and retry communications.

	10.  Swap out SPTCIM to radio cable and retry communications.
	If successful, mark cable as bad and replace.

If unsuccessful, go to step 11.

	11.  Swap out radio and retry communications.
	If successful, evacuate radio.

If unsuccessful, go to step 12.

	12.. If unsuccessful, troubleshoot comm. Equipment.
	Possible problems are:

Antennae or antennae cable

Lack of line of sight due to masking terrain

Insufficient radio range.


	Specific Troubleshooting Procedures

	Problem
	Possible Cause/Solution

	Comm to NFCS fails instantly.
	· NFCS not in AFATDS Comm. Configuration.

· NFSC route turned off in AFATDS Comm Configuration

	Comm to NFSC fails after a short time period.
	· NFCS or AFATDS URN incorrect.

· NFSC or AFATDS IP address incorrect.

· NFCS or AFATDS physical address incorrect (radio only).

· One or more network settings incorrect. (Radio only).

	Comm alert indicates message received from unknown IP address when NFCS sends to AFATDS.
	· NFCS using different IP address than AFATDS expects.

	NFCS does not appear in destination units list when attempting to send geometry, units, etc.
	· NFCS unit not constructed in AFATDS current situation.

	Comm alert indicates message receive from unknown unit when NFCS sends to AFATDS.
	· NFCS using different URN than AFATDS has stored for NFCS in the AFATDS master unit list.


2012. INTERFACING AFATDS TO GDU
a. REQUIRED INFORMATION TO ESTABLISH THE INTERFACE.  The GDU is a 
simple device with practically no setup.  AFATDS automatically identifies itself as the computer on the GDU network and each GDU is initialized with a gun number that becomes that GDU’s address.  It should be noted that 12 GDU’s are automatically added to the master unit list.  No additional entries in the MUL are required.

1) Media.

a) The GDU may communicate with AFATDS on a 2-wire or radio network.  AFATDS cannot communicate with another AFATDS on the GDU network.

2) Addressing.

a) All addressing is automatic and not apparent to the GDU or AFATDS operators.

3) Settings.

a) Media type of 2-Wire or Local Radio.

b) Preamble set to default value of 0.250.

b. PHYSICAL INTERFACE.

1) For 2 –Wire, the physical connection is via the SPTCIM channel 1 on either of the two SPTCIM cards of the CCU2.

2) For radio networks, connecting the six-pin radio connector to the SPTCIM makes the physical connection.
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	MEDIA
	ADDRESS
	NETWORK SETTING
	MEDIA SETTINGS
	SPTCIM/

TCIM
	DEFAULT SETTINGS
	INDIVIDUAL MACHINE SETTINGS
	DEVICES

	SINCGARS
	None
	Device type of Local Radio
	Radio: Radio is set to single channel, plain text.  Data rate is set to AD1.


	SPTCIM: GDU net may be assigned to first channel on the SPTCIM only.

TCIM:  GDU net may be assigned to either channel.
	Preamble set to 0.250
.
	None.
	Up to 12 GDUs and 1 AFATDS.

	2-Wire
	None
	Device type of 2-Wire.
	None.
	N/A.
	Preamble set to 0.250
.
	None.
	Up to 12 GDUs and 1 AFATDS.


c. INTERFACE SETUP STEPS.

	AFATDS to GDU Setup.

	STEP
	ACTION
	RESULT/EXPLANATION

	1.
	On the AFATDS network window, select Network, New
	

	  a.
	Select Protocol:GDU
	

	  b.
	Enter network data.
	Type network name and select Media of 2-Wire or Local Radio.

	2.
	Assign the network to an SPTCIM channel.
	The network must be assigned on the:

SPTCIM:  first channel only.

TCIM:  either channel.

	Note:  GDUs are not added as destination units in the communications configuration.


d. TROUBLESHOOTING.

	Troubleshooting AFATDS-to NFCS Communications

	General Troubleshooting

	1.  Is the network turned on at the AFATDS?
	If YES, go to step 2,

If No, turn on net and try communications again.

	2.  Is the GDU turned on and initialized as with its gun number?
	If YES, go to step 3.

If NO, turn on and initialize GDU and try again.

	3.  Is the SPTCIM cable connected to the correct AFATDS SPTCIM?
	If YES, go to step 4.

If NO, connect and retry communications.

	4.  Is the network preamble set at 0.250 at the AFATDS?
	If YES, go to step 5.

If NO, reset and try communications again.

	5.  Is the correct media select in the network setup at AFATDS?
	If YES, go to step 6.

If NO, correct and retry communications.

	6.  If using radio, verify radio settings.
	If radio settings are correct or using wire, go to step 7.

If radio settings are incorrect, reset and retry communications.

	7.  Swap out SPTCIM cable and retry communications.
	If successful, mark cable as bad and replace.

If unsuccessful, go to step 8.

	8.  Swap out radio or wire and retry communications.
	If successful, evacuate radio.

If unsuccessful, go to step 9.

	9.  If unsuccessful, troubleshoot comm. equipment.
	Possible problems are:

Poor connection of wire spider at junction.

Radio antennae or antennae cable

Lack of line of sight due to masking terrain

Insufficient radio range.

Breaks in wire line inside insulation.


	Specific Troubleshooting Procedures

	Problem
	Possible Cause/Solution

	One-way communications between AFATDS and GDU.
	· AFATDS network preamble set to value other than 0.250.

· Poor connection of gun wire line to AFATDS wire line.

· Length of wire line too long causing attenuation of signal.

	Communications fails at AFATDS and GDU.
	· Weak battery in GDU.

· Radio or wire connected to wrong SPTCIM channel at AFATDS.

· Radio settings no correctly entered.


2013. INTERFACING AFATDS TO FCS
a. REQUIRED INFORMATION TO ESTABLISH THE INTERFACE.  The FCS uses a specific communications protocol similar to TACFIRE.  This network may only be used to communicate between FCS equipped launchers and AFATDS.  AFATDS to AFATDS communications cannot be established over this type net.

1) Media.  The AFATDS may communicate with FCS via SINCGARS or non-digital radio.

2) Addressing.  Addresses are two digit values from 01 to 99.
3) Settings.  

a) Media type of SINCGARS or local Radio.
b) Data encoding.
c) Data Rate.

d) Preamble.
e) Block mode.
f) FCS station (BTRY FDC or numbered platoon operations centers).
b. PHYSICAL INTERFACE.  Connecting a six-pin radio cable to the SPTCIM makes the physical connection.
	MEDIA
	ADDRESS
	NETWORK SETTING
	MEDIA SETTINGS
	SPTCIM/

TCIM
	DEFAULT SETTINGS
	INDIVIDUAL MACHINE SETTINGS
	DEVICES
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	SINCGARS
	Unique address from 01 to 99.
	Device type: SINCGARS,

Data encoding,

Data rate, block mode.
	Radio: Data rate is based on data encoding and rate:  FSK at AFATDS requires TF at radio if all radios are SINCGARS, to net non-digital and SINCGARS, AD1 is required; NRZ at AFATDS requires matching data rate on radio; frequency hop mode and encryption must match AFATDS settings.
	SPTCIM: Net using any data encoding method may be assigned to channel 1.  Only NRZ encoding may be used on channel 2.

TCIM:  Net using any data encoding method may be assigned to channel 1.  Only FSK encoding may be used on channel 2.
	None.
	FCS selection of FDC, PL1, PL2, PL3 or PL4
	FCS, AFATDS.

	Non-digital radio.
	Unique address from 01 to 99.
	Device type: Local Radio,

Data encoding type FSK,

Data rate, block mode.
	None.
	SPTCIM: Net using any FSK encoding method may be assigned to channel 1 only.

TCIM:  Net using FSK data encoding method may be assigned to either channel.
	None
	None.
	FCS, AFATDS


c. INTERFACE SETUP STEPS.  

	AFATDS to FCS Setup.

	STEP
	ACTION
	RESULT/EXPLANATION

	1.
	On the AFATDS network window, select Network, New
	

	  a.
	Select Protocol:FCS
	

	  b.
	Enter network data.
	Type network name and select Media of SINCGARS or Local Radio, Data Encoding, Data rate, Block Mode and identify the AFATDS as FCS: FDC, PL1, PL2, PL3 or PL4 (Platoon operations centers 1-4).

	2.
	Assign the network to an SPTCIM channel.
	The network must be assigned on the:

SPTCIM:  first channel only.

TCIM:  either channel.

	3.
	Add SPLL destination units.
	

	 a.
	Display the Communications Configuration window.
	

	 b.
	Add the SPLLS to the comm. configuration.
	

	 c.
	Assign each SPLL to the FCS network and assign a unique two digit address.
	Address range is 01 to 99.

	 d.
	Assign each SPLL a launcher number in the Device Number field.
	


d. TROUBLESHOOTING. 

	Troubleshooting AFATDS-to FCS Communications

	General Troubleshooting

	1.  Is the network turned on at the AFATDS?
	If YES, go to step 2,

If No, turn on net and try communications again.

	2.  Is the FCS comm. initialized and turned on?
	If YES, go to step 3.

If NO, initialize and turn on FCS.

	3.  Is the SPTCIM cable connected to the correct AFATDS SPTCIM?
	If YES, go to step 4.

If NO, connect and retry communications.

	4.  Is the network preamble set at 0.250 at the AFATDS?
	If YES, go to step 5.

If NO, reset and try communications again.

	5.  Is the correct media select in the network setup at AFATDS?
	If YES, go to step 6.

If NO, correct and retry communications.

	6.  Is the correct data rate set at the FCS and AFATDS?
	If YES, go to step 7.

If NO, correct and retry.

	7.  Is the correct method of data encoding set at the FCS and the AFATDS?
	If YES, go to step 8.

If NO, correct and retry.

	8.  If using radio, verify radio settings.
	If radio settings are correct, go to step 9.

If radio settings are incorrect, reset and retry communications.

	9.  Swap out SPTCIM cable and retry communications.
	If successful, mark cable as bad and replace.

If unsuccessful, go to step 10.

	10.  Swap out radio and retry communications.
	If successful, evacuate radio.

If unsuccessful, go to step 11.

	11. If unsuccessful, troubleshoot comm. equipment.
	Possible problems are:

Poor connection of wire spider at junction.

Radio antennae or antennae cable

Lack of line of sight due to masking terrain

Insufficient radio range.


	Specific Troubleshooting Procedures

	Problem
	Possible Cause/Solution

	One-way communications between SPLL and AFATDS.
	· Distance too great causing attenuation of signal.


2014. INTERFACING AFATDS TO DCT
a. REQUIRED INFORMATION TO ESTABLISH THE INTERFACE.  DCT communicates using TACFIRE protocol and exchanging fixed-format messages.  This network may also be used to communicate with AN/TPQ-46 radars
, MMS, AN/TPQ-37 radars and other AFATDS.

1) Media.  The AFATDS may communicate using NATO protocol via SINCGARS, non-digital radio or 2-wire media.

2) Addressing.  Addresses are one-character values from 0 to 9 and from A to Z.  Though TACFIRE networks allow the use of special characters as addresses, these characters cannot be assigned to the DCT or any station with which the DCT communicates.

3) Settings.

a) Media type of SINCGARS, Local Radio or 2-wire.

b) Data encoding.

c) Data rate.

d) Preamble.

e) Block mode.

4) Additional Information.  The following table provides descriptions processing of DCT messages sent to AFATDS.

	DCT MESSAGING.

	DCT MESSAGES SENT TO AFATDS

	DCT SENDS…
	AFATDS GETS…

	OBSERVER LOCATION
	AFATDS updates existing data:

Location

Cloud Height

Visibility: 0= no change, 1=2000. 2= 4000, 3=7501

Laser Code

	ATI
	Stores in Suspect Target list if fails TSS, otherwise stores in Inactive Target List or, if HPT, initiates a fire mission.

	FLOT 
	Creates a FLOT named using observer’s TACFIRE alias.  

	PLAN
	Creates a TGT icon indication of a received target list; target is stored in the Current Planned Target List.

If Fire plan name is a future plan alias, target stores in that plan’s Master target list.

	DCT MISSIONS SENT TO AFATDS

	DCT MISSION…
	AFATDS RESPONSE…

	TOT
	· Mission queues in MORE DATA for TOT

· MTO to DCT shows UNITS as number of guns

· If mission is less than 10min out, GDU status shows count down timer; if more than 10min, TOT displays in STATUS

· READY is not sent to the observer.

· If the TOT is more than 10 minutes out, the fire commands must be sent by the AFATDS 

	SMK – Observer selects HC SMK
	· Mission queues in MORE DATA for Quick Smoke data.

· MTO indicates UNITS: (number of guns)

· If M825 is fired, 1ST SF: OTHER displays. 

	REGISTRATION:  Must be initiated at AFATDS and DCT receives MTO:

- MTO indicates MOE: LOW vice LOW/REG; FO must be notified by free-text.
	· READY cannot be sent digitally from the DCT.

· Changes in VOF are not applied, observer must send a new SUBS ADJ for each change in volume of fire.

· Change to TIME and RECORD AS RP, REC AS TI RP are not recognized and result in invalid message alert.

· This mission must be done using voice procedures!

	HB registration: Must be initiated at AFATDS and DCT receives MTO:

· MTO indicates MOE: LOW vice LOW/REG; FO must be notified by free-text.

· MTO is normal mission MTO, no orienting data.
	· No way to send READY

· HB SUB ADJ is not recognized

· This mission must be done using voice procedures!

	QUICK FIRE
	· If target is not on Current On-call Target List, AFATDS automatically returns a free-text “(TGT NUMBER) TARGET COULD NOT BE PROCESSED

· If target is on On-call Target List, WR/FFE mission results.

	MINEFIELD MISSION
	· Must be recalculated and time FUZE and FASCAM density assigned.

	FIRE command for AMC mission
	· Works

	COORD ILLUM
	· Creates two one gun missions

· If sent directly to firing battery, MTO for second mission is returned to FO, FO can associate with an empty mission buffer at DCT.

	EOM&SURV
	· RAT stores target in INACTIVE TARGET LIST


b. PHYSICAL INTERFACE.  The physical connection is made at the AFATDS by connecting the six-pin radio connector to the SPTCIM, or connecting the wire-line adaptor to the SPTCIM.  At the DCT, the W-32 cable is connected from the DCT comm. port to the radio or the appropriate wire-line adaptor is connected to the DCT.
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	SINCGARS
	Letters A-Z and numbers 0-9

	Data rate,

Data Encoding
, security, keytime.
	Radio: Data rate is based on data encoding and rate:  FSK at AFATDS requires TF at radio if all radios are SINCGAR, to net non-digital and SINCGARS, AD1 is required; NRZ at AFATDS requires matching data rate on radio; frequency hop mode and encryption must match AFATDS settings.
	SPTCIM: NRZ net may be assigned to any channel; FSK nets may be assigned to the first channel on the SPTCIM only.

TCIM:  FSK net may be assigned to either channel; NRZ net may be assigned to the first channel the TCIM, only.
	None.
	Net access delay values for high priority messages and low priority messages
	DCT, AN/TPQ-37 radar, US Army ATHS, AFATDS

	2 WIRE
	Letters A-Z and numbers 0-94
	Data rate,

Data Encoding, encryption
	
	SPTCIM: The net may be assigned to the first channel on the SPTCIM only.

TCIM: The net may be assigned either channel on the TCIM.
	None
	Net access delay values for high priority messages and low priority messages.
	DCT, AN/TPQ-37 radar, AFATDS

	4 WIRE
	Letters A-Z and numbers 0-94
	Data rate,

Data Encoding, encryption
	Wire Line Adaptor: Transmit wire pair must connect to receive wire pair at destination system.
	SPTCIM: The net may be assigned to the first channel on the SPTCIM only.

TCIM: The net may be assigned to the first channel of the TCIM, only.
	None
	Net access delay values for high priority messages and low priority messages.
	AFATDS, DCT


c. INTERFACE SETUP STEPS.

	AFATDS to NATO Setup.

	STEP
	ACTION
	RESULT/EXPLANATION

	Note:  AFATDS security classification level must be set to SECRET in order to communicate with NATO systems.

	1.
	On the AFATDS network window, select Network, New
	

	  a.
	Select Protocol:TACFIRE
	

	  b.
	Enter network data.
	Type network name and select Media of SINCGARS, Local Radio, 2-wire or 4-wire, Data Encoding, Data rate and Block Mode.

	2.
	Assign the network to an SPTCIM channel.
	The network must be assigned on the:

SPTCIM:  first channel only.

TCIM:  either channel.

	3.
	Add DCT destination unit.
	

	 a.
	Display the Communications Configuration window.
	

	 b.
	Add the DCT destination unit to the comm. configuration.
	

	 c.
	Assign the DCT to the network and assign a unique two-character address.
	Address range is 0 to 9 and A to Z.

	4.
	Turn on communications.
	


d. TROUBLESHOOTING.

	Troubleshooting AFATDS-to DCT Communications

	General Troubleshooting

	1.  Is the network turned on at the AFATDS?
	If YES, go to step 2,

If No, turn on net and try communications again.

	2.  Is the DCT comm initialized and DCT connected to media?
	If YES, go to step 3.

If NO, initialize and retry.

	3.  Is the SPTCIM cable connected to the correct AFATDS SPTCIM?
	If YES, go to step 4.

If NO, connect and retry communications.

	4.  Does the DCT Init setup specify FIST:NO?
	If YES, go to step 5.

If NO, reset and try communications again.

	5.  Is the correct media select in the network setup at AFATDS?
	If YES, go to step 6.

If NO, correct and retry communications.

	6.  Is the correct data rate set at the DCT and AFATDS?
	If YES, go to step 7.

If NO, correct and retry.

	7.  Is the correct method of data encoding set at the DCT and AFATDS?
	If YES, go to step 8.

If NO, correct and retry.

	8.  If using radio, verify radio settings.
	If radio settings are correct, go to step 9.

If radio settings are incorrect, reset and retry communications.

	9.  Swap out SPTCIM cable and retry communications.
	If successful, mark cable as bad and replace.

If unsuccessful, go to step 10.

	10.  Swap out radio and retry communications.
	If successful, evacuate radio.

If unsuccessful, go to step 11.

	11. If unsuccessful, troubleshoot comm. equipment.
	Possible problems are:

Poor connection of wire spider at junction.

Radio antennae or antennae cable

Lack of line of sight due to masking terrain

Insufficient radio range.


	Specific Troubleshooting Procedures

	Problem
	Possible Cause/Solution

	Free-text messages received but fire mission messages fail.
	· On DCT, change Init screen FIST entry to NO.

	Comm is intermittent or one-way.
	· Add communications selector device between DCT and comm. cable.

· Or, connect DCT to SINCGARS radio mount adaptor and cable adaptor to the radio.


CHAPTER 3

GLOBAL COMMAND AND CONTROL SYSTEM FAMILY

(GCCS)

2015. SOFTWARE

a. VERSION
1) The interface and setup procedures described in this chapter were tested and verified on GCCS family software version X.X.X.
2016. INTERFACING GCCS FAMILY SYSTEM TO A GCCS FAMILY SYSTEM

a. REQUIRED INFORMATION TO ESTABLISH THE INTERFACE.
1) Media.

2) Addressing.

3) Settings.

b. PHYSICAL INTERFACE.

c. INTERFACE SETUP STEPS.

d. TROUBLESHOOTING.

2017. INTERFACING GCCS FAMILY SYSTEM TO C2PC

a. REQUIRED INFORMATION TO ESTABLISH THE INTERFACE.

1) Media.

2) Addressing.

3) Settings.

b. PHYSICAL INTERFACE.

c. INTERFACE SETUP STEPS.

d. TROUBLESHOOTING.

2018. INTERFACING GCCS FAMILY SYSTEM TO DACT
a. REQUIRED INFORMATION TO ESTABLISH THE INTERFACE.

1) Media.  The interface to establish connectivity can be LAN\WAN or EPLRS.

2) Addressing.  Addressing on the LAN\WAN and the EPLRS network follow the standard networking rules of the Internet Protocol.

3) Settings.  

a) Hostname

b) IP Address

c) Subnet Mask

d) Default Gateway (Router Address)

b. PHYSICAL INTERFACE.  The interface between the M-DACT and the GCCS family system is via Category 5 Ethernet cable.  A straight-through cable is required for connectivity to a hub\switch, router, or EPLRS radio. A cross-connect cable is required if the M-DACT will connect directly to the GCCS family system.

c. INTERFACE SETUP STEPS.

	Setup Steps M-DACT to IOW Communications

	Step
	Description
	Result/Explanation

	1
	Login to the root account
	

	2
	Double click the Configuration Utility icon on the desktop.
	Configuration Utility window will open. 

	3
	Click the C2PC tab on the left side of the window.  Enter the TDBM host IP address.  Then enter the IP address and Subnet Mask for the Primary C2PC gateway.
	

	4
	Next select the Network tab.  In the Domain field enter the Domain name.  Then type the Host name of the system in “Host” field.  Next enter the IP address, Subnet Mask, and Default Gateway addresses in the appropriate fields.
	

	6
	Click the Save button at the bottom of the Configuration Utility window.
	This will save your configuration settings.

	7
	Reboot the system and log in as the appropriate user.
	The system is now Configured.


d. TROUBLESHOOTING.

	Troubleshooting M-DACT to IOW Communications

	General Troubleshooting

	1.  Does the M-DACT have the correct IP address entered?
	If YES, go to step 2,

If No, enter the correct IP address and retry communications.

	2.  Does the M-DACT have the correct subnet mask entered?
	If YES, go to step 3.

If NO, enter correct subnet mask and retry.

	3.  Is the correct C2PC gateway IP address entered in the M-DACT Configuration Utility?
	If YES, go to step 4.

If NO, enter the correct IP address and retry.

	4.  Is the correct TDBM IP address entered in the M-DACT Configuration Utility?
	If YES, go to step 5.

If NO, enter the correct TDBM IP address and retry.

	5.  Is the Ethernet adapter securely connected to the M-DACT?
	If YES, go to step 6.

If NO, correct and retry communications.

	6.  Is the Ethernet cable securely attached to the M-DACT?
	If YES, go to step 7.

If NO, correct and retry.

	7.  Is the Ethernet cable securely attached to the hub, switch, EPLRS, or IOW?
	If YES, go to step 8.

If NO, correct and retry.

	8.  If using EPLRS, verify radio settings.
	If radio settings are correct, go to step 9.

If radio settings are incorrect, reset and retry communications.

	9. If unsuccessful, troubleshoot communications or network equipment.
	Possible problems are:

Insufficient radio range.

Lack of line of sight due to masking terrain.

Bad Ethernet cable or improperly labeled cable (i.e., straight-through vs. cross-connect)


2019. INTERFACING GCCS FAMILY SYSTEM TO BLUE FORCE TRACKER
a. REQUIRED INFORMATION TO ESTABLISH THE INTERFACE.

1) Media.

2) Addressing.

3) Settings.

b. PHYSICAL INTERFACE.

c. INTERFACE SETUP STEPS.

d. TROUBLESHOOTING.

2020. INTERFACING GCCS FAMILY SYSTEM TO AFATDS
a. REQUIRED INFORMATION TO ESTABLISH THE INTERFACE.

1) Media.  The only media over which to establish the interface is a LAN/WAN network.  

2) Addressing.  When establishing an interface between a GCCS family system and AFATDS a standard IP networking scheme is utilized.  Each workstation must be assigned a unique Hostname and IP Address on the network.  If routers are used on the network, router Hostnames and IP Addresses that each station will utilize must be known.  If the Subnet Mask is anything other than the default for the network, the Default Subnet Mask must be replaced with the assigned Subnet Mask.

3) Settings.  

b. PHYSICAL INTERFACE.  The physical interface between a GCCS Family workstation and AFATDS is via a Cat V cable.  If the interface utilizes a router/switch/hub, a Normal (Straight) cable is used.  If the interface is directly from workstation to workstation, with no router/switch/hub between the systems, then a Crossover (Host-to-Host) cable is used.

c. INTERFACE SETUP STEPS.

	
	Interface steps for IOSv1 to AFATDS
	

	STEP
	DESCRIPTION
	RESULTS/EXPLANATION

	1
	Login to the Sysadmin account
	

	2
	Enter the IOSv1 network information for the LAN/WAN using the CONFIGURATION WIZARD.
	

	3
	Enable the COP Proxy Server
	On the Main Menu Bar, select COP PS.  Select START AND ENABLE ON BOOT, this starts the proxy server and will enable the proxy sever every time IOSv1 boots.

	4
	Set the system time to the current operation/exercise time.
	

	5
	Clean the track database if necessary.
	Cleaning the track database is only necessary if there is old track data stored in the IOSv1 track database. From the Main Menu Bar, select TMS/UCP, DATABASE, CLEAN DATAFILES.  A warning is displayed; select OK to delete all track data from the track database. 

	6
	Modify the capacity of the Track database if necessary.
	Select TMS/UCP, DATABASE, TRACK DATABASE, RECONFIGRE.  Modifying the Track Database allows the IOSv1 to store more track data.

	7
	Reboot the IOSv1 if any of the network information is changed using the CONFIGURATION WIZARD
	On the Main Menu Bar select HARDWARE, REBOOT SYSTEM

	8
	Login to the operator account
	User Name: marine

Password:  marine

	9
	Turn on communications
	On the Main Menu Bar select, COMM, COMMUNICATIONS.  Highlight the WAN, press the right trackball button and select START.  Select EXIT to close the window.


d. TROUBLESHOOTING.

2021. INTERFACING GCCS FAMILY SYSTEM TO TBMCS
a. REQUIRED INFORMATION TO ESTABLISH THE INTERFACE.

1) Media.

2) Addressing.

3) Settings.

b. PHYSICAL INTERFACE.

c. INTERFACE SETUP STEPS.

d. TROUBLESHOOTING.

CHAPTER 4

COMMAND AND CONTROL PERSONAL COMPUTER

(C2PC)

2022. SOFTWARE

a. VERSION
1) The interface and setup procedures described in this chapter were tested and verified on C2PC software version 5.9.2.
2023. INTERFACING C2PC TO C2PC

a. REQUIRED INFORMATION TO ESTABLISH THE INTERFACE.
1) Media.  The interface between C2PCs is conducted over a LAN/WAN network or an EPLRS network.  

2) Addressing.  Addressing on the LAN/WAN and the EPLRS network follow the standard networking rules of the Internet Protocol.

3) Settings.  

a) Hostname

b) IP Address

c) Subnet Mask

d) Default Gateway (Router Address)

b. PHYSICAL INTERFACE.  The physical interface between C2PC workstations is established using a Cat V cable.  If a router/switch/hub is used between workstations, then a Normal (Straight) Cat V cable is used.  If the connection is directly from workstation to workstation, then a Crossover (Host-to-Host) cable is used.

c. INTERFACE SETUP STEPS.

d. TROUBLESHOOTING.

2024. INTERFACING C2PC TO IOSv1

a. REQUIRED INFORMATION TO ESTABLISH THE INTERFACE.
1) Media.  The interface between C2PC and IOSv1 is normally conducted over a LAN/WAN network.  At the lower echelons the interface is established using EPLRS. 

2) Addressing.  The LAN/WAN and EPLRS networks use the standard networking rules of an Internet Protocol (IP) network. 

3) Settings.

a) Unique Hostname

b) Unique IP Address

c) Subnet Mask

d) Router Hostname

e) Router IP Address

b. PHYSICAL INTERFACE.  The physical interface between C2PC workstations and IOSv1 workstations utilizes Cat V a Cat V cable.  If the interface between the C2PC workstation and the IOSv1 utilizes a router/switch/hub, then a Normal (Straight) cable is used.  If the connection between the C2PC and the IOSv1 is directly from workstation to workstation, then a Crossover (Host-to-Host) cable is used.

c. INTERFACE SETUP STEPS.

d. TROUBLESHOOTING.

2025. INTERFACING C2PC TO DACT

a. REQUIRED INFORMATION TO ESTABLISH THE INTERFACE.

1) Media.

2) Addressing.

3) Settings.

b. PHYSICAL INTERFACE.

c. INTERFACE SETUP STEPS.

d. TROUBLESHOOTING.

CHAPTER 5

EFFECTS MANAGEMENT TOOL

(EMT)

2026. SOFTWARE

a. VERSION
1) The interface and setup procedures described in this chapter were tested and verified on Effects Management Tool software version 6.3.1.
2027. INTERFACING EMT TO AFATDS

a. REQUIRED INFORMATION TO ESTABLISH THE INTERFACE.

1) Media.  The media used to interface EMT with AFATDS is a LAN/WAN connection.  

2) Addressing.  When interfacing EMT with AFATDS the standard IP addressing rules.  There are two methods for interfacing EMT with AFATDS, the first is over the Permanent LAN and the second is over the Primary LAN.  If the second method is used, an extra IP Address for the AFATDS workstation must be planned for and provided by the G-6/S-6.

3) Settings.

b. PHYSICAL INTERFACE.

1) If the interface is made over the Permanent or Primary LAN and a router/switch/hub is used, a Normal (Straight) Cat V cable is used.

2) If the interface is established over the Permanent or the Primary LAN without a router/switch/hub between the workstations (computer to computer) then the Crossover (Host-to-Host) cable is used.

c. INTERFACE SETUP STEPS.

	Setup procedures EMT to C2PC

	Step
	Description
	Remarks/Explanation

	1.
	Click the <Start> menu, and from the drop down menus, click <Programs>, click <EMT>, click <Utilities>, and click <Set AFATDS Info>.  
	The Host Editor window opens prompting the server information.  

	  A.
	In the Host Editor window, under the AAS Host Name field, <double click> highlighting the old name; click and type: “afatds01”.
	The AFATDS internal hostname is entered into the AAS Host Name field.

	  B.
	Under the AAS IP field, <double click> highlighting the old IP; click and type the IP Address of the AFATDS workstation. 
	The AFATDS internal IP address is entered into the AAS IP field.

	  C.
	Leave the AAS Port set to default.
	The AAS Post will remain as default: “5233”.  

	  D.
	Under the Host Editor window, click <OK>, and click <Yes> in the confirmation window.  
	The changes are saved, and the confirmation window closes.  

	  E.
	Click the <Start> menu, and from the drop down menus, click <Programs>, click <C2PC>, and click <C2PC Client>.  
	C2PC Client opens. 

	  F.
	In C2PC, click the <Tools> drop down menu, and click <Injector Manager>; click and toggle <EMT>, and click <OK>; click the <Tools> drop down menu, and click <EMT>.  
	The EMT Injector opens and attempts to connect to the AFATDS.  At the bottom of the file structure windowpane, an NOT CONNECTED banner should appear.  Once the banner appears, a logon screen is displayed. 

	  G.
	In the AFATDS Login Screen, under the User’s Name field, click and type the CLIENT/USER Name established as a valid account at the AFATDS workstation; in the Password field, click and type the password associated with the CLIEN/USER account; in the Host field, click and type: the AFATDS workstations HOSTNAME on the network; leave the User’s Role to default; click the User’s Classification drop down menu, and the classification that matched the classification of the AFATDS workstation; leave the Offline Mode un-toggled, and click <OK>.  
	The banner, in the file structure windowpane, should change to Secret upon successful login.

Note:  It takes approximately 2 minutes to establish the initial connection to AFATDS.  

	  H.
	Verify that the operator can view AFATDS Unit, Geometry, and Target information.  
	All AFATDS unit, geometry, and target data will be passed to the EMT client upon establishing the initial connection.  


d. TROUBLESHOOTING.

	Troubleshooting the connection between EMT and AFATDS

	1.  Is the Cat V network cable connected?
	If not, connect the Cat V cable and login.

If yes, go to step 2.

	2.  Was the correct client/user name entered on login?
	If not, re-enter the client/user name and login.

If Yes, go to step 3.

	3.  Was the correct client/user password entered on login?
	If not, re-enter the client/user password and login.

If yes, go to step 4.

	4.  Was the correct host entered on login?
	If not, re-enter the host name and login.

If yes, go to step 5.

	5.  Was the correct security classification selected on login?
	If not, select the correct security classification and login.

If yes, go to step 6.

	6.  Is the network enabled at the AFATDS workstation?
	If not, enable the network at the AFATDS workstation and login.

If yes, troubleshoot the network and Cat V cables.


2028. INTERFACING EMT TO C2PC

a. REQUIRED INFORMATION TO ESTABLISH THE INTERFACE.

1) Media.  The EMT is a software application that is loaded onto the computer running the C2PC software.  EMT comes as a single CD load with the currently fielded version of AFATDS software.

2) Addressing.  N/A

3) Settings.  N/A

b. PHYSICAL INTERFACE.  There is no actual interface between EMT and C2PC.  Although both software applications run on the same computer, the applications do not share data.  The EMT software is an injector to the C2PC software.  If data is received by EMT, it does not automatically parse/transfer into the appropriate C2PC injector.     

c. INTERFACE SETUP STEPS.

	Setup procedures EMT to C2PC

	Step
	Description
	Remarks/Explanation

	1.
	With the C2PC software already loaded on the computer, load the EMT software application.
	

	  A.
	Check the C: drive of the computer to ensure there is a TEMP folder created prior to installing the EMT software
	EMT requires a TEMP folder on the C: drive for storing MAP injectors, if the TEMP folder is not present when EMT is installed, the Installation Wizard does not automatically create the TEMP folder and the installation will fail.

	2.
	Insert the EMT software CD into the CD-ROM drive
	

	  A. 
	Follow the on screen instructions of the Installation Wizard
	

	3.
	After installation is complete.

Click the <Start> menu, and from the drop down menus, click <Programs>, click <EMT>, click <Utilities>, and click <Set AFATDS Info>.  
	The Host Editor window opens prompting the server information.  

	  A.
	In the Host Editor window, under the AAS Host Name field, <double click> highlighting the old name; click and type: “afatds01”.
	The AFATDS internal hostname is entered into the AAS Host Name field.

	  B.
	Under the AAS IP field, <double click> highlighting the old IP; click and type the IP Address of the AFATDS workstation. 
	The AFATDS internal IP address is entered into the AAS IP field.

	  C.
	Leave the AAS Port set to default.
	The AAS Post will remain as default: “5233”.  

	  D.
	Under the Host Editor window, click <OK>, and click <Yes> in the confirmation window.  
	The changes are saved, and the confirmation window closes.  

	  E.
	Click the <Start> menu, and from the drop down menus, click <Programs>, click <C2PC>, and click <C2PC Client>.  
	C2PC Client opens. 

	  F.
	In C2PC, click the <Tools> drop down menu, and click <Injector Manager>; click and toggle <EMT>, and click <OK>; click the <Tools> drop down menu, and click <EMT>.  
	The EMT Injector opens and attempts to connect to the AFATDS.  At the bottom of the file structure windowpane, an NOT CONNECTED banner should appear.  Once the banner appears, a logon screen is displayed. 

	  G.
	In the AFATDS Login Screen, under the User’s Name field, click and type the CLIENT/USER Name established as a valid account at the AFATDS workstation; in the Password field, click and type the password associated with the CLIEN/USER account; in the Host field, click and type: the AFATDS workstations HOSTNAME on the network; leave the User’s Role to default; click the User’s Classification drop down menu, and the classification that matched the classification of the AFATDS workstation; leave the Offline Mode un-toggled, and click <OK>.  
	The banner, in the file structure windowpane, should change to Secret upon successful login.

Note:  It takes approximately 2 minutes to establish the initial connection to AFATDS.  

	  H.
	Verify that the operator can view AFATDS Unit, Geometry, and Target information.  
	All AFATDS unit, geometry, and target data will be passed to the EMT client upon establishing the initial connection.  


d. TROUBLESHOOTING.

CHAPTER 6

THEATER BATTLE MANAGEMENT CORE SYSTEM

(TBMCS)

2029. SOFTWARE

a. VERSION
1) The interface and setup procedures described in this chapter were tested and verified on TBMCS software version 1.1 with AIRSUPREQ patch (SPR ST0222401) installed.
2030. INTERFACING TBMCS TO TBMCS CLIENTS

a. REQUIRED INFORMATION TO ESTABLISH THE INTERFACE.

1) Media.

2) Addressing.

3) Settings.

b. PHYSICAL INTERFACE.

c. INTERFACE SETUP STEPS.

d. TROUBLESHOOTING.

2031. INTERFACING TBMCS TO GCCS FAMILY SYSTEM

a. REQUIRED INFORMATION TO ESTABLISH THE INTERFACE.

1) Media.

2) Addressing.

3) Settings.

b. PHYSICAL INTERFACE.

c. INTERFACE SETUP STEPS.

d. TROUBLESHOOTING.

2032. INTERFACING TBMCS VIA WEB BROWSER

a. REQUIRED INFORMATION TO ESTABLISH THE INTERFACE.

1) Media.

2) Addressing.

3) Settings.

b. PHYSICAL INTERFACE.

c. INTERFACE SETUP STEPS.

d. TROUBLESHOOTING.

2033. INTERFACING TBMCS TO AFATDS
a. REQUIRED INFORMATION TO ESTABLISH THE INTERFACE.

1) Media.  When establishing the interface between TBMCS/IRIS and AFATDS, the only media able to be utilized is a Local Area Network (LAN) or Wide Area Network (WAN).  TBMCS/IRIS is not capable of communication on any other type of media other than a LAN/WAN network.

2) Addressing.  When establishing an interface between TBMCS/IRIS and AFATDS on a LAN/WAN network, each workstation must be assigned a Hostname and IP Address.  Addition information that will be needed, is the router Hostname and IP Address if a router is being utilized on the network.  Another piece of addressing unique to the TBMCS/IRIS to AFATDS interface is the entry of a “fully qualified domain name” for both the TBMCS/IRIS workstation and the AFATDS workstation.  The fully qualified domain name should be published in the Tab G of the Operations Order for the TBMCS/IRIS workstation and the AFATDS workstation that will be interfacing by either LAN or WAN.

3) Settings.  

b. PHYSICAL INTERFACE.  The physical interface between TBMCS/IRIS and AFATDS utilizes a Cat V cable.  If the network (WAN) is using a router, then a Normal (Straight) cable is used.  If the network is not using a router/switch/hub, and the two workstations are networked directly together, then a Crossover (Host-to-Host) cable is used.

c. INTERFACE SETUP STEPS.

	Interfacing TBMCS with AFATDS

	STEP
	DESCRIPTION
	REMARK/EXPLANATION

	1.
	Add AFATDS into TUC 
	

	  A.
	ON a TBMCS Server (recommend use of TAP) Login as: sysadmin
	

	  B.
	Click on Application Manager (Looks like a filing cabinet)
	

	  C.
	Double-click on the DII_APPS folder
	

	  D.
	Double-click on the SA_Default folder
	

	  E.
	Double-click on the T U C icon
	

	  F.
	From the TBMCS Utility for Configuration (TUC): Main Options window, select:

File ( Open ( Current Layout ( Open for Edit/Apply
	

	  G.
	Create Nodes, AFATDS machine (s) in TUC: Click the <Nodes> tab and filling in the following fields:

Node (Host) Name (R): <name> Node Description: AFATDS

Alias: loghost (local)

Node Function (RR): Generic Host

Site Name: <local TBMCS net> 

Trusted: <checked>

Network Name: <name of local TBMCS net> (remote250c_net)
IP Address: <IP> (xxx.199.150.60) 

Host Number: <#> (just click in this field for it to auto-generate)
Click the <Add> button
	

	  H.
	Validate and Apply the new TUC Template to the TBMCS suite…

Click: Apply ( Validate Template
Then: Apply ( Apply Template Locally.  Click <OK>
Highlight the network to distribute to: <name of net> Click: Apply ( Validate Template
Then: Apply ( Apply Template Locally.  Click <OK>
Highlight the network to distribute to: <name of net>
	Note: Once all TBMCS machines show up in the “Layout Applied” column, the process is considered finished.  The GCCS-M (jots) machines will remain in the “Alive Nodes” column.

	2.
	Add BROKER to /etc/mail/aliases on TBMCS mailhost and Reinitialize
	

	  A.
	On the TBMCS TAP server vi the /etc/mail/aliases file:

    vi /etc/mail/aliases
	

	  B.
	Add a “BROKER” entry to the end of the file, then run the “newaliases” command:

i  (for insert in vi)

BROKER: Msg_Handler<esc>

wq! <enter>

#newaliases <enter> (runs the newalias command to recognize the BROKER
	

	3.
	Add the Envelope entry in IRIS Admin for AFATDS
	

	  A.
	On the TBMCS TAP server, login as: suprsys1
	

	  B.
	Click on Application Manager 
	(Looks like a filing cabinet)

	  C.
	Double-click on the DII_APPS folder
	

	  D.
	Double-click on the j_sysmgmt folder
	

	  E.
	Double-click on the IRIS Admin icon
	

	  F.
	Click the <Envelope> icon in the “IRIS/MFS Administration Tool” window
	

	  G.
	Click the <New Address> button in the “Envelope Setup” window
	

	  H.
	Type AFATDS in the “Alias: “ field.  <OK>. Click on the “E-Mail” tab
	

	  I.
	Type AFATDS in the “E-Mail Address:” field. <OK>.
	

	4.
	Make the Destination Unit (Broker @ TAPsvr)
	

	  A.
	Highlight re-configured <LAN Name> (LANSPAWAR) then select:  Options ( Destination Units
	

	  B.
	You’ll see Communication Unit Configuration Window: Highlight <TBMCS unit> (TBMCS TACC 3MAW) then choose:  Options ( Edit Routes
	

	  C.
	In the Edit Routes Window: Click following radio buttons: <Primary> and <Direct>.  Select Via: <LAN Name> (LANSPAWAR)
	

	  D.
	Fill in the necessary information:

Internet Address: <IP> (xxx.199.150.55)

Hostname <FQDN> (santap.jfacc.lab250cl.navy.smil.mil)

CTAPS User ID: <name> (BROKER)
	


d. TROUBLESHOOTING.

CHAPTER 7

AN/TPQ-46 AND AN/TPQ-37 RADAR

(Q-46/Q-37 FIREFINDER RADAR)

2034. SOFTWARE

a. VERSION
1) The interface and setup procedures described in this chapter were tested and verified on AN/TPQ-46 software version 11 installed.
2035. INTERFACING Q-46 FIREFINDER RADAR TO AFATDS

a. REQUIRED INFORMATION TO ESTABLISH THE INTERFACE.

1) Media.

2) Addressing.

3) Settings.

b. PHYSICAL INTERFACE.

c. INTERFACE SETUP STEPS.

d. TROUBLESHOOTING.

2036. INTERFACING Q-37 FIREFINDER RADAR TO AFATDS
a. REQUIRED INFORMATION TO ESTABLISH THE INTERFACE.

1) Media.

2) Addressing.

3) Settings.

b. PHYSICAL INTERFACE.

c. INTERFACE SETUP STEPS.

d. TROUBLESHOOTING.

CHAPTER 8

METEOROLOGICAL MEASURING SYSTEM

(MMS)

8001. SOFTARE
a. VERSION
1) The interface and setup procedures described in this chapter were tested and verified on MMS software version 11.

8002. INTERFACING MMS TO AFATDS
a. REQUIRED INFORMATION TO ESTABLISH THE INTERFACE.

1) Media.

2) Addressing.

3) Settings.

b. PHYSICAL INTERFACE.

c. INTERFACE SETUP STEPS.

d. TROUBLESHOOTING.

CHAPTER 9

TARGET LOCATION DESIGNATION HANDOFF SYSTEM

(TLDHS)

2037. SOFTWARE

a. VERSION
1) The interface and setup procedures described in this chapter were tested and verified on TLDHS software version X.X installed.
2038. INTERFACING TLDHS TO TLDHS

a. REQUIRED INFORMATION TO ESTABLISH THE INTERFACE.

1) Media.

2) Addressing.

3) Settings.

b. PHYSICAL INTERFACE.

c. INTERFACE SETUP STEPS.

d. TROUBLESHOOTING.

2039. INTERFACING TLDHA TO AFATDS
a. REQUIRED INFORMATION TO ESTABLISH THE INTERFACE.

1) Media.

2) Addressing.

3) Settings.

b. PHYSICAL INTERFACE.

c. INTERFACE SETUP STEPS.

d. TROUBLESHOOTING.

2040. INTERFACING TLDHS TO DCS2000
a. REQUIRED INFORMATION TO ESTABLISH THE INTERFACE.

1) Media.

2) Addressing.

3) Settings.

b. PHYSICAL INTERFACE.

c. INTERFACE SETUP STEPS.

d. TROUBLESHOOTING.

2041. INTERFACING TLDHS TO NFCS
a. REQUIRED INFORMATION TO ESTABLISH THE INTERFACE.

1) Media.

2) Addressing.

3) Settings.

b. PHYSICAL INTERFACE.

c. INTERFACE SETUP STEPS.

d. TROUBLESHOOTING.

CHAPTER 10

NATO SYSTEMS

2042. SOFTWARE
a. VERSION
1) The interface and setup procedures described in this chapter were tested and verified on ADLER software version X.X installed. BATES software version X.X installed, and ATLAS software version X.X installed.

2043. INTERFACING ADLER TO AFATDS
a. REQUIRED INFORMATION TO ESTABLISH THE INTERFACE.

1) Media.

2) Addressing.

3) Settings.

b. PHYSICAL INTERFACE.

c. INTERFACE SETUP STEPS.

d. TROUBLESHOOTING.

2044. INTERFACING BATES TO AFATDS
a. REQUIRED INFORMATION TO ESTABLISH THE INTERFACE.

1) Media.

2) Addressing.

3) Settings.

b. PHYSICAL INTERFACE.

c. INTERFACE SETUP STEPS.

d. TROUBLESHOOTING.

2045. INTERFACING ATLAS TO AFATDS
a. REQUIRED INFORMATION TO ESTABLISH THE INTERFACE.

1) Media.

2) Addressing.

3) Settings.

b. PHYSICAL INTERFACE.

c. INTERFACE SETUP STEPS.

d. TROUBLESHOOTING.

CHAPTER 11

WEAPONS CONTROL SYSTEMS

2046. SOFTWARE
a. VERSION
1) The interface and setup procedures described in this chapter were tested and verified on NFCS software version X.X installed, GDU software version X.X installed, and FSC software version X.X installed.

2047. INTERFACING NFCS TO AFATDS
a. REQUIRED INFORMATION TO ESTABLISH THE INTERFACE.

1) Media.

2) Addressing.

3) Settings.

b. PHYSICAL INTERFACE.

c. INTERFACE SETUP STEPS.

d. TROUBLESHOOTING.

2048. INTERFACING NCFS TO TLDHS
a. REQUIRED INFORMATION TO ESTABLISH THE INTERFACE.

1) Media.

2) Addressing.

3) Settings.

b. PHYSICAL INTERFACE.

c. INTERFACE SETUP STEPS.

d. TROUBLESHOOTING.

2049. INTERFACING GUN DISPLAY UNIT (GDU) TO AFATDS
a. REQUIRED INFORMATION TO ESTABLISH THE INTERFACE.

1) Media.  The Gun Display Unit (GDU) communicates with AFATDS at the Battery FDC via either wire or radio.  

2) Addressing.  The individual gun (Section Chief) identifies the gun number when the GDU is initialized in the battery position.  Each weapon is identified a guns 1 thru 6, with the AFATDS being capable of assigning missions to guns 1 thru 12.

3) Settings.  

b. PHYSICAL INTERFACE.  The physical interface between the GDUs and AFATDS is normally established over the two-wire gun loop.  However, the interface can be established over Combat Net Radio (CNR).  

c. INTERFACE SETUP STEPS.

d. TROUBLESHOOTING.

2050. INTERFACING FCS TO AFATDS
a. REQUIRED INFORMATION TO ESTABLISH THE INTERFACE.

1) Media.

2) Addressing.

3) Settings.

b. PHYSICAL INTERFACE.

c. INTERFACE SETUP STEPS.

d. TROUBLESHOOTING.

APPENDICES

A-1. ADOCS 

A-2. SISTIM

A-3. JTLS/RTM

ADOCS-AFATDS Communications setup.

Establish Communications between ADOCS and AFATDS.

General.  Because AFATDS and ADOCS do not have a defined interface, these systems communicate by “disguising” the ADOCS as another system.  ADOCS can receive a subset of messages in USMTF via SMTP, ATCCS via SMTP, TACFIRE via TACFIRE Protocol over 2-wire connection and Package 11 messages via UDP LAN protocol.  This document describes the detailed setup procedures.

Software versions.

The procedures described herein were determined using AFATDS version 6.3.1.0 with Service Pack 2 and ADOCS ASRV version 8.6.0.0

a.  Establish Communications with ADOCS as an ASAS

Objective:  Setup AFATDS and ADOCS to allow communications with ADOCS as an ASAS.

Description: 

	Data Required to Establish this Interface

	AFATDS Master Unit List:
	

	Local AFATDS entry in the MUL requires:
	· An ACCS alias that matches that specified as the AFATDS ATTCS ALIAS in the ADOCS ASRV’S ADDRESS TABLE.

· A UIC number that matches that in the ADOCS UIC table.

	The ADOCS entry in the MUL requires:
	· Device type of ASAS.

· An ACCS alias that matches that expected by ADOCS

	ADOCS ASRV Configuration
	

	Local ADOCS entry in the ASRV’S ADDRESS TABLE
	An ATTCS alias that matches the ACCS alias in the AFATDS MUL

	AFATDS entry in the ASRV’S ADDRESS TABLE
	An ATTCS alias for the destination AFATDS that matches the corresponding entry in the AFATDS MUL.

	AFATDS Comm Configuration:
	

	Network
	An external LAN network using the IP address and hostname entered for the AFATDS.  The IP address must be accessible to the ADOCS server and the hostname must match that in the ADOCS ASRV’S ADDRESS TABLE.

	Communications route for ADOCS:
	A primary/direct communications route using the ADOCS IP address and hostname as defined in the ADOCS computer’s TCP/IP setup.

	AFATDS Unit data:
	

	ADOCS unit
	The ADOCS unit must be built in the current situation at the AFATDS.


	Procedure

	Step
	Action
	Result/Explanation

	AFATDS Setup:

	1
	Ensure the ADOCS server is stored as a master unit list device:

	  a.
	Click Situation, Administration, Master Unit List.
	The Master Unit List window displays.

	  b.
	Click New.
	The Edit Unit window displays.

	  c.
	Enter the following data:

	    i.
	Unit Id
	Type the name of the ADOCS.  This name is used for display only – it is never sent to ADOCS and does not have to match any data entry in ADOCS.

	    ii.
	Unit Number
	Type a unit number that is not in use.

	    iii.
	System Type
	Click the field and select ADOCS.

	    iv.
	ACCS Alias
	Enter the ACCS alias for the ADOCS server exactly as it is specified in the ADOCS address table of the ASRV Configuration window’s SMTP tab address table.

	     v.
	Click OK to close the Edit Unit window.
	The window closes and the Master Unit List window displays.

	2
	Verify the AFATDS ACCS alias.

	  a.
	Locate the AFATDS in the master unit list.  Click the name.
	The name highlights.

	  b.
	Click Edit
	The Edit Unit window opens.

	  c.
	Examine the ACCS Alias fields.
	These must match the entry at the ADOCS ASRV program character for character and space for space.  On the ASRV menu bar, select Edit, Configuration and click on the SMTP tab,

	  d.
	Click OK to close the Edit Unit window.
	The window closes and the Master Unit List window displays.

	  e.
	Click OK on the Master Unit List window. 
	The window closes.

	3
	Add the ADOCS to the communications configuration.  The ADOCS server is entered as a destination unit on the AFATDS external LAN network.

	  a.
	Click System, Configuration, Communications, Current
	The Current Networks window displays.

	 b.
	Click Options, Destination Units
	The Comm Configuration window displays.

	 c.
	Click Options, Add Unit
	The Select List window displays.

	 d.
	Click  Master Unit list and select OK.
	The Select Unit window displays.

	 e.
	Click the ADOCS unit on the list.
	The unit name highlights.

	 f.
	Click OK.
	The Select Unit window displays and the ADOCS unit is added to the destination units.

	 g.
	Click the ADOCS unit on the destination units list.
	A blue line surrounds the name.

	 h.
	Click Options, Edit Route.
	The Edit Routes window displays

	 i.
	Enter the following data:
	

	   i.  
	Click the Primary button.
	

	    ii.
	Click the Direct button.
	

	    iii.
	Click the Via field and select the IP network name associated with the external Lan.
	The selected network is displays in the Via field.

	    iv.
	Type the ADOCS IP address in the IP address field.
	This is the IP address at the ADOCS computer NETWORK, PROTOCOLS, TCP/IP properties window..

	 v.
	Type the ADOCS hostname in the hostname field.
	This is the host name at the ADOCS computer NETWORK, PROTOCOLS, IDENTIFICATION window.

	vi.
	Click OK on the Edit Routes window, the Comm Configuration window and the Current Networks window.
	The communications windows close.

	3.
	Build the ADOCS computer as a unit in the current situation.  Start with the Current window displayed.

	 a.
	Click Units, New
	The Select Unit window displays.

	 b.
	Click the name of the ADOCS unit.
	The name highlights.

	 c.
	Click the Type field and select Other.
	The field displays Other.

	 d.
	Click OK.
	The Basic Unit Information window displays.

	 e.
	Enter the following:
	

	 i.
	Location
	Type the grid of the GCCS-A computer.

	 ii.
	Role
	Select Unit.

	   iii.
	Echelon
	Select Section

	    iv.
	Function
	Select Unit.

	    v.
	Click the Next button.
	The General Unit Information window displays.

	  vi.
	Next Location
	Type any grid.

	   vii.
	Click the Next button
	The Detailed Unit Information window displays.

	    ix.
	Click OK.
	The Detailed Unit Information window closes and the Basic Unit Information displays.

	    x.
	Click OK.
	The Basic Unit Information window closes.

	ADOCS SETUP:

	1.
	Start the ASRV program.

	  a.
	On the Windows menu bar, click Start, Programs, ADOCS, ASRV
	The ADOCS Communications Server window displays.

	2.
	Configure the ASRV program.

	  a.
	On the ASRV Communications Server window menu bar, click Edit, Configuration…
	The Configuration window displays.

	  b.
	Click the SMTP tab.
	SMTP tab displays setup data.

	  c.
	Type the fully qualified domain name in the Domain field.
	This is the domain of the network in which the ADOCS communicates.

	  d.
	Type the email address in the Email Address field.
	This is the email address of the ADOCS computer.

	  e.
	Click the Edit Address Table button.
	The SMTP Address Table displays.

	  f.
	On the SMTP Address Table window menu, click Edit, Add…
	The Edit SMTP Table window displays.

	  g.
	In the Device field, select AFATDS.
	

	  h.
	In the Email field type FS
	All ASAS messages are sent to an alias of “FS” at AFATDS.  Any other user will cause communications to fail.

	  i.
	After the @ symbol, type the AFATDS hostname.
	This is the hostname of the AFATDS on the LAN network with which the AFATDS communicates with ADOCS.  Be aware that AFATDS may have more than one LAN network active.

	  j.
	Click the ATTCS Device checkbox.
	The ATTCS Alias entries become available.

	  k.
	Click the … button after the ADOCS field.
	The Device ADOCS Address window displays.

	  l.
	Type the ATCCS alias for the ADOCS.
	This must exactly match the ACCS Alias entry stored in the AFATDS MUL for the ADOCS unit.

	  m.
	Click the Exercise name and type the name of the operation or exercise.
	AFATDS does not check received USMTF-type messages to validate the Exercise of Operation name but an entry in this field is required to close the window.

	  n.
	Click the … button after the Device field.
	The Device ATCCS Address window displays.

	o.
	Type the ATCCS alias for the AFATDS.
	This must exactly match the ACCS Alias entry stored in the AFATDS MUL for the AFATDS unit.

	  p.
	In the Messages Available list, click the desired message and click the Add button.
	This action establishes the messages the two systems will exchange.  Only one message can be selected and repetitive application of this step is required.  At a minimum, the following should be added:

FM.CFF

ENGAGEMENT

FM.CFF-AFATDS

S201-AFATDS

TIDAT

SPRT;BGEOM

	  q.
	Click the Edit SMTP Table window closes and the data is displayed on the SMTP Address Table window.
	

	  r.
	Click File, Exit
	The SMTP Address Table window closes.

	  s.
	Click OK on the Configuration window.
	The Configuration window closes. And the Edit Configuration window displays with a warning that TCIM changes will apply when the ASRV program is re-started.

	  t.
	Click the OK button.
	

	3.
	Edit the adocs.cfg file.

	 a.
	Open Windows Explorer and browse to the C drive.
	

	 b.
	Open the C: drive and double-click the Server folder.
	

	 c.
	Double-click the adocs.cfg file and open the file using Notepad.
	This file provides ADOCS with configuration data.  

	 d.
	Ensure the following lines are present in the form shown and without the # symbol before the line.
	To communicate via SMTP the following lines must be present when the ADOCS application starts.

	 e.
	TIDAT-To-AFATDS=On
	

	 f.
	FM.CFF-To-AFATDS=On
	

	 g.
	MailboxSMTP  Z:\Server\SMTP
	This path may differ depending on server setup.

	 h.
	SMTP=On
	

	 i.
	Close and save the file.
	

	Troubleshooting this procedure at AFATDS

	Alert
	Possible Cause

	COMM ALERT:  Message received from unknown ACCS alias (Alias received) … 
	The ACCS alias in the AFATDS master unit list and that used by the ADOCS computer do not match.  Correct the AFATDS master unit list or ADOCS ASRV Configuration SMTP tab.

	Messages from ADOCS are not received.
	-  ADOCS must transmit to a user name of FS.  For example, if the AFATDS hostname is afatds21, ADOCS sends messages to FS@afatds21.


	AFATDS Supported Messages

	AFATDS transmits:
	Message sent:
	ADOCS receives:

	Geometry:  Edit the geometry, click Send…, select the ADOCS unit and click OK.
	S201
	SPRT.BGEOM message


	ADOCS Supported Messages

	ADOCS transmits:
	Message sent:
	AFATDS receives:

	Fire mission: In the Fire Mission Manager window, click Tools, Send to AFATDS 
	FM.CFF or ATI.TIDAT
	Fire mission at intervention.


b.  Establish Communications with ADOCS as an IFSAS (Package 10 Tacfire)
Objective:  Setup ADOCS and AFATDS to allow communications with ADOCS as an IFSAS

Description: ADOCS can be setup at AFATDS as an IFSAS computer.  This allows fire missions and fire orders to be transmitted and received between the two systems using variable format TACFIRE messages.  This setup requires the use of a TCIM at the ADOCS computer.

	Data Required to Establish this Interface

	AFATDS Master Unit List:
	

	Your AFATDS entry in the MUL requires:
	· A TACFIRE alias that matches the alias expected by ADOCS.

	The ADOCS entry in the MUL requires:
	· Device type of IFSAS (not PKG11 IFSAS)

· A TACFIRE alias that matches the alias expected by ADOCS

	AFATDS Comm Configuration:
	

	Network
	A TACFIRE network must be established between the AFATDS SPTCIM and ADOCS TCIM using a 2-wire connection.  AFATDS must be assigned a one letter or number address.

	Communications route for ADOCS:
	A primary/direct communications route on the TACFIRE network using the ADOCS one letters or number address.

	AFATDS Unit data:
	

	ADOCS unit
	The ADOCS unit must be built in the current situation at the AFATDS as a Command Post.


	Procedure

	 Step
	Action
	Result/Explanation

	AFATDS SETUP:

	1
	Ensure the ADOCS server is stored as a master unit list device:

	  a.
	Click Situation, Administration, Master Unit List.
	The Master Unit List window displays.

	  b.
	Click New.
	The Edit Unit window displays.

	  c.
	Enter the following data:

	    i.
	Unit Id
	Type the name of the ADOCS.  This name is used for display only – it is never sent to ADOCS and does not have to match any data entry in ADOCS.

	    ii.
	Unit Number
	Type a unit number that is not in use.

	    iii.
	System Type
	Click the field and select IFSAS (not PKG11 IFSAS).

	    iv.
	TACFIRE Alias
	Enter the TACFIRE alias for the ADOCS server exactly as it is specified in the ADOCS ??????.

	     v.
	Click OK to close the Edit Unit window.
	The window closes and the Master Unit List window displays.

	2
	Verify the AFATDS TACFIRE alias.

	  a.
	Locate the AFATDS in the master unit list.  Click the name.
	The name highlights.

	  b.
	Click Edit
	The Edit Unit window opens.

	  c.
	Examine the TACFIRE Alias fields.
	These must match the entry at the ADOCS ?????? character for character and space for space.

	  d.
	Click OK to close the Edit Unit window.
	The window closes and the Master Unit List window displays.

	  e.
	Click OK on the Master Unit List window. 
	The window closes.

	3
	Add the ADOCS to the communications configuration.  The ADOCS server is entered as a destination unit on the AFATDS external LAN network.

	  a.
	Click System, Configuration, Communications, Current
	The Current Networks window displays.

	  c.
	Click Network, New
	The Net Channel Settings window displays and defaults to TACFIRE protocol..

	  d.
	Enter the following:
	

	    i.  
	Network Name
	1 to 16 character network name with no spaces.

	    ii.
	Local Address
	Type the address of the AFATDS computer.  Letters A-Z, numbers 0-9 and “+”, “.”, ”?”, ”&”, ”-“, “*” and “#” are valid.  

	    iii.
	Data Encoding
	Allow to default to FSK 1200/2400.

	    iv.
	Security
	Allow to default to Secure.

	    v.
	Media Device
	Select 2-Wire.

	    vi.
	Data Rate
	Select 1200.

	   vii.
	Keytime
	Allow to default.

	 e.
	Click the More button.
	The Tacfire Information window displays.  Allow all entries to default.

	     i.
	Click OK.
	The Tacfire Information window closes and the Net Channel Settings window displays.

	  f.
	Click OK.
	The Net Channel Settings window closes and the Current Network window displays.

	  g.
	Click Options, Destination Units
	The Comm Configuration window displays.

	  h.
	Click Options, Add Unit
	The Select List window displays.

	  i.
	Click  Master Unit list and select OK.
	The Select Unit window displays.

	  j.
	Click the ADOCS unit on the list.
	The unit name highlights.

	  k.
	Click OK.
	The Select Unit window displays and the ADOCS unit is added to the destination units.

	  l.  
	Click the ADOCS unit on the destination units list.
	The name is surrounded by a blue line.

	  m.
	Click Options, Edit Route.
	The Edit Routes window displays

	  n.
	Enter the following data:
	

	    i.  
	Click the Primary button.
	

	    ii.
	Click the Direct button.
	

	    iii.
	Click the Via field and select the TACFIRE Network.
	The selected network is displays in the Via field.

	    iv.
	Type the ADOCS address in the address field.
	This is the address at the ADOCS computer ?????? window..

	    v.
	Click OK on the Edit Routes window, the Comm Configuration window and the Current Networks window.
	The communications windows close.

	3.
	Build the ADOCS computer as a unit in the current situation.  Start with the Current window displayed.

	  a.
	Click Units, New
	The Select Unit window displays.

	  b.
	Click the name of the ADOCS unit.
	The name highlights.

	  c.
	Click the Type field and select Other.
	The field displays Other.

	  d.
	Click OK.
	The Basic Unit Information window displays.

	  e.
	Enter the following:
	

	    i.
	Location
	Type the grid of the ADOCS server.

	    ii.
	Role
	Select Command Post.

	    iii.
	Echelon
	Select Section

	    iv.
	Function
	Select Artillery, Towed.

	    v.
	Click the Next button.
	The General Unit Information window displays.

	    vi.
	Next Location
	Type any grid.

	   vii.
	Click the Next button
	The Detailed Unit Information window displays.

	    ix.
	Click OK.
	The Detailed Unit Information window closes and the Basic Unit Information displays.

	    x.
	Click OK.
	The Basic Unit Information window closes.

	5
	Additional information.

	To receive fire missions from ADOCS:  No additional setup is required.

To send fire mission to ADOCS:  

Place the AFATDS in FS System Level Attack Analysis:  On the Current menu bar, click Mission Processing, Attack Analysis, FS System.

Enter the ADOCS in Guidance, FS Attack, System Attack Parameters as the FA Cannon and/or the Rocket/Missile Route To: unit ID.

	ADOCS Setup:

	1.
	On the ADOCS ASRV Configuration window, enter the TACFIRE alias in the Subscriber field.
	The alias must match that in the TACFIRE ALIAS in the AFATDS MUL entry 

	2.
	On the ADOCS ASRV Configuration window, select the Channels tab.
	TCIM setup data displays.

	3.
	Select the TCIM channel corresponding to that attached to the wire medium.
	TCIM channels are listed as TCIM 1, channel 1, TCIM 2, channel 2, etc.

	4.
	Select Device: 2 Wire
	

	5.
	In the Key Length field, type the value used for Keytime at AFATDS.
	Values are to the nearest 0.1 seconds.

	6.
	Click the Advanced…. button.
	The Device and Header Configuration Options window displays.

	7.
	Click the Modulation field and select the appropriate value.
	If AFATDS uses Data Encoding: FSK 1300/2100b use FSK188C 1300/2100 Tone Pairs;

If AFATDS uses Data Encoding: FSK 1200/2400 use FSK 188B.

	8.
	Click the Data Rate field and select the appropriate value.
	The value selected should be 600 or 1200 and must match the AFATDS Data Rate field for the network.

	9.
	Click the Net Access field and type the assigned net access value.
	Net access delay is enered in values of 0,1,2,…, etc. Each increase in the entry value of 1 equates to a change in net access delay of 0.5 seconds.  This should be a unique value for this station on the network.

	10.
	Click the Error Control field and select the desired value.
	This value must be the same as the method of Error Control used at AFATDS.

	11.
	Click the Block Mode field and select the desired value,
	This value must be the same as the method of Block Mode used at AFATDS.

	12.
	Click the OK button.
	The Device and Header Configuration Options window closes.

	13.
	Click the Addresses tab.
	TCIM address data displays.

	14.
	Click the Address field corresponding to the desired TCIM and channel and type the ADOCS address.
	This value may be in the range 0-9, A-Z and special characters # . ? @ $ % & *.  This value must match the destination unit’s route address in the AFATDS communications configuration.

	15.
	Click the OK button.
	The Configuration window closes.  The ASRV program must be stopped and re-started to make the configuration changes take effect.

	16.
	Edit the adocs.cfg file.
	The following entries are required:

	  a.
	MailboxTACFIRE Z:/Server/TACFIRE
	This is the default value and may require change based on the configuration of the ADOCS server.


	Troubleshooting this procedure

	Alert
	Possible Cause

	Message received from Unknown Tacfire alias _/_/_/__/___       
	The Tacfire alias in the ADOCS ASRV Configuration, General tab does not match the alias of your AFATDS stored in the MUL.


	AFATDS Supported Messages

	AFATDS transmits:
	Message sent:
	ADOCS receives:

	Fire mission from intervention
	FM;CFF:R;
	Fire Mission


	ADOCS Supported Messages

	ADOCS transmits:
	Message sent:
	AFATDS receives:

	Fire Mission
	FM.CFF
	Fire mission at intervention.


c.  Establish Communications with ADOCS as a Package 11 System
Objective:  Setup ADOCS and AFATDS to allow communications with ADOCS as a Package 11 System.

Description: ADOCS can be setup at AFATDS as a Package 11 System.  This allows fire missions and fire orders to be transmitted and received between the two systems using package 11 messages over an UDP protocol interface on the LAN.

	Data Required to Establish this Interface

	AFATDS Master Unit List:
	

	Your AFATDS entry in the MUL requires:
	A Unit Reference Number (URN) that matches the URN expected by ADOCS.

	The ADOCS entry in the MUL requires:
	Device type of Package 11 System

	AFATDS Comm Configuration:
	

	Network
	A LAN network must be established between the AFATDS and ADOCS.

	Communications route for ADOCS:
	A primary/direct communications route on the LAN network.

	AFATDS Unit data:
	

	ADOCS unit
	The ADOCS unit must be built in the current situation at the AFATDS as a Command Post.


	Procedure

	 Step
	Action
	Result/Explanation

	AFATDS SETUP:

	1
	Ensure the ADOCS server is stored as a master unit list device:

	  a.
	Click Situation, Administration, Master Unit List.
	The Master Unit List window displays.

	  b.
	Click New.
	The Edit Unit window displays.

	  c.
	Enter the following data:

	   i.
	Unit Id
	Type the name of the ADOCS.  This name is used for display only; it is never sent to ADOCS and does not have to match any data entry in ADOCS.

	  ii.
	Unit Number
	Type a unit number that is not in use.

	 iii.
	System Type
	Click the field and select PKG11 System.

	  iv.
	Unit Reference Number
	Type the assigned unit reference number for the ADOCS.  This must match the URN value entered at the ADOCS ASRV Configuraton window, General tab, URN field.

	     v.
	Click OK to close the Edit Unit window.
	The window closes and the Master Unit List window displays.

	2
	Verify the AFATDS URN.

	  a.
	Locate the AFATDS in the master unit list.  Click the name.
	The name highlights.

	  b.
	Click Edit
	The Edit Unit window opens.

	  c.
	Examine the Unit Reference Number.
	Type the assigned unit reference number for the ADOCS.  This must match the URN value entered on the ADOCS ASRV Configuraton window, Address tab, Execution window URN field.

	  d.
	Click OK to close the Edit Unit window.
	The window closes and the Master Unit List window displays.

	  e.
	Click OK on the Master Unit List window. 
	The window closes.

	3
	Add the ADOCS to the communications configuration.  The ADOCS server is entered as a destination unit on the AFATDS external LAN network.  This procedure assumes an external LAN network has been created at AFATDS.

	  a.
	Click System, Configuration, Communications, Current
	The Current Networks window displays.

	  c.
	Click Options, Destination Unit
	The Communications Configuration  window displays.

	  d.
	Click Options, Add Unit and select the ADOCS unit.
	

	  e.
	Click on the ADOCS unit.
	The unit highlights.

	  f.
	Click the Via field and select the external LAN network.
	

	  g.
	IP Address
	Type the IP address of the ADOCS.

	  h.
	Hostname
	Type the hostname of the ADOCS on this network.  Hostname cannot start with a number and cannot include a special character.

	  i.
	Click OK 
	

	3.
	Build the ADOCS computer as a unit in the current situation.  Start with the Current window displayed.

	  a.
	Click Units, New
	The Select Unit window displays.

	  b.
	Click the name of the ADOCS unit.
	The name highlights.

	  c.
	Click the Type field and select Other.
	The field displays Other.

	  d.
	Click OK.
	The Basic Unit Information window displays.

	  e.
	Enter the following:
	

	    i.
	Location
	Type the grid of the ADOCS server.

	    ii.
	Role
	Select Command Post.

	    iii.
	Echelon
	Select Section

	    iv.
	Function
	Select Artillery, Towed.

	    v.
	Click the Next button.
	The General Unit Information window displays.

	    vi.
	Next Location
	Type any grid.

	   vii.
	Click the Next button
	The Detailed Unit Information window displays.

	    ix.
	Click OK.
	The Detailed Unit Information window closes and the Basic Unit Information displays.

	    x.
	Click OK.
	The Basic Unit Information window closes.

	5
	Additional information.

	To receive fire missions from ADOCS:  No additional setup is required.

To send fire mission to ADOCS:  

Place the AFATDS in FS System Level Attack Analysis:  On the Current menu bar, click Mission Processing, Attack Analysis, FS System.

Enter the ADOCS in Guidance, FS Attack, System Attack Parameters as the FA Cannon and/or the Rocket/Missile Route To: unit ID.

	ADOCS Setup:

	1.
	Start the ASRV program.
	

	2.
	Configure the ASRV program.
	

	  a.
	Click the URN field and type the URN of the ADOCS.
	This value must match the AFATDS master unit list entry for the ADOCS.

	  b.
	Click the Addresses tab and click the UDP button.
	

	  c.
	Click the IP field and type the AFATDS IP.
	This is the IP address that appears on the AFATDS IP Network 

	  d.
	Click the URN field and type the URN of the AFATDS.
	This value must match the AFATDS master unit list entry for the AFADS.


	Troubleshooting this procedure

	Alert
	Possible Cause

	Message received from Unknown Unit       
	The URN in the ADOCS ASRV Configuration, General tab does not match the URN of the ADOCS that is stored in the MUL.


	AFATDS Supported Messages

	AFATDS transmits:
	Message sent:
	ADOCS receives:

	TBD
	
	

	ADOCS Supported Messages

	ADOCS transmits:
	Message sent:
	AFATDS receives:

	Fire Mission
	K2.04
	Fire mission at intervention.


	ADOCS Supported Messages

	ADOCS transmits:
	Message sent:
	AFATDS receives:

	Fire Mission
	K2.04
	Fire mission at intervention.
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� If NRZ data encoding is employed, data rate must be greater than 2400 bps.


� If SINCGARS ASIP Radios (RT-1523E) are employed, data rate ending in the letter “N” allows error correction at the radio. In this case AFATDS error correction should be set to “None.”


� If NRZ data encoding is employed, data rate must be less than or equal to 2400 bps.


� Special characters are allowed by Tacfire protocol in variable format messages but have not been included here since only fixed format Tacfire devices remain in the inventory.


� Data encoding NRZ cannot be used to communicate with DCT’s and AN/TPQ-37 radars.


� VMF protocol is unique to AFATDS and cannot be used to communicate with any other device.


� Net balancing allows a network to be distributed across multiple TCIMS or SPTCIMS, thus distributing heavily loaded networks over more than one radio at each station.


� LAN communications are setup in AFATDS as an IP network for LANS and WANS.  EPLRS networks are established using the “FSTI” (Fire Support on the Tactical Internet) network.


� IP addresses with first octets of 224 or greater are used for multicast communications.


� For an EPLRS network, the IP address of the EPLRS radio attached to the AFATDS is used as the router address.


� If NRZ data encoding is employed, data rate must be greater than 2400 bps.


� If SINCGARS ASIP Radios (RT-1523E) are employed, data rate ending in the letter “N” allows error correction at the radio. In this case AFATDS error correction should be set to “None.”


� Special characters are allowed by Tacfire protocol in variable format messages but have not been included here since only fixed format Tacfire devices remain in the inventory.


� Data encoding NRZ cannot be used to communicate with DCT’s and AN/TPQ-37 radars.


� If NRZ data encoding is employed, data rate must be greater than 2400 bps.


� If SINCGARS ASIP Radios (RT-1523E) are employed, data rate ending in the letter “N” allows error correction at the radio. In this case AFATDS error correction should be set to “None.”


� Special characters are allowed by Tacfire protocol in variable format messages but have not been included here since only fixed format Tacfire devices remain in the inventory.


� Data encoding NRZ cannot be used to communicate with DCT’s and AN/TPQ-37 radars.


� If NRZ data encoding is employed, data rate must be greater than 2400 bps.


� If SINCGARS ASIP Radios (RT-1523E) are employed, data rate ending in the letter “N” allows error correction at the radio. In this case AFATDS error correction should be set to “None.”


� If NRZ data encoding is employed, data rate must be greater than 2400 bps.


� If SINCGARS ASIP Radios (RT-1523E) are employed, data rate ending in the letter “N” allows error correction at the radio. In this case AFATDS error correction should be set to “None.”


� A preamble of 0.250 is required because the preamble at the GDU cannot be set and defaults to the same value.


� A preamble of 0.250 is required because the preamble at the GDU cannot be set and defaults to the same value.


� Though the AN/TPQ-46 radar can communicate with AFATADS on a TACFIRE net, these devices cannot communicate with the DCT on that net.  This situation arises from the fact that the radar and MMS transmits package 11 messages while the DCT still transmits the older fixed-format TACFIRE messages.


� Special characters are allowed by Tacfire protocol in variable format messages but have not been included here since only fixed format Tacfire devices remain in the inventory.


� Data encoding NRZ cannot be used to communicate with DCT’s and AN/TPQ-37 radars.






