AFATDS Interface Verification


1. Introduction/Overview

This handout is to be used as a quick reference or cut sheet for ensuring that the Interface between TBMCS and AFATDS has been properly configured to allow the two systems to pass message traffic. We will not attempt to delve into the detailed configurations of either system; this fact is especially true with concern to the AFATDS system. However, we will highlight each of the important areas and discuss their relevance to this interface. Also, whenever possible we will reference you to the documentation that outlines the procedures for configuring that aspect of the interface.   

As TBMCS administrators you should not be responsible for the administration of the AFATDS. That may or may not hold true with your given situation, in either instance, there are several aspects of the AFATDS system and how it is configured that you will need to keep in mind in order to properly setup this interface. We will cover the most important of these aspects as well as the ones that have been noted as causing problems. As stated before we will not be providing detailed instructions on configuring the AFATDS.

Use the below listed items to provide not only an understanding to this interface but also as a checklist to ensure you have covered all of your bases before pushing messages between your two systems. Try to ensure that you have a knowledgeable AFATDS operator to help verify all of your concerns with the AFATDS terminal. 

2. AFATDS

The following points that we will discuss concern the AFATDS and how it is configured. What we intend to provide to you here is just enough information to allow you to talk to the experienced AFATDS operator about the interface. This should permit you to adequately verify the interface and retrieve the needed information to configure the TBMCS side of the interface.

a. Internal & External Networks 

The AFATDS hardware platform is equipped with two Network Interface Cards (NICs). These two cards are used to create an internal and external network for the system. The NIC that is integrated with the motherboard is used for the external network, while the additional NIC is used for the internal network.

i. Internal Network: The internal network is configured during the build of the AFATDS system. This internal network is used for communication between AFATDS terminals as well as various other Army systems.

ii. External Network: The External network is configured through the use of AFATDS system GUIs & utilities. Several different external network configurations can be created and saved. To switch between the different configurations an AFATDS operator can simply deactivate one configuration and activate another; no reboot is required to have the network changes take affect. It is from this external interface that communication with TBMCS will occur. Ensure that the network cable leading to the TACC system is connected to the external NIC.
b. DII COE Banner: When looking at the desktop environment on the AFATDS, you will see a DII COE banner that, among many things, displays the e-mail address for the operator logged into the system. It is often a misconception that this is the appropriate address to send messages to the AFATDS system. Do not try to send either DEX extracts or IRIS messages to this address. The displayed address is only relevant to the Internal network that is used by only the Army systems. It will not work for the interface between TBMCS and AFATDS.
c. Hostname of AFATDS: Finding the correct hostname for the AFATDS system can be a more difficult task than it seems. Because of the use of both internal and external networks the AFATDS system will have two different hostnames at any given time. As well, the hostname assigned to the external network can change whenever a new external network configuration is applied. To find the appropriate hostname for our interface you will need to have the operator bring up the external TACC network configuration. Use the hostname & network information discovered there to populate TUC, IRIS, /etc/mail/aliases, and the address field for mailing out DEX extracts.
d. AFATDS Username: Just as it has been stated previously, when e-mailing messages to the AFATDS from TBMCS, the username field of the address must be “AFATDS”. Why? Well, the AFATDS username is really an alias that delivers the message to a parser process. This is similar to the “MsgHandler” alias on TBMCS. 
e. TACC network: While the Operator has the TACC external network configuration up you need to verify the IP and network address assigned to the external network. The IP address to the router should be verified as well. Finally after reviewing all of this information, make sure that the TACC configuration has been activated and it is set for the default route.
f. DNS Setup: While looking at the TACC external configuration you may have noticed a few fields that are used for setting up DNS on the AFATDS terminal. Normally this function is not used, however it is important that you note whether it has or has not been setup. If DNS has been setup on the TACC external network configuration, have the AFATDS operator remove it from the configuration. Setting up DNS between TBMCS and the AFATDS terminal is more of a configuration hassle than it is worth. However, you must keep in mind that because the AFATDS is not running DNS you cannot address e-mail to it with a fully qualified address. It must be only the hostname or the AFATDS terminal will drop the message without an error indication.
3. TBMCS 

Within TBMCS there are several areas that reference the address and network information of the AFATDS terminal. As TBMCS administrators, it will be your job to ensure all of these areas have been configured to properly point to the AFATDS Terminal. Use the information retrieved from an AFATDS configuration that has been verified.

a. Aliases File

On the “mailhost”, IRIS server with our build, the UNIX sendmail process uses the file /etc/mail/aliases to resolve mail aliases. By default there is an AFATDS entry in this file that causes all mail for AFATDS to be deleted. This entry looks like the following:


AFATDS: “| cat /dev/null”

This entry must be corrected to point to the proper AFATDS address, for example: 


AFATDS:AFATDS@mcafatds

You must ensure that the username portion of this address is “AFATDS” and the hostname portion is as it appears within the AFATDS for the TACC External interface configuration. You may also notice that there is no DNS string after the hostname. In most situations you should not use a fully qualified address; as it will cause AFATDS to drop the message. After editing the /etc/mail/aliases file you will need to run the newaliases command to have changes take affect. The procedures for performing this configuration are laid out in the IRIS SUM.

b. TUC Layout

Within the TUC template you will need to ensure there is an entry for the AFATDS terminal. The AFATDS is added as a Generic Foreign Host that is NOT trusted. Also, if the AFATDS terminal doesn’t reside on your local TACC LAN then you will have to add its network under your site. Finally, you will also need to ensure that the hostname in TUC is the same as it appears in the AFATDS configuration for the TACC external network. 

c. IRIS Envelope Setup

Within the IRIS Admin utility there is a function for creating and modifying a global address list. The Operators will use this list when they are required to send USMTF messages out of TBMCS. This will also include sending ATO/ACO messages to the AFATDS terminal. You will need to ensure that you have added the correct address for the AFATDS terminal. It should be the same address that was entered into the /etc/mail/aliases file. See the example below:


AFATDS@mcafatds
The username must be “AFATDS” and the hostname must be as it appears on the TACC external interface of the AFATDS terminal. Normally you should not use a fully qualified address. The procedures for this configuration are laid out in the IRIS SUM.

d. IRIS to E-Mail Process

For the IRIS application to utilize the Sendmail process for sending out email to external systems the IRIS to E-mail daemon must be started. This is done via the IRIS to E-Mail icon that is normally assigned to a super user account that has logged into the mail server, “IRIS”. This step must be done after every reboot of the IRIS server.

e. DEX Extracts

Besides the operators sending messages to the AFATDS system via IRIS, the system administrator will also have the requirement to send DEX extracts of the GMI database. The DEX SUM will guide you through the process of creating an extract of Units and one of Facilities. Both must be sent to AFATDS to update their database. 

To correctly send the DEX extracts to AFATDS you will need to use Netscape mail as oppose to the IRIS application that the operators use.  This process is simple enough, however you need to keep the following points in mind:

i. You will need to be logged into the ISDS server, preferably as “dbadmin”.
ii. Bring up Netscape mail via the “Envelope” button on the Workspace Manager.
iii. The address for AFATDS must have “AFATDS” as the username and the hostname should reflect the hostname that is set for AFATDS in the TACC external configuration on the AFATDS terminal. See the example below:
AFATDS@mcafatds
Note: Do Not add a fully qualified address to the hostname unless AFATDS has been configured to run DNS. Doing so will cause the AFATDS terminal to drop the message with no indication of error.

iv. The DEX extracts should be mailed out one at a time as attachments to the e-mail. There is no need to fill in the subject field our body of the e-mail. 
v. The process of mailing an extract out of the system can take a good deal of time; so does the process that the AFATDS terminal goes through to take that extract and populate its database. However after both systems have completed their processes the AFATDS terminal should display a message stating the number of Units or Facilities it has received.
Note: If the AFATDS terminal drops the message for whatever reason it will not display any error or indication that the message was ever received.

4. Summary

The interface between AFATDS and TBMCS is one that is based solely on the use of e-mail between the two systems. As simple as this interface sounds, there are many aspects that must be considered as well as configurations that must be verified. This handout has attempted to discuss and prepare you for what is required to configure and verify this interface. Finally, we have also provided to you some operational knowledge on the AFATDS terminal so that you can discuss this interface intelligently with the AFATDS operator and retrieve the information you need to setup the TBMCS side of the interface.

The following procedure tables are provided as additional information to assist you in setting up the interface between AFATDS and TBMCS. They by no means cover every administrative procedure that may need to be performed on your AFATDS terminal. They will however allow you to take a fully built and configured AFATDS and add the necessary additional configurations to setup communications with the TACC TBMCS system. These procedures are written for version A99 of the AFATDS software.

1. Immediate AIRSUPREQs to TBMCS

The DASC uses CAST/WARP to receive the AIRSUPREQs from AFATDS and either approves or disapproves the request.  In either case , an alert will be sent to the IRIS server which will auto-generate a USMTF REQSTATASK (A661) message to the AFATDS indicating the status.

It is important to note that in order for an immediate ASR to be processed by TBMCS CAST/WARP, the USMTF D670 message MUST contain a vailid exercise or operation name in either the “EXER” set or “OPER” set.  The name of the exercise must be entered into the AFATDS database in the DII COE environment BEFORE AFATDS is launched.  This is accomplished by following the procedures listed in Table 3-1.

 Table 3-1 USMTF Exercise Name

	Step
	Instruction
	Expected Result

	1
	Login to the AFATDS terminal as an AFATDS operator ex: username: afatds1 password: afatds
	Desktop environment comes up with a message window stating “DII COE Login Process Complete”.

	2
	Select Start(AFATDS(AFATDS Functions( USMTF Exercise Name option
	An Xterm window will be displayed.

You will be prompted to enter one of three choices:

1 Exercise, 2 Operation, 0 Exit



	3
	Enter option # 1 and press the Enter key.
	The Xterm will append the area to enter the exercise name.

	4
	Enter the exercise name and press Enter
	The Xterm will again append the text area for additional data.  This is normally left blank.

	5
	Press the Enter key
	The Xterm will disappear and the Exercise name will be saved and appear on all D670 headers.


2. Creating a TBMCS Network on AFATDS

To load the AFATDS I.P. address and hostname into the AFATDS workstation, perform the following procedures outlined in Table 3-2.

Table 3-2 Creating a TBMCS Network on AFATDS

	Step
	Instruction
	Expected Result

	1
	Select Start(AFATDS(Start AFATDS(USMC
	The AFATDS application takes several minutes to start. During that time you will get 6-7 Informational Messages.

	2
	Select the OK button on all of the Informational Messages.
	A window labeled “AFATDS 

Multi-workstation OPFAC Name” appears

	3
	Leave the Name Field blank and select the OK button.
	The AFATDS Main Menu appears first then a window labeled “Unit Configuration” comes up.

	4
	Highlight the line item and click on Activate button.
	After several minutes the Situations item on the main menu will sensitize.  If a network configuration name does not exist for the TBMCS interface then one will need to be created.

	5
	From the AFATDS main menu select System(Configuration( Communications(Planned
	The “Select Com Configuration” window will be displayed

	6
	Click on Options(New
	The “Planned Network” window will be displayed.


Table 3-2 Creating a TBMCS Network on AFATDS

	Step
	Instruction
	Expected Result

	7
	Type the name of the new network in the Configuration text area.

     Example:  TACC Net
	New network name is entered

	8
	Click on the [OK] button.
	The new network configuration name can be found in the “Planned Configurations” window.

	9
	Click on the [Cancel} button.
	The “Select Comm Configuration” window closes

	Now that the new network name has been created it will need to be selected as the Current configuration.

	10
	Click on System( Configuration( Communication( Current 
	The “Current Networks” window is displayed.

	11
	Select Options( Select New Current.
	The “Select Comm Configuration” will display with the name of the new network configuration as one of the options in the Planned Configurations table.

	12
	Select the New Network Name just created.
	The [OK] button becomes sensitized.

	13
	Click on the [OK] button.
	The “Current Networks” window will reflect the new configuration in the “Configuration:” text box.

	Now that a new network configuration name has been selected, the network itself must be constructed.

	14
	Select Network( New IP  from the pull down menu. 
	The “IP Network Information” window is displayed.

	15
	In the “Network Name:” field type in the network name.

        Example: TACC
	Network name is entered.

	16
	In the “Hostname:” field type in the Hostname for the AFATDS terminal (Not the machine name)
	Hostname is entered.

	17
	In the “local IP Address” field type the local IP address
	Local IP address is entered.

	18
	In the “Subnet Address Mask” field type the subnet Mask.
	Subnet Mask is entered.

	19
	In the “Router Addressing “ section of the “IP Network Information” window enter the:

<router name> in the “Router Name:” field

<Default Route IP>  in the “Router IP Address:” field.
	Prescribed entries are entered.


Table 3-2 Creating a TBMCS Network on AFATDS

	Step
	Instruction
	Expected Result

	20
	Select the [Manual] radio button choice in the “From:” field
	Manual radio button is selected.

	21
	Click on [OK]
	The “IP Network Information” window closes.

	22
	In the “Current Networks” window highlight the new network name that was just created in step 13.
	Row is highlighted.

	23
	From the “Current Networks” main menu bar, select Network( Assign Channel(s)
	The “Net Channel Assignment” widow is displayed.

	24
	Highlight the <network name> in the “Unassigned Networks” portion of the window 

-and- 

Highlight the “Workstation ID” and “Elan” in the lower “workstation “portion of the window. 
	Both entries are highlighted.

	25
	Click on the Arrow that is pointing DOWN
	The Network Name from the unassigned table is now moved to the Assigned table.

	26
	Click [OK]
	The “Net Channel assignment” window closes.

	27
	Confirm that Elan now appears in the Channel section of the “Current Networks” window and click [OK].
	The “Current Networks” window closes.


3. Establishing a TBMCS Destination Unit

In order for AFATDS to communicate properly with TBMCS, the I.P. address and Hostname for IRIS must loaded into the AFATDS terminal.  This process is accomplished by establishing the TACC as a TBMCS destination unit within AFATDS.  Table 3-3 lists the required procedures.

Table 3-3 Establishing a TBMCS Destination Unit

	Step
	Instruction
	Expected Result

	1
	From the main menu click on System( Configuration( Communication( Current
	The “Current Networks” window opens.

	2
	Click on Options( Destination Units from the main menu in the “Current Networks” window. 
	The “Communication Unit Configuration” window opens.


Table 3-3 Establishing a TBMCS Destination Unit

	Step
	Instruction
	Expected Result

	3
	Click on Options( Add Unit from the “Communication Unit Configuration” main menu.
	The “Select List” window opens.

	4
	Highlight “Master Unit List” in the “Available Unit Lists” table.

Click [OK]
	The “Select Unit” window opens.

	5
	Select the “Filters” button 
	Brings up the “Unit List Filters” window.

	6
	Under the System Types field deselect all item except TBMCS. Then Select the OK button.
	Select Unit window reappears with only the TBMCS unit entries.

	7
	Scroll through the “System Type” and highlight the TBMCS entry that best describes your TBMCS unit and location.

Click [OK]


	The “Communication Unit Configuration” window is displayed.

	8
	Highlight the TBMCS System Type line.
	Requested line is highlighted.

	9
	Select Options( Edit Routes from the “Communication Unit Configuration” menu bar.
	The “Edit Routes” window is displayed

	11
	Ensure that the [Primary] and [Direct] buttons are selected.
	Required buttons are selected.

	12
	Click on the “Via” pull down menu and choose “Select”.
	The “Select Network” window displays.

	13
	Identify and highlight the appropriate network name created earlier in Table 3-2.
	Network name is highlighted.

	14
	Click the [OK] button.
	The Edit Routes window displays again.

	15
	Enter:

<iris hostname> in the “Hostname:” field

<iris IP address> in the  “Internet Address:” field

<BROKER> in the “CTAPS User ID:” field
	The appropriate entries are made.


Table 3-3 Establishing a TBMCS Destination Unit

	Step
	Instruction
	Expected Result

	16
	Click [OK]
	The “Communication Unit Configuration” window displays.

Confirm that the “TBMCS” line indicates {your newly created network} under the “Network heading and that “Primary” and “Direct” are under the “Route” heading.

NOTE: Under the Network heading the network is listed as off.

	17
	Click [OK]
	The “Current Networks” window will display.

	18
	Find and highlight the created TBMCS network
	Network line is highlighted.

	19
	Select Control( On from the “Current Networks” window.  Confirm “Enabled” as the status on the previously highlighted line
	Confirm and proceed to the next step.

	20
	Select Network( Add Default from the “Current Networks” menu bar.
	Proceed to next step.

	21
	Select Options( Save from the “Current Networks” menu bar.
	New configuration is saved.

	22
	Select Options( Destination Units from the “Current Networks” menu bar
	The “Communication Unit Configuration window is displayed.

	23
	Ensure all routes are Primary and Direct and that the Network is “ON”.
	Confirm and Proceed to next step.

	24
	Click [OK] in all windows.
	All displayed windows close.


Instructions for Installing AFATDS JMUL

NOTE:

These procedures are provided to help with the new procedures for installing the Master Units list on an AFATDS terminal with the A99 version of software. If the AFATDS terminal has already been built and configured this should have already been performed. However if you have had to build the AFATDS terminal from scratch, these procedures will need to be done before you can begin its configuration. This installation requires access to the sysadmin workspace.
1. A CD-ROM with the JMUL that’s compatible with the already installed AFATDS is required.

2. Turn on the workstation, at the login screen enter “sysadmin” as the user and the appropriate password.

3. Move cursor to the Start button on the lower left of the screen and click on it to expand the list.

4. Move cursor up to Programs menu item to expand it, and then move cursor to XTERM sub-menu item and click on it to open an Xterm window.

5. Move cursor to anywhere within the Xterm window and type COEInstaller, then press the Enter key to display the Installer window. Ignore the error that is displayed in the Xterm window. The Installer will work properly even with this error.

6. Insert the JMUL CD-ROM into the CD-ROM drive.

7. On the Installer window, click once on the Select Source button to open the Select Source window.

8. On the Select Source window ensure that the Local button is selected for Host, if not move the cursor to the button (looks like a big letter O) next to Local and click on it.

9. Click on the CD-ROM button as the device, the Select File window should be displayed.

10. On the Select File window, you should also see the following displayed in the Directories section: /cdrom/colume_1/* 

11. On the Select File window, you should also see the following displayed in the Files section: AFAMUL.cksums 
AFAMULsegment.tar

12. Move the cursor to AFAMULsegment.tar and click on it. In the Selection field the following is displayed: /cdrom/volume_1/AFAMULsegment.tar 

13. Move the cursor to the OK button and click on it to display the Installer window again. 

14. Move the cursor to the Read Contents button and click on it. Near the bottom of the Installer window in the Select Software to Install section you should see the name of the AFATDS Master Unit List displayed.

15. Move the cursor to the name of the AFATDS Master Units List and click on it to highlight/select it.

16. Move the cursor a little further down the Installer window to the Install button and click on it to initiate the installation of the JMUL. A Respond to Question window should appear.

17. Move the cursor to the OK button in the Respond to Question window and click on it to actually begin the installation of the JMUL and display a Working announcement window. You should also see UNIX instructions scroll on the Xterm window. After the installation has completed the Installer window will reappear.

18. Move the cursor to the Exit button of the Installer window and click on it to close the Installer window.

19. Move the cursor to anywhere within the Xterm window and type eject, and then press the Enter key. This will eject the CD-ROM.

20. Move cursor to the Start button in the bottom left of the screen and click on it to expand the menu.

21. Move cursor to Log Off menu item and click on it to logout of sysadmin and display the DII COE login screen.

22. The AFATDS JMUL has been successfully installed. The AFATDS operator can now proceed to login as usual and begin using the system.

