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Intercept Point 
branch with more relevance to the future 
than Air Defense Artillery," he said. "No 
other branch does a better job of preparing 
its leaders for the future." 

Lieutenant General Lionetti is a former 
Chief of Air Defense Artillery, and might be 
expected to say nice things about the branch, 
but we get comparable feedback from divi- 
sional commanders, particularly those who 
have received Avengers or Bradley Stinger 
Fighting Vehicles and now eagerly await the 
Forward Area Air Defense Command, Con- 
trol, Communications and Intelligence 

11 I (FAAD c31) system. 
- 

A consensus about how Air Defense Artil- 
lery should conduct business in today's post- 
Cold War environment and how it should 
fight on tomorrow's battlefield has been 
building for some time. During the ADA 
Commanders' Conference in June, it be- 
came apparent that ADA leaders, despite the 
drawdown, now share a common vision of a 
bright future for Air Defense Artillery. It is 
a vision that has spread beyond the parame- 
ters of the "First to Fire" branch. 

Applause for Air Defense Artillery 
echoes from the Pentagon where senior lead- 
ers enthusiastically anticipate the near-term 
fielding of Patriot PAC-3, the Theater High- 
Altitude Area Defense System and Corps 
SAM. During his Commanders' Conference 
keynote address, Army Chief of Staff Gen. 
Gordon R. Sullivan lauded ADA leadership 
in national and theater missile defense, con- 
flict deterrence (Patriot in Southwest Asia) 
and service to the nation in operations other 
than war (Hurricane Andrew, Somalia and 
Hawk on the border). These are ways, he 
said, Air Defense Artillery is "fulfilling the 
vision" of a "strategic force" geared toward 
"decisive victory." 

Lt. Gen. Donald M. Lionetti, commander 
of the U.S. Army Space and Strategic De- 
fense Command, strongly seconded General 
Sullivan's upbeat view of Air Defense Artil- 
lery during his own ADA Commanders' 
Conference speech. ''I. know of no other 

Air Defense Artillery is out in front and 
leading the Army through a difficult period 
of transition. To maintain our position of 
leadership, we need to keep on doing what 
we've been doing: continue to build on the 
branch's spectacular performance in Desert 
Storm, continue to leverage the branch's 
unique capability to counter the entire spec- 
trum of the air threat, continue to redefine 
ADA doctrine, and continue to produce 
ADA soldiers and leaders who match the 
excellence of our weapon systems. 

I regard the time I have served as chief of 
branch as my most challenging and reward- 
ing assignment and the highlight of my ca- 
reer. Having been reassigned to the Penta- 
gon as Assistant Chief of Staff for 
Installation Management, my biggest regret 
is that my tenure could not have been longer. 
My chief consolation is that Brigadier Gen- 
eral James J. Cravens has been chosen as my 
replacement. His selection ensures a conti- 
nuity of effort, for in his current assignment 
as assistant commandant of the Air Defense 
Artillery School, he has been intimately in- 
volved with every aspect of "ADA in Transi- 
tion." Blessed with outstanding leadership 
skills and administrative talent, he is a su- 
perb soldier who will see to it that Air De- 
fense Artillery remains . . . 

hief, Air Defense Artillery 

Brig. Gen. (P) James J. Cra- 
vens Jr. replaced Maj. Gen. 
John H. Little as Chief of Air 
Defense Artillery, Comman- 
dant of the U.S. Army Air De- 
fense Artillery School, and 
Commander of the U.S. Army 
Air Defense Artillery Center- 
Fort Bliss during a July 29 
changeof command ceremony 
at Fort Bliss, Texas. 

Cravens was commis- 
sioned a second lieutenant of 
Artillery in 1966 upon gradua- 
tionfrom NorthGeorgiacollege 
where he received a bachelor 
of science degree in business 
administration. He also holds a 
master of science degree from 
Clemson University. His mili- 
tary education includes the 
ADA Officer Basic and Ad- 
vanced Courses, the U.S. 
Army Command and General 
Staff College and the National 
War College. 

His most recent assignment 
was as Assistant Commandant 
of the U.S. Army Air Defense 
Artillery School at Fort Bliss. 
Prior to that, he served as the 
Director of Requirements, Of- 
ficeof the Deputy Chief of Staff 
for Operations and Plans, 
Washington, D.C. 

Other key assignments in- 
clude Chief of Staff, 32d Army 
Air Defense Command, U.S. 
Army Europe; Commander, 
108th ADA Brigade, 32d Army 
Air Defense Command, U.S. 
Army Europe; Chief, Require- 
ments, Programs and Priorities 
Division, Office of the Deputy 
Chief of Staff for Operations 
and Plans, Washington, D.C.; 
and Commander, 3d Battalion 
(ChaparralMlcan), 61 st ADA, 
3d Armored Division, U.S. 
Army Europe. 
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AIR DEFENSE ARTILLERY 
ADA C2 Systems in the Information Age . . . . . . . . . . . .  
When ADA commanders have a clear picture of the three-dimensional 
battlefield, they can make decisions confidently. In the near future, so histicated a command, control, communications, computers and intelligence (C I) systems 
will provide ADA commanders at every echelon the tools they need to make 
winning decisions on the digitized battlefield. 

From Last Defense to Forward Defense . . . . . . . . . . . . .  
The Forward Area Air Defense (FAAD) C41 system will integrate the new family 
of FAAD weapon systems, permit the optimum employment of weapons that 
reduce fratricide and provide divisional air defenders a composite, 
near-real-time picture of the battlefield. 

Full Function TOCs . . . . . . . . . . . . . . . . . . . . . .  
Air Defense Artillery is moving toward a family of standardized and modernized 
Air Defense Tactical Operations Centers (ADTOCs) to support Patriot, Corps 
SAM and the Theater High-Altitude Area Defense system.The "full-function" 
ADTOCs will perform both engagement operations and force operation 
functions, integrating and synchronizing air defense at all echelons throughout 
a theater of operations. 
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Human Testbed for HlMAD C2. . . . . . . . . . . . . . . . .  
Increasing evidence shows poorly human-engineered automated systems can 
result in decreased systems effectiveness or even catastrophic systems failure. 
With computers making most engagement decisions, how will human command 
and control operaters maintain situational awareness and the skill and 
proficiency required to react to abnormal situations? 

Testing the FAAD C31 System . . . . . . . . . . . . . . . . . .  
For forward area air defenders, the "fog of battle" is about to evaporate. The 
Army has given the Forward Area Air Defense Command, Control, 
Communications and Intelligence (FAAD C31) system the green light for fielding 
to light and special divisions. The decision followed a series of tests conducted 
by the Test and Experimentation Command (TEXCOM). TEXCOM is scheduled 
to begin testing the FAAD C31 configuration for heavy divisions this fall. 

Early Delivery of First GBS . . . . . . . . . . . . . . . . . . .  
The Forward Area Air Defense Ground-Based Sensor will alert or cue Avengers, 
Bradley Stinger Fighting Vehicles and manportable Stinger teams to the 
approach of hostile and unidentified aircraft, protect friendly aircraft from 
fratricide and provide air situation data to command and control centers. 



ADA c2 SYSTEMS 
IN THE INFORMAT 

by Don Harris 

This article discusses priorities for 
the future of Air Defense Artillery com- 
mand and control (c2) systems in an 
environment of changing missions, a 
focus on new threats and an explosion 
in information technology. While there 
are some who advocate that our entire 
concept of c2 must be discarded to take 
advantage of new technology, the con- 
clusion herein is that the fundamental 
principles developed over time are 
sound and that technology will be key 
to executing the "art of command" and 
the "science of control" according to 
those principles. 

The Army in Change 
We had reached a degree of compla- 

cency and comfort with our c2 as we sat 
hub to hub in Europe facing a known 
enemy. We were part of a complex, 
highly structured c2 system that was 

being modernized, but not radically so. 
In the Gulf War, we were thrust into a 
truly joint c2 environment with new 
partners and new structures. We had an 
opportunity to experiment with new 
computers, new communications sys- 
tems, new sources of information, new 
weapons and a new enemy. We also saw 
a vivid demonstration of the civilian 
community's use of information age 
technology in such areas as real-time 
news coverage and near-real-time 
Monday morning quarterbacking by an 
assortment of armchair tacticians and 
strategists. 

ADA in Change 
Air Defense Artillery, a step ahead of 

most battlefield functional areas in in- 
formation processing, is also undergo- 
ing a revolutionary change in mission 
priorities and system modernization. 

POST COLD WAR CONCEPT 
POST COLD WAR 

QUANTITY REDUCED. QUALITY U.S. FIGHTERS DOMINATE FW THREAT 
REMAINS SAMS ADDRESS MISSILES. UAV, RW 
THIRD WORLD 'AIR OPERATION PLAN' THREATS 
POTENTlAL MINIMAL 
OPTIMIZE FIGHTER AND SAM MIX 

, . 

ION AGE 
The breakup of the former Soviet 
Union and the Gulf War had a profound 
effect on air defense. Mission focus has 
shifted away from killing the hordes of 
fixed-wing aircraft attacking in the fa- 
mous "Air Operation Plann to a new 
focus on defense of both military and 
geopolitical assets from a broad array 
of third dimension threats including 
tactical ballistic missiles, rotary-wing 
aircraft, cruise missiles and unmanned 
aerial vehicles. 

In the future we will operate in sever- 
al environments, sometimes simulta- 
neously, across the continuum of rnili- 
tary operations. We must be able to 
respond to contingencies from opera- 
tions other than war to sustained land 
operations. Joint force composition 
will be tailored and unique for each 
contingency. As we are doing today in 
Southwest Asia, Air Defense Artillery 
may conduct peacetime operations oth- 
er than war. As the potential for conflict 
escalates, we may be called on to 
deploy rapidly and conduct operations 
anywhere in the world. Further, our 
force projection Army will operate as 
part of a joint force, and there is a high 
probability the Army, in particular Air 
Defense Artillery, will be operating as 
part of a multinational, or combined, 
force. As the focus shifts from a for- 
ward deployed to a predominantly 
stateside-based force projection Army, 
contingency operations become the 
norm. As in Operation Desert Storm, 
Air Defense Artillery will likely 
employ highly independent, task- 
organized forces comprised of a mix of 
ADA weapons and possibly allied 
weapons as well. Interoperability and 
standardization, vertically within Air 
Defense Artillery and horizontally with 
the joint community, will be essential. 
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The Essence of c2 
Senior Army warfighters have em- 

phasized that 'command and control" 
is not one word, the point being the dis- 
tinct difference between command and 
staff. Command has been characterized 
as the art of solving complex problems, 
visualizing a future state, making tough 
decisions, motivating and guiding - 
commander's business. Control is the 
science of implementing the com- 
mander's guidance and vision by com- 
puting requirements, allocating avail- 
able resources, measuring performance 
and recommending adjustments and re- 
finements - staff's business. 

Both commanders and staffs rely on 
accurate, timely information to do busi- 
ness effectively. Tacticians and strate- 
gists through the ages have also known 
this to be true. Sun Tm, in the 6th Cen- 
tury B.C., knew the value of informa- 
tion when he advised, 'All warfare is 
based on deception. Therefore, when 
capable, feign incapacity, when active, 
inactivity. When near, make it appear 
that you are far away; when far away, 
that you are near. Offer the enemy a bait 
to lure him, feign disorder and strike 
him. Attack where he is unprepared, 
sally out when he does not expect you." 

Gen. Carl Maria von Clausewitz, in 
his great study, On War, observed, "War 
is the province of chance. . . From this 
uncertainty of all intelligence and sup- 
positions, this continual interposition 
of chance, the actor in war constantly 
finds things different from his expecta- 
tions, and this cannot fail to have an 
influence on his plans, or at least on the 
presumptions connected with these 
plans." On information in war, Clause- 
witz further observed, 'A great part of 
the information obtained in war is con- 
tradictory, a still greater part is false, 
and by far the greatest part is of doubt- 
ful character. What is required of an 
officer is a certain power of discrimina- 
tion, which only knowledge of men and 
things and good judgment can give." 

Objectives 
The value of battlefield information, 

the role of the commander's judgment 

MMANDER'S INT 

MEASURING, REPORTIN 
ZING PERFOR 

and the importance of his or her ability 
to visualize future state have not 
changed from Sun Tzu's time to the 
post-Cold War era. What then are the 
attributes of ADA command, control, 
computers, communication and intelli- 
gence (@I) systems for the future? The 
figure on the next page illustrates the 
fundamental characteristics essential 
for C ~ I  modernization. 

The commander needs timely, con- 
cise and accurate battletield informa- 
tion to assess the current situation, visu- 
alize the future and make and execute 
good decisions. The C ~ I  system should 

bring all applicable information to the 
commander in a form tailored to his or 
her preferences and priorities. It should 
enhance interaction between the com- 
mander and staff in conveying the com- 
mander's intent, assumptions and 
constraints. The @I system should fa- 
cilitate an iterative process between the 
staff and the commander as alternatives 
are developed and evaluated. Auto- 
mated intelligence preparation of the 
battlefield and defense planning will 
support rapid evaluation and decision 
making. The @I system should also 
provide a seamless information canvas 
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Initiatives 
Our roadmap to future @I systems 

must leverage information age technol- 
ogy in processing, communications and 
displays. We must stay plugged in to 
higher level programs such as c41 for 
the Wamor and digitation of the battle- 
field. 

@I for the Wamor is a Joint Chiefs 
of Staff-sponsored concept and pro- 
gram. Central to the concept is the es- 
tablishment of a global @I capability 
that directly links and supports the war- 
riors - the combat troops of all ser- 
vices. This global capability allows the 
warfighter to plug into the 'infosphere" 
at anytime or place, and brings to the 
wamor an accurate and complete pic- 
ture of their battlespace, timely and de- 
tailed mission objectives, and the 
'clearest" view of their target. The 
Joint Chiefs of Staff's roadmap in- 
cludes (1) a quick-fix phase that will 
achieve interoperability between exist- 
ing @I systems through the use of 
translators, adherence to a common set 
of joint standards, rigorous testing for 
conformance and configuration man- 
agement enforcement; (2) a mid-term 
phase that achieves total interoperabil- 
ity fornew @I systems during develop 
ment, testing, acquisition, and imple- 
mentation and establishes a joint 
wide-area network based on digital 
commonality; and (3) an enduring ob- 
jective phase during which evolving 
technologies and techniques are contin- 
uously identified and assimilated and a 
fully developed @I network of fused 
information, updated automatically, is 
available from which the joint war- 
fighter can pull information to provide 
the "picture" required on a single dis- 
play, anyplace, anytime, in the perfor- 
mance of any mission. 

A companion to the @I for the War- 
rior concept is the Army's effort to 
"digitize the battlefield." The purpose 
of this effort is to "provide the warfight- 
er an integrated digital information net- 
work that supports warfighting systems 
and assures c2 decision-cycle superior- 
ity. In digitizing the battlefield, the 
Army's goal is to adapt methods of ad- 

vertically between echelons and hori- 
zontally between battlefield elements 
(see figure at the top of the following 
page). As the tactical situation at a 
battalion changes, the information can- 
vas at brigade should change. Informa- 
tion gathered by theater sensors that af- 
fects the tactical situation must be 
rapidly sent to the appropriate units. 
There it must be assimilated with the 
locally derived information and pre- 
sented to the commander and his staff. 
The seamless information exchange 
implies a high degree of standardiza- 
tion yet a concurrent high degree of 
flexibility. 

C?1 systems must provide several 
levels of training in the field, including 
operator task training, integrated sys- 
tem training with live and simulated 
threats, and joint training. As demon- 
strated in Desert Storm, c41 systems 
must also support review and examina- 
tion of yesterday's battle to adapt to 
tomorrow's battle. 

C ~ I  systems are essential to leader- 
ship and decision-making. Uncertainty 
on the battlefield precipitates indeci- 
sion, delay and error. An informed 
leader of average capability can make 
good decisions. A su~erior leader faced - 
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with uncertainty relies on instinct and 
makes decisions with increased risk. 

C41 systems also contribute to cour- 
age and trust. Clausewitz said, "War is 
the realm of danger; therefore, courage 
is the soldier's first requirement. Cour- 
age is of two kinds: courage in the face 
of personal danger, and courage to ac- 
cept responsibility, either before the tri- 
bunal of some outside power or before 
the court of one's own conscience." 

When a commander has confidence 
that he or she has the latest battlefield 
information and has thoroughly eva- 
luated alternatives in light of that in- 
formation, he or she can make deci- 
sions confidently and accept the 
consequences without reproach. Ro- 
bust, seamless @I systems also enable 
trust. When commanders have confi- 
dence that their subordinates have the 
same thorough understanding of the 
mission and updated, accurate battle- 
field information, and when they know 
the seamless canvas will provide them 
with critical information on the deci- 
sions and progress of subordinates, 
control can be decentralized. Com- 
manders at lower levels can execute 
their art with vision, decisiveness and 
innovation. 



I vanced information technology 
make them as intrinsic to warfighting 
as any weapon. The effort to digitize 
the battlefield recognizes that today's 
combat power comes from the synchro- 
nized application of complementary 
weapons capabilities. Rapid deploy- 
ment mobility and maneuver to gain 
positional advantage and achieve sur- 
prise, coupled with real-time targeting 
for standoff engagements, reflect mod- 
em warfare doctrine. Execution ac- 
cording to this doctrine requires proper 
timing and sophisticated and integrated 
c2 joining land, sea, air and space. 

Air Defense Artillery is also modern- 
izing to meet the challenges of chang- 
ing missions and threats. Avengers and 
Bradley Stinger Fighting Vehicles are 
being fielded now. Forward area air de- 
fense (FAAD) c31 will begin fielding 
later this year. Patriot Advanced Capa- 
bility-3 is in development and sched- 
uled for fielding in FY98. The Theater 
High Altitude Area Defense system is 
scheduled to achieve a limited deploy- 
able capability in FY96 and will be 
fielded in FY02, followed as soon as 
fiscally possible by the Corps Surface- 
to-Air Missile system. 

As no surprise, the heart of ADA c41 
is modernization and standardization of 
tactical operations centers (TOCs). Our 
vision for the air defense TOC (AD- 
TOC) is a set of modular, reconfigur- 
able TOC functions and supporting fa- 
cilities that are fielded from battery to 
brigade in packages tailored in size and 
capability to each echelon and type of 
unit, but which are composed of com- 
mon hardware and software. 

It is envisioned that the ADTOC will 
be available in several configurations 
that will be applied by tables of orga- 
nization and equipment according to 
the functions and missions of the orga- 
nization to which the ADTOC is as- 
signed. For example, a soft-top stan- 
dard integrated command post system 
HMMWV variant may support FAAD 
battery operations, while two 
HMMWV standard integrated com- 
mand post systems, electronically in- 
terconnected, may be required for 

FAAD battalion operations. Other shel- 
ter configurations with additional 
equipment and software capabilities 
may support longer range missile de- 
fense forces - Patriot, Theater High 
Altitude Area Defense and the Corps 
Surface-to-Air Missile system. One or 
more five-ton configurations, for ex- 
ample, may be required to support these 
battalions and the air defense brigade 
operations. While the exact size and 
shape of an ADTOC is subject to fur- 
ther definition, most important is the 
precept that all ADTOC variants are 
based on common software and hard- 
ware that implement common func- 
tions using a common set of proce- 
dures. The standardization, flexibility 
and common database of the ADTOC, 
coupled with common communica- 
tions protocols and equipment, is the 
basis for the seamless information can- 
vas within ADA. The ADTOC will 
bring information from a variety of 
sources to the commander and staff in 
a tailorable form. Multimedia informa- 
tion will be commonplace, to include 
near-real-time processing and display 
of imagery. The ability to reconfigure 
workstations in the ADTOC will allow 
the commander to select areas of inter- 
est and the depth of information re- 
quired. To the question asked earlier in 
this article, "What is the new role of the 

commander in the real-time fight?", the 
answer is "Whatever the commander 
wants." The PI system, in particular 
the ADTOC, must be tailorable to fit 
the way the commander wants to fight. 
In the past, separation of fire direction 
centers and operations centers largely 
precluded the commander's involve- 
ment in the real-time battle. While the 
advisability of his being deeply in- 
volved is open to debate, the TOC de- 
sign must not be the determining factor. 

Our future vision includes standard- 
ization of communications equipments 
and protocols. The Joint Tactical Data 
Information Link J (TADIL-J) will be 
used within all ADA units, thereby fa- 
cilitating the seamless architecture. Be- 
cause TADIL-J is also the Department 
of Defense's choice for standardization 
throughout the services and with NATO 
(called Link 16), Air Defense Artillery 
will be able to readily communicate 
without multiple levels of translation 
and interpretation. Participation on a 
joint surveillance net will provide ex- 
change of real-time information be- 
tween ADA and airborne warning and 
control systems, JSTARS, Rivet Joint, 
Navy aircraft and surface vessels and 
Marine elements. Horizontal integra- 
tion with the rest of the Army battle- 
field elements will be achieved through 
exchange of standard U.S. Message 
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Text Format data messages to the Army 
Tactical c2 System for corps and below 
and to the Standard Theater Army c2 
System for echelons above corps. 

Near-real-time and real-time in- 
formation from a variety of intelligence 
sources will be integrated in ADTOCs 
at battalion and brigade through the use 
of the Department of Defense standard 
intelligence radio, the commander's 
tactical terminal hybrid. 

Obstacles to Success 
Can we achieve these goals? 

Technology will not stop us. Local and 
wide area networks, multimedia in- 
formation, r e c ~ ~ g u r a b l e  high resolu- 
tion displays and very high speed pro- 
cessing are all available in the 
commercial sector. However - 

- Add mud, heat, cold and someone 
trying to kill you, and the problem gets 
tougher. 

- Add a stovepiped acquisition sys- 
tem that has a record of building single- 
purpose C2 systems with unique hard- 
ware and software, and expensive post- 
deployment software support, and the 
mblem nets (Our of 

fielding standard TOCs across all ADA 
systems runs counter to materiel ac- 
quisition and funding by weapon sys- 
tem.) 

-Add the difficulty of defending a c2 
system through the budgetary process 
and the problem gets tougher. 
(Couldn't we write a separate require- 
ment for a standard c2 system? We 
could, and we have in the past. Unfortu- 
nately, when dollars are scarce and 
weapons program funding competes 
against c2 system funding, c2 loses. 
Part of the difficulty is in quantifying 
the value added by c2 in terms of air- 
craft kills, assets defended and other 
standard measures. Our repertoire of 
simulation models is focused on weap- 
ons and, in many cases, does not in- 
clude c2, partially because of the difi- 
culty of modeling complex networks 
with humans in the loop. There is unan- 
imous agreement that c2 is important. 
The question is how much is required.) 

Summary 
Our experience with the Patriot TOC 

and FAAD c2 has refined our view of 
the ADTOC. In addition, several ADA 
c2 prototypes currently in development 
have been used in exercises. Feedback 
from soldiers who use these prototypes 
is essential to future success. We are 
intent on capturing the detailed require- 
ments for ADTOC functions in the AD- 
TOC user functional description. This 
document, written by the combat de- 
veloper and comprising some 500 
pages, will bridge the gap between 
concise system-level operational re- 
quirements and detailed hardware and 
software specifications. This living 
document will continue to be improved 
with time. 

Information age technology is here. 
Air Defense Artillery must leverage 
this technology to achieve the c2 capa- 
bility for tomorrow's battle. 

- Add a drastic decrease in the budget 
of the Department of Defense, and 

- Add all the problems and the 
lenge becomes formidable, but 
i,.@ what we want to do is the first step. 



FROM LAST DEFENSE 
TO FORWARD DEFENSE 

FAAD c31 will change the way we employ 
FAA D systems 

by Maj. James lvey 

mander's intent. The aerial intelligence 
preparation of the battlefield is devel- 
oped to determine likely air avenues of 
approach and to define named areas of 
interest (NAIs) and targeted areas of 
interest (TAIs). Then priorities for 
protection are determined and limited 
air defense assets are task organized us- 
ing the principles of mission, enemy, 
terrain, troops and time available 

Divisional air defense is constantly 
challenged as the roles and missions of 
the Army change to meet today's global 
confrontations. The dynamic world sit- 
uation can quickly degrade into con- 
flicts that will require rapid projection 
of our stateside-based contingency 
forces and will test the mettle of our air 
defense systems. The challenge, then, 
is to integrate FAAD weapon systems 
into a robust air defense network. 
FAAD C31, through automation, pro- 
vides this integration. 

What divisional air defense battle- 
field missions will the FAAD C31 sys- 
tem perform? The C ~ I  system must pro- 
vide targeting information to alert and 
cue weapon systems, automatically in- 
tegrate FAAD elements and other 
forces, alert the force, reduce fratricide 
and facilitate execution of the battle by 
providing force protection from lodge- 
ment through decisive operations and 
redeployment. It is a key ingredient to 
decisive victory - win quickly with 
minimum casualties. 

Today, divisional air defense still re- 
lies on the manual short-range air de- 
fense control system. The defense plan- 
ning process begins with a mission and 
a thorough understanding of the com- 

M E  SENSOR THE WEAPON 
-iY. 

1990 
EYEBALL 

TECHNIQUE 
/ 

AM-VOICE 

I DIVISIOWCORPS ADA STILL USING 1940 s 
TEcHNoLoOl.. . R E v E N G Z I  

(METT-T) to support the concept of op- 
erations. Included in this process is the 
development of a "sensorn plan (scout 
employment, Figure 1). Scouts must be 
employed to observe the NAIs and 
TAIs; they are a limited asset 
constrained by "eyeball" technology. 

Scout teams use binoculars to search 
for aircraft, then transmit targeting in- 
formation over voice radios (a slow 
process!) to the air battle management 
operations center (ABMOC). It isthen 

FIGURE 2 

plotted and distributed to the fue units 
over early warning nets (a slower pro- 
cess). There are numerous shortfalls 
and limitations inherent in this manual 
process. Information passed across the 
voice nets is not timely, accurate or ade- 
quate. We're using the same method of 
c31 we used in 1945 (Figure 2)! 

The scout team's "eyeball" acquisi- 
tion limits what they can see, 
constrained as it is by range and visibil- 
ity (obscurants, weather and daylight). 
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As a result, battlefield situational 
awareness is only available for areas 
within the ADA scouts' field of view. 
Further, we can observe only a finite 
number of aerial NAIs and TAIs on 
only the most probable air avenues of 
approach. The small piece of the battle- 
field that the scouts observe (ME'IT-T 
dependent) assumes significant risks to 
the division's rear and exposed flanks 

on the non-linear battlefield. Coinci- 
dentally, the rapidly escalating prolifer- 
ation of unmanned aerial vehicles and 
remotely piloted vehicles further exac- 
erbates the air defense unit command- 
er's ability to detect, acquire and de- 
stroy these reconnaissance vehicles in 
critical counter-reconnaissance, intelli- 
gence, surveillance and target acquisi- 
tion (RISTA) operations. 

4 STRATEGICALLY DEPLOYABLE 

4 EARLY WARNING TO THE FORCE 

4 ALERTICUE THE WEAPON 

4 LINKAGE TO AWACS 

4 IDENTIFICATION 

ENABLES INTEGRATED USE OF AD ASSETS TO 
COUNTER LOW ALTITUDE THREAT 

1 FIGURE 3 1 

SUBSYSTEM CONFIGURATION 

I ABMOCIA2CZ 1 FAAD C3l SlCPS GENERAL CONFIGURATION 
ABMOCIAZCZ I 

I BAlTERY COMMAND POST 1 SENSOR C2 1 PLATOON I SECTION 1 COMMAND WST, 
GENERAL CONFIGURATION FIRE UNrr 

I0 KW DENERATOR 
(21 

I FIGURE 4 
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Finally, we have a finite number of 
air defense weapons on the battlefield 
today. Scouts are unable to provide 
even near-real-time alerting. Track re- 
ports are history by the time the manual 
process passes early warning to the fire 
unit. Thus, we are forced into point de- 
fenses of the highest priority assets that 
are most critical to the execution of the 
commander's intent. We continue to as- 
sume unnecessary risks elsewhere in 
the division's area of operation. On the 
non-linear battlefield, our exposed 
flanks remain uncovered. We cannot 
alert the force in a timely manner and 
we do not have the real-time situational 
awareness required to reduce fratricide. 

What is the challenge? Design a ro- 
bust, modular, automated command 
and control (c2) system for divisional 
air defense. It must be strategically de- 
ployabl and flexible to counter current 
and future threats. It must provide real- 
time situational awareness and identifi- 
cation throughout the division area of 
operation, pass targeting information to 
alert and cue the weapons platforms 
and alert the force, automate force op- 
erations and engagement operations, 
interface with other air defense units 
and possess growth potential to incor- 
porate future state-of-the-art technolo- 
gies (Figure 3). To meet this challenge, 
the U.S. Army initiated an aggressive 
development of a FAAD C ~ I  system. 
The first phase of this system will be 
fielded to the light and special division 
air defense battalions beginning this 
summer. 

The FAAD C ~ I  system consists of the 
light and special division interim sen- 
sor (LSDIS) and the automated C2 sub- 
systems that provide targeting and c2 
information and orders to Avenger and 
manportable Stinger weapon systems. 
Automated C ~ I  subsystems include re- 
motable common hardware and soft- 
ware processors, displays, specialized 
FAAD software and communications 
equipment, all of which aid in the ac- 
quisition, identification, processing 
and real-time distribution of c2 and air 
track data. FAAD C ~ I  consists of the 
following (see Figure 4): ABMOC, 
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Army Airspace Command and Control 
( A ~ c ~ )  node, Sensor Command and 
Control (Sensor c2)  node, Battery 
Command Post (CP), Platoon Com- 
mand Post (computer), Section Com- 
mand Post (computer) and Fire Unit 
(computer). 

The ABMOC is the centerpiece of 
the C ~ I  system. Housed in a Standard- 
ized Integrated Command Post System 
shelter mounted on a heavy HMMWV, 
it is the primary interface for receipt 
and processing of external air tracks 
from airborne warning and control sys- 
tems (AWACS) (via joint tactical in- 
formation distribution system [JTIDS] 
radios). These AWACS tracks are pro- 
cessed, filtered and viewed on a 400- by 
400-kilometer high resolution situation 
display. Additionally, air defense c2 in- 
formation and orders are monitored and 
displayed to the operator. This engage- 
ment operation information is broad- 
cast to the Sensor c2 subsystems via 
digital data radios, all transparent to the 
operator. The ABMOC's force opera- 
tions functions also include an interface 
with other battlefield functional areas 
via mobile subscriber equipment and 
defense planner software that will en- 
able S-3s to plan and analyze the effec- 
tiveness of air defense coverage. 

The A ~ C ~  node, located at the divi- 
sional tactical operations center, moni- 
tors the same divisional air picture as 
the ABMOC (via JTIDS radios) and 
disseminates engagement operations 
information and orders. The A ~ C ~  is the 
identification authority for the FAAD 
C ~ I  system, and manages battlefield 
control measures by establishing and 
disseminating airspace restrictions and 
battlefield geometries to the subordi- 
nate units. The A ~ C ~  shelter is config- 
ured like the ABMOC. Its redundancy 
provides for continuity of operations 
when the ABMOC is moving or nonop- 
erational. 

The Sensor c2 element receives ex- 
ternal tracks and engagement opera- 
tions information from the ABMOCI 
A ~ C ~  via digital data radios. These 
external tracks are processed, filtered 
and correlated with local sensor tracks, 

then broadcast to elements in the sen- 
sor's area of interest (i.e., battery CP, 
platoon CP, section platoon, fire units 
and combined arms). 

The battery, platoon and section CPs 
receive digital data from their local 
Sensor c2 node and battle management 
messages. These command posts will 
process, filter and display the air situa- 
tion to their operators. The battery CP 
situation display (100 by 100 kilome- 
ters) will assist in the deployment of the 
subordinate platoons and providing sit- 
uational awareness to supported bri- 
gades. The platoon CP situation display 
(up to 80 by 80 kilometers) will assist 
the platoon leader in the deployment of 
the manportable air defense system 
sections and Avenger fire units and is 
the source of early warning to the com- 
bined arms task force. The section CP 
display is a simplified handheld termi- 
nal unit with a situation display (up to 
80 by 80 kilometers) and assists the sec- 
tion leader in the deployment of rnan- 
portable air defense system teams. 

The fire units receive, process and 
filter engagement information from the 
Sensor c2 node via digital data radios 
and display engagement priorities, tar- 
get identification and weapons control 
orders on a simplified handheld termi- 

nal unit. Weapons effectiveness is max- 
imized by enabling gunners to engage 
targets at the full range of the system's 
capability. 

Now, with C ~ I ,  real-time alerting and 
cueing is provided and integrated into 
divisional air defense planning. With 
the initial version (LSDIS and single 
channel ground and airborne radio sys- 
tem [SINCGARS] data distribution), 
engagement information is updated ev- 
ery six seconds. The objective FAAD 
c31 (Ground-Based Sensor and im- 
proved data distribution) will provide 
two-second engagement information 
updates, thus making FAAD a real- 
time system. 

To accomplish this transition, ADA 
is developing, testing and fielding 
FAAD C ~ I  in a structured block design 
approach. This allows for incremental 
development and improvement based 
on lessons learned; user inputs; emerg- 
ing tactics, techniques and procedures; 
threat; hardware and software improve- 
ments; sensors; communications; 
weapons platforms (integrated weapon 
displays and identification technolo- 
gies); and improved battlefield au- 
tomation interfaces. 

Block I (Figure 5) is the current ver- 
sion we will field to the light and spe- 

BLOCK I 
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interfacing cia1 divisions beginning this summer. 
The Block I system (Version 3 soft- 
ware) incorporates initial engagement 
operations, partial air battle manage- 
ment, initial simulation and training, 
and initial defense planning. The AB- 
MOC subsystem receives AWACS 
track data via JTIDS radios and broad- 
casts via SINCGARS radios to the Sen- 
sor c2 subsystems. The Sensor c2 cor- 
relates the external AWACS air picture 
with its local two dimensional LSDIS 
radar (20-kilometer range) and broad- 
casts engagement operations (six- 

mensional GBS (as well as maintaining 
an interface capability with the 
LSDIS). The improved data commu- 
nications (speed and throughput), and 
automated interface with the global 
positioning system will provide duplex 
data communication and uptell of sub- 
ordinate system air battle management 
information. This, along with external 
tracks from AWACS and high- to me- 
dium-altitude air defense, will provide 
a complete situational air picture of the 
division's area of interest down to the 
fire units (two-second updates), thus 
greatly enhancing the effectiveness of 
the FAAD weapons systems. 

Block 111 (Version 5 software, Figure 
7) is the objective system, and is cur- 
rently planned for fielding in FY97. It 
will support the networking of the sen- 
sors across the battlefield. Block 111 
will finalize full automation of force 
and engagement operations and pro- 
vide a fully automated interface with 
the other battlefield functional areas 
through the Army Tactical c2 System. 

So, how will you fight with all this 
state-of-the-art gizmo stuff? Will it 
change the way we employ FAAD sys- 
tems? I submit that FAAD c31 will 
change the way we plan, employ and 
fight our limited divisional air defense 
assets. We will still do our planning 
processes (mission, commander's in- 
tent, METI'-T, air intelligence prepara- 
tion of the battlefield, identification of 
air avenues of approach, NAIs, TAIs, 
etc.), but with the defense planner it 
will be faster and more thorough. It will 
enable the battalion S-3 to review sen- 
sor and weapons coverage on digitized 
terrain and run scenarios against the de- 
fense to test its effectiveness. The S-3 
can quickly adjust the plan to maximize 
coverage and engagement. 

External air tracks from AWACS and 
high- to medium-altitude air defense 
will be correlated with internal netted 
sensor data to provide a fully integrated 
air picture of the division's area of in- 
terest. Real-time alerting and cueing 
will maximize the capabilities of our 
weapon systems. Situational awareness 

second updates) via simplex SINC- 
GARS digital data nets to subordinates 
in its area of interest. SINCGARS re- 
transmission teams can extend the 
range from the ABMOC to the Sensor 
c2 elements. Ranges from the Sensor 
c2 to the fire units can be extended by 
configuring the platoon CPs, section 
CPs or fire units as relays. 

Block I1 (Figure 6), for the heavy di- 
vision, is projected to be fielded in 
FY95. The Block I1 system (Version 4 
software) will improve force and en- 
gagement operations and add the capa- 
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