Overview:


The SYSAD needs to convey the BCD’s communications requirements to the Air Force A-6.  These communications requirements are different from 90% of the systems throughout the AOC – particularly our need to communicate with agencies outside of the AOC.  This requirement is particularly a security concern to the A-6 as the AOC is a large target for information warfare.  Early coordination and understanding of the BCD’s requirements helps to reduce this concern and allows the system administrators to accommodate the needs of the BCD.  Prior coordination and allowing the network technicians adequate time to construct the network is the best way to assist in this effort.


The BCD’s requirement to communicate with the ARFOR cannot be trivialized.  The BCD is the information conduit between the CFLCC and the JFACC.  This information is passed primarily through the secure wide area network and secondarily  through the secure telephones.  The table below summarizes the information requirements.

	INFORMATION
	MEDIUM
	BCD APPLICATION

	 Friendly Land Forces 
	COP, AFATDS
	AFATDS, C2PC, GCCS-A

	Enemy Land Forces
	COP, ASAS, AFATDS
	ASAS, C2PC, GCCS-A

	Air Picture
	SAA, ADSI
	C2PC, GCCS-A, AMDWS

	TBM Alerts, Tracks
	ADSI, TDDS (TRAP)
	AMDWS, C2PC

	Situation Reports
	SIPRWeb, Email
	Windows NT, Browser, Email

	Operations Orders
	SIPRWeb, Email
	Windows NT, Browser, Email

	Collaborative Tool
	AOC LAN
	IWS, MS Netmeeting

	ATACMS Fire Missions
	SIPR WAN
	AFATDS, Fire Support Client

	Air Support Requests
	SIPR WAN
	AFATDS, ADOCS

	Air Space Control Measures
	SIPR WAN
	AFATDS, ADOCS, GCCS-A

	ATO, ACO
	SIPR WAN
	AFATDS, ADOCS, AMDWS, GCCS-A


Most of the connectivity issues can be resolved within the BCD once the network is planned.   In order configure all of the BCD systems, the following information must be provided by the Air Force Network Administrators.

	DESCRIPTION
	INFORMATION
	

	AOC DEFAULT ROUTER
	IP ADDRESS
	___.___.___.___

	SUBNET ROUTERS (PLANS, OPS, TBMCS, NT, etc.)
	IP ADDRESS
	___.___.___.___

	VPN FIREWALL
	IP ADDRESS
	___.___.___.___

	PROXY SERVER (SIPR WEB)
	IP ADDRESS
	___.___.___.___

	PROXY SERVER (AOC FIREWALL)
	IP ADDRESS
	___.___.___.___

	MAIL SERVER
	IP ADDRESS
	___.___.___.___

	IRIS (IF DIFFERENT FROM MAIL SERVER)
	IP ADDRESS
	___.___.___.___

	AF WEB HOST
	IP ADDRESS
	___.___.___.___

	NT WINS PRIMARY SERVER
	IP ADDRESS
	___.___.___.___

	NT WINS SECONDARY SERVER
	IP ADDRESS
	___.___.___.___

	NT SUBNET MASK
	MASK ADDRESS
	___.___.___.___

	COP FEED (SAA)
	IP ADDRESS
	___.___.___.___

	AF DOMAIN NAME SERVER (PRIMARY)
	IP ADDRESS
	___.___.___.___

	AF DOMAIN NAME SERVER (ALT)
	IP ADDRESS
	___.___.___.___

	NT DOMAIN SERVER
	DOMAIN NAME
	 

	DNS DOMAIN NAME
	Fully qualified Domain Name for Mail
	 

	IP's ASSIGNED TO BCD SYSTEMS
	See SYSAD worksheet (19  min)
	

	KY-68 #s assigned to BCD Positions
	6 ea KY-68 numbers
	

	STU #s assigned to BCD Positions
	2 ea STU-3
	

	email addresses for NT workstations
	4 NT ; 7 SMTP usernames
	

	NT logons
	4-6 usernames
	


Additionally, in order to establish communications with the appropriate agencies, the following information is needed from the ARFOR network administrators:

	DESCRIPTION
	INFORMATION
	 

	ARFOR GATEWAY
	IP ADDRESS
	___.___.___.___

	ACE SITUATION ASAS
	IP ADDRESS
	___.___.___.___

	ACE TARGETING ASAS
	IP ADDRESS
	___.___.___.___

	FSE TARGETING AFATDS
	IP ADDRESS
	___.___.___.___

	FSE OPERATIONS AFATDS
	IP ADDRESS
	___.___.___.___

	DOCC TARGETING AFATDS
	IP ADDRESS
	___.___.___.___

	DOCC OPERATIONS AFATDS
	IP ADDRESS
	___.___.___.___

	DOCC GCCS-A
	IP ADDRESS
	___.___.___.___

	DOCC AMDWS (CADE)
	IP ADDRESS
	___.___.___.___

	32AAMDC AMDWS
	IP ADDRESS
	___.___.___.___

	C2PC FTP SERVER (w/ username / password)
	IP ADDRESS
	___.___.___.___

	DOCC AIRSPACE AFATDS
	IP ADDRESS
	___.___.___.___

	DOCC AIRSPACE TAIS
	IP ADDRESS
	___.___.___.___

	ARFOR WEB PAGE (S)
	DOMAIN NAME
	 


The following ARFOR contact information is useful to facilitate coordination:

	DESCRIPTION
	INFORMATION
	Email address
	Name
	Phone

	ACE targeter
	STU / KY phone # /email address /name
	 
	 
	 

	ACE situation
	STU / KY phone # /email address /name
	 
	 
	 

	ACE collection
	STU / KY phone # /email address /name
	 
	 
	 

	ACE battle captain
	STU / KY phone # /email address /name
	 
	 
	 

	DOCC Chief
	STU / KY phone # /email address /name
	 
	 
	 

	DOCC Ops
	STU / KY phone # /email address /name
	 
	 
	 

	DOCC Plans
	STU / KY phone # /email address /name
	 
	 
	 

	FSE Battle Captain
	STU / KY phone # /email address /name
	 
	 
	 

	FSE AFATDS Operator
	STU / KY phone # /email address /name
	 
	 
	 

	FSE NCOIC
	STU / KY phone # /email address /name
	 
	 
	 

	FSE Chief
	STU / KY phone # /email address /name
	 
	 
	 

	ARFOR G-3 OPS
	STU / KY phone # /email address /name
	 
	 
	 

	ARFOR G-3 PLANS
	STU / KY phone # /email address /name
	 
	 
	 

	ARFOR G-3 AIR
	STU / KY phone # /email address /name
	 
	 
	 

	ARFOR ADA
	STU / KY phone # /email address /name
	 
	 
	 

	ARFOR G4
	STU / KY phone # /email address /name
	 
	 
	 

	ARFOR AIRLIFT
	STU / KY phone # /email address /name
	 
	 
	 

	ARFOR A2C2
	STU / KY phone # /email address /name
	 
	 
	 


The Following AOC contact information is useful to facilitate coordination:

	DESCRIPTION
	INFORMATION
	Email address
	Name
	Phone

	Chief CBT OPS
	STU / KY phone # /email address /name
	 
	 
	 

	CAS
	STU / KY phone # /email address /name
	 
	 
	 

	AI
	STU / KY phone # /email address /name
	 
	 
	 

	AIRSPACE
	STU / KY phone # /email address /name
	 
	 
	 

	AIRLIFT
	STU / KY phone # /email address /name
	 
	 
	 

	SODO
	STU / KY phone # /email address /name
	 
	 
	 

	STRAT Chief
	STU / KY phone # /email address /name
	 
	 
	 

	GAAT Chief
	STU / KY phone # /email address /name
	 
	 
	 

	MAAP Chief
	STU / KY phone # /email address /name
	 
	 
	 

	Combat Assesment
	STU / KY phone # /email address /name
	 
	 
	 

	32 AAMDC
	STU / KY phone # /email address /name
	 
	 
	 

	AMC
	STU / KY phone # /email address /name
	 
	 
	 

	CFACC reports
	STU / KY phone # /email address /name
	 
	 
	 


Air Force Network and IM Architects will need information about the BCD ABCS systems as they plan the AOC network.  Particularly, they need information to provide secure connectivity to outside agencies.   If the AOC is operating a Virtual Protected Network, the software application information provided in the application section is particularly helpful.

Each AOC designs its network according to many factors – in addition to the needs of the BCD and is unique with every exercise or operation.  The following factors influence the information that must be coordinated:

· Isolation of TBMCS from SIPRnet

· Isolation of NT Domain from SIPRnet

· Isolation of TBMCS from NT domain

· Use of  VPN within AOC

Considerations for information flow within TBMCS:

· AFATDS systems MUST be able to send/receive SMTP messages to IRIS

· ASAS systems SHOULD be able to send/receive SMTP messages to IRIS

Considerations for information flow within AOC / SAA:

· AMDWS MUST be able to receive ADSI / TDDS feed

· ASAS MUST be able to feed enemy ground data to SAA

· GCCS-A MUST be able to feed ground COP picture to SAA

· GCCS-A /C2PC  MUST be able to receive ground COP feed (enemy and friendly)

· NT workstations MUST be able to share files / printers

· NT workstations MUST be able to send/receive email

Considerations for information flow outside of AOC:

· AFATDS MUST be able to send/receive SMTP message to/from ARFOR

· ASAS systems MUST be able to send/receive  FTP messages from ARFOR

· ASAS systems MUST be able to chat w/ ARFOR

· Ground Situation data MUST be available from ground COP

· NT workstations MUST be able to access ARFOR  webpages

· NT workstations MUST be able to send/receive email from prior listed agencies (as a minimum)

· NT workstations SHOULD be able to access SIPRnet webpages to collect planning data

· NT workstations SHOULD be able to send/receive email from all SIPRnet sources.

Simulation Considerations:

White cell AMDWS SHOULD be present and communicating with BCD AMDWS

White cell ASAS MUST be present and updating BCD ASAS and COP

White cell AFATDS MUST be present and updating Friendly Ground Sit and SHOULD update COP

Mid Point Planning Conference

Floor Layout

Mission Requirements

Floor Layout


Consider how much desk space will be available and where each of the workstations can be located.

First, Consider the following BCD functions as ‘information cells’:

Operations


Fire Support (AFATDS, TBMCS)


Air Space (AFATDS, TBMCS)


Intelligence (IRIS)


Air Defense (AMDWS)


Air Lift (TBMCS)

Additionally, the following information cells are implemented:


Ops Officer – (Laptop   w/  C2PC, Fire Support Client, Browser, Mail, File Sharing, MS Office, Printing, Collaborative Tool )


Intel Officer – (Laptop  w/ C2PC, Browser, Mail, File Sharing, MS Office, Printing, Collaborative Tool)


Commander – (Laptop w/ C2PC, Browser, Mail, File Sharing, MS Office, Printing, Collaborative Tool)


Plans Officer – (Laptop w/ C2PC, Browser, Mail, File Sharing, MS Office, Printing, Collaborative Tool)

Optimally, the BCD Operations Cell will have 4 laptops, 3 TBMCS terminals, and 5 ABCS workstations (including the BCD Commander).  The AMDWS, ADA laptop, and Airlift TBMCS may be located outside of the  BCD cell with the Defensive Air Operations cell and AMD respectively.

Optimally, the BCD Plans Cell will have 2 laptops, 1 TBMCS terminal, and 2 ABCS workstations.

Software Applications used in the BCD:

AFATDS

ASAS-RWS

GCCS-A

AMDWS

TBMCS 

ASAS Chat

ADOCS

C2PC

Fire Support Client

Mail

File Sharing (Explorer)

MS Office

Printing (Microsoft NT Network Printing)

Collaborative Tool

Fire Support Client Server

Web Browser

Telephone Connectivity

Mail:


Microsoft Outlook is more capable and will support different profiles.  Its capability to open under different profiles will allow different users to access their mail from a single NT login name.  Outlook will support SMTP as well as Microsoft Exchange.  However, this can become confusing to the user.


Microsoft Outlook Express is simpler for the end user but comes at the sacrifice of only supporting a single mail account.  Also, Microsoft Outlook express does not support Microsoft Exchange.  


As a matter of practicality, timely receipt and dissemination of information, and to reduce confusion with Army agencies, request 4 email accounts for the informational functional areas of the BCD:   Commander, Operations, Intelligence, and Future Plans.  These should be available on the NT laptops.

The Air Force Network typically is setup with separate mail servers for the TBMCS subnet and the NT subnet.


If the TBMCS subnet is isolated from the NT subnet, e-mail between the subnets probably will not be supported at all.  In this case, ensure that the ABCS systems are added to the TBMCS mail server username list, they have access to IRIS, and can send and receive mail from the ARFOR.


If the TBMCS and NT network mail is being supported from the same server, NT laptops may very well be able to send and receive email from the ABCS systems.  This will only occur via SMTP.

 ABCS Systems   usernames       -  added to send mail mailserver

 BCDAFO
 BCDAFP

 BCDAFA

 BCDGCO
 BCDADA

 BCDASO

 BCDASP

 LAPTOP usernames added to mailserver

 BCDCDR

 BCDOPS

 BCDPLANS

 BCDINTEL

Discussion:


All ABCS systems are standalone SMTP servers.   While in the AOC, they operate in a client mode only and their addition to the IRIS send mail is the same as TBMCS mail accounts.


ABCS system usernames are VERY difficult to change and require contractor support or a familiarity with UNIX and the particular system file structure.


ABCS systems do not support MS Exchange.


AFATDS uses SMTP to communicate w/ TBMCS (via IRIS) and other AFATDS systems (both within the AOC and back to ARFOR).


ASAS-RWS receives and sends operational data via direct communications as well as using SMTP.


All laptops in the BCD are loaded with MS Outlook which will support both MS Exchange format and SMTP (POP).


Email usernames that reflect the duty position of the primary operator (BCDOPS) serve several functions:   

1) they allow outside army agencies (DOCC, ACE, etc.) to deductively identify the correct recipient of their message.

2) They allow the functional area of the BCD to receive and pass information.  Usernames that use the actual name of the position holder is inconsistent with Army convention; slows down message composition at the DOCC and ACE by having to translate from standard naming convention; may confuse the ARFOR recipient; or worse, may delay action on a message due to login inconsistency.

3) The BCD operates as a functional team.  Any member of the BCD may be required to receive and act on a message.   For example, if the Operations officer is in a meeting, the Operations NCO, Airspace NCO, or any other member is responsible to receive and act accordingly.

4) Neither Air Force security regulations nor system limitations require actual names to be used for the email username.  Local Air Force security policy may require ‘by-name’ log-in to the network which is acceptable for NT machines; it is not practical for ABCS systems.

C2PC


C2PC is a NT based application that provides a common operational picture (COP).  C2PC has 2 different sub-applications:  client and gateway.


The C2PC gateway is the conduit between all the clients and the COP server (usually SAA).  There is only one C2PC gateway in the AOC.  This gateway points to the COP server using port 2701 and then feeds the clients using port 2.  Air Force system administrators need to establish the link between the COP server and C2PC Gateway (just as a link between GCCS-A and the COP must be allowed).


C2PC client is a useful tool in the BCD OPS cell.   The program is simple to use and provides valuable real-time ground and air track data.  When the COP server is properly fed with TBM track information, C2PC client will provide TBM launch alerts.  Unfortunately, C2PC displays multiple TBM tracks on the same inbound missile just as AMDWS and TBMCS does.


Only the C2PC Gateway program can manipulate ground track data.  C2PC Client will allow the user to view data only.


Colored Maps are available as an underlay.  They are stored locally on the PC and must be set up.


Overlays can be transmitted via FTP on port 220 between C2PC nodes.  These overlays can also be sent as individual files via email.

