Please post the following notice in local publications:

DOCUMENTATION FOR NEW POINT OF ENTRY (POE) MODULE
Effective 22 August 2001, the new Point of Entry (POE) module will be placed into production.  It is anticipated that the new design will make it easier for employees to create their Point of Entry (POE) account, thus reducing the number of calls that ABC-C and the SWCPOC Help Desk currently receive regarding POE account creation. 

The module has been thoroughly tested.  The email notification of successful or unsuccessful attempts to change a password is not available yet.  The contractor is working on it.  When it is available, we will notify all.  The following advisory will be placed on the EBIS home page, Wednesday, 22 August, 2001.  

WEB ADVISORY:

“Please be advised that a new log-on procedure has been implemented to allow access to the EBIS application.  

If you are a new user, you will need to create a Point of Entry (POE) account.  Please ensure you are entering the correct information to identify yourself as a user of this application.  Additionally, please follow the guidance provided in creating your password.  Your password must contain 8-10 characters, cannot match any portion of your SSN, and must contain at least 3 of the following 4 characters: an upper or a lower case letter, or a number, or a special character.  Please review the examples that are provided.

If you are an existing user, your SSN will replace the “USER-ID” field.  The password previously created is valid.  

The feature to receive email notifications is not yet available when a successful or unsuccessful attempt in a password change has occurred.

If you have problems creating your POE, please contact an ABC-C counselor at 1-877-276-9287 or call the SWCPOC Help Desk at DSN 856-2000 or commercial 1-785-239-2000 during normal business hours for assistance.”

NEW POE MODULE:

CHANGES

(1) New screen designs have been created to provide examples of password combinations.  See screen shots below.

(2) Eliminated the need to create a “USER-ID”.  You will enter your SSN as the USER-ID.

(3) SSN is masked.  (The SSN does not appear on the screen - as it is typed, asterisks are seen vice numbers.)

(4) If you forget your password, you can re-establish a new one.

(5) You can choose to be notified of successful or unsuccessful attempts of a change to a password.

POE FUNCTIONALITY REMAINS THE SAME:

(1) An eight-day waiting period between password changes is still in effect.  (Compliance with DoD security measures.)

(2) Expired passwords.  You will receive a warning notice if your password has expired.  You must reestablish your password.  You cannot use the same password within a 6-month period.

(3) Soon to expire.  If you have a passwords between 80 to 89 days old you will receive a warning notice that you password must be changed every 90-days.  You will be able to select, “Change password”.

NEW SCREEN SHOTS:
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=

Password

Continue

New Users/Forgot Password

If you are a niew user or have forgotten your password, you will need a copy of your most recent
Leave and Earnings Statement (LES) o Notification of Personmel Action (SF-50) to continue., Click

appropriate button when you are ready,
et Password Exit
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SCREEN Number 1
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Create or Reestablish Password

Using your most recent Leave and Eamings Staterment (LES) or Notfication of
Personnel Action (SF-50), enter the below information which is required to allow
You to enter our secure web sit, access your personal information and conduct

business transactions over the web, All information is transmitted through secure

means (Secure Sockets Layer),

ou should only use this screen to establish a new password or reestablish &

password,

Social Security Nurber

Service Computation Date for Leave
Date of Birth:

Civilian Pay Plan;

Grade:

Step

Email Address

(o dashes or spaces)

1 (MM-DD-YYYY)

1 (MM-DD-YYYY)
(Example: GS, WG, WS)
(Example: 03, 05, 11, 13)

(Example: 01, 03, 08, 10)

I~ Click here if you want to be natified by email of successful /nsuccessful
attermpts to recreats o change your password,
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Create Password

Instructions: Your password must contain 8 - 10 characters,
cannat match any portion of your SSN farward or backwards,
cannat be the sarme password used within the past 6 password
changes or the past & months, and must contain at least 3 of the
following 4 character types

Uppercase letters (4, B, C,...2)
Lowercase etters (3, b, C,..2)

Nurmerals (@, 1, 2,...9)

Speial Characters: (exclamation point (1), at sign (@), nurber
sign (#), etc.)

DO NOT USE apostrophes (), cormmas (), pipes (1), or periods()

Examples of Valid Passwords:
Dol112264,Octoberd (uppercase/lowercase umeric)
090971Tm (rumeric/uppercase/owercase)
2dnoM@3D (lowercase/uppercase special character)
02597Hd (nurmeric/uppercase lowercase)
Iuavears! (Uppercase/lowercase/special characters)

New Password:

Resnter New Password o Verify:

Continue Exit
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To Change Your Password Click the Button Below
Change Password
POE Main Menu
Select an application:
Application
EpIsL
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SCREEN Number 2

SCREEN Number 3












SCREEN Number 4























SCREEN Number 5


Select continue. Go to screen Number 2.





The same password that was previously created is used.





New users or if the employee fails to remember their password, select “SET PASSWORD”.  Go to screen number. 3.








Password must contain 8-10 characters.  Must include at least 3 of the following combinations, Upper or lower case letters, a number or special character.





Select “Continue.” Go to screen number 5.





If successful in creating a password, this screen is displayed.  Then click on Army EBIS to proceed.





Verification process unchanged, proof of identity required.





Provide valid email address and mark box to receive an email of successful or unsuccessful attempts to create a password.





Select “Continue”.  Go to screen number 4.








