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Adm ni stration
STAFF ASSI STANCE GUI DE

1. PURPCSE. This panphlet provides commanders, directorates and
staff a conpilation of checklists for use during inspections and
staff assistance visits.

2. REFERENCES. Each checklist lists references in paragraph
one. For nost current publications, check DA Pam 25-30 or cal
instal |l ati on proponent.

3. SCOPE. This panphlet applies to units, installation staff,
and activities under the conmmand or supervision of Cdr, USAFACFS.

4. GENERAL.

a. The checklists are intended to help inprove conbat
readi ness by showi ng commanders the peaceti nme sustai nnent tasks
they should nonitor. The checklists are references, not
directives. They do not replace or supplenment existing
regul ati ons. \Where conflict exists between checklists in this
docunent and regul ations or other directives, consult your
commander or the appropriate installation staff proponent
i ndi cated on the checklists. The different checklists are
i ndi cated in appendi x A

b. This panphlet does not tell commanders what to inspect
during command inspections. Comanders may use it to hel p decide
what areas to inspect. Qher factors commanders shoul d use
include priorities, results of previous inspections, and requests
fromthe inspected unit.

5. RESPONSI BI LI Tl ES.
a. Conmmanders.

(1) Use the checklists in this panphlet as gui des when doi ng
command and staff inspections.

*Super sedes USAFACFS Pam 1-1, 8 July 1992, Staff Assistance Cuide
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(2) Gve feedback on conflicts or suggestions for inprovenent
to the installation proponent as indicated on each checklist.

b. Installation directorates, special staff, and other
checkl i st proponents wll--

(1) Resol ve discrepanci es between inspection checklists and
gui dance from other directives or regul ations.

(2) Use checklists as guides during staff assistance visits
to teach, train, and assist.

(3) Keep checklist data current.

(4) Merge Internal Control Checklists where appropriate.

(5 Provide the Inspector General (1G wth checkli st
updat es as changes occur. At a mninum review your checklists
annual |y and submt either change or negative change reports on
the anniversary date of this panphlet to the I1G

c. IGwll--

(1) Sem annually, solicit recommended changes from staff
proponents.

(2) Collect and act as focal point for recommended changes
to the checklists. Update checklists when notified of changes.

(3) Publish this panphlet on an as-needed basis w th updated
checkl i sts.
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APPENDI X A

ADM NI STRATI ON
STAFF ASSI STANCE GUI DE

PROPONENT TOPI C PAGE
AG Awar ds 5
AG AWOL/ DFR 6
AG FLAGS 8
AG In & Qut processing 9
AG Leave Control 10
AG Meal Card Control 11
AG NCOERs 12
AG Pronoti on & Advancenents 13
AG Reassi gnnent 15
AG S| DPERS 16
AG Unit Manni ng Report 18
AG Wi ght Control 19
Chapl ai n Rel i gi ous Support 21
Command Retention Reenl i st nent 29
DEQ Environnental Affects of Arny 30
Acti ons
DEQ Envi ronnental Protection & 31
Enhancenent
DVPO Basi ¢ Al |l owance Subsi stence 32
( BAS)
DVPO Fi nanci al Servi ces 33
DVPO In & Qut processing 35
DMPO Leave 37
DVPO Unit Commander Financial Report 39
DVPO Unit Transmttal Letters 41
DOC Solicitation, Evaluation, Award 42
DA M | nf or mati on Managenent 43
Qper ati ons
DA M Recor ds Managenent 45
DO M Publ i cati ons 47
DOL Supply Operations 49
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PROPONENT TOPI C PACE
DPS Access/ Restricted Area Contr ol 50
DPS Adm ni stration 52
DPS Aircraft & Aircraft Conponents 54
DPS Al ar m Managenent 56
DPS Arnms, Ammunition & Expl osive 58
St or age
DPS Crinme Prevention 64
DPS Dining Facilities & Subsistence 67
I tens
DPS Key/ Lock/ Saf e/ Seal Contr ol 69
DPS Mai nf rame Conputer Facilities 72
DPS Medi cal Supplies & Equi pnent 74
DPS Mot or Pool, Vehicle, & Related 76
Equi pnent
DPS Suppl i es, Equi pnrent & Materi al 79
DPTM Forei gn Discl osure 81
DPTM I ndustrial Security 83
DPTM I nformati on Security 91
DPTM OPSEC 96
DPTM Per sonnel Security 97
DPTM SAEDA 100
DPTM Techni cal Security 102
DPTM Terrorism Counteraction Program |106
DRM Banki ng Services 107
DRM Budget Execution 108
DRM Managenment Control s 109
DRM Purchase Card Program 110
DRM Tenporary Duty travel (TDY) 111
EO Leader Invol venent, Training, & 112
Assessnent s
EO Staffing, Conplaint Processing, 114
& Affirmative Action
| G Intelligence Oversight 116
I G Post/ Corp Level Intelligence 117
Over si ght
VEDDAC Preventive Medicine 119
SJA Legal NCO 120
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Pr oponent / Phone No:

Adj ut ant Ceneral / 2- 3007

Functional Area:

Adm ni strati on & Personnel

Progranf Activity Topic:

Awar ds

Dat e of Revi sion:

10 Sept enber 1999

Managenent Control Checkli st [] YES [] NO X NA
Appl i ed:
Unit | nspected: Dat e | nspect ed:

| nspector's Nane: Phone No:

1. Ref er ences.

a. AR 600-8-22, 22 Feb 95, MIlitary Awards.

b. AR 600-8-105, 28 Cct 94, Mlitary O ders.

2. Discussion.

awards at unit |evel.

This section provides informati on on processing

3. Questions.

YES

NO

a. Are the follow ng publications on hand?

AR 600- 8- 22

AR 600- 8- 105

b. Does the BNS1 have a continuity book or SOP
with the appropriate messages and policy letters?

c. Does the battalion have a tool designed to
identify soldiers leaving to allow for tinely
subm ssion of awards? (i.e. a 90 day | oss
report/roster)

d. Are AAMs and ARCOMs submitted within the Bde
policy tineline?

e. Are MBMs forwarded to the AG Awards section
NLT 30 days prior to presentation date for
processi ng?

f. Are original DA Form 638 filed in nunerical
order in file nunber 600-8-105c?

g. Are copies of DA Forns 638 and certificates
filed in al phabetical order in file nunber 600- 8-
22b?

h. Are citations typed | AWAR 600-8-22, para 3-
20c?

i. Does the S1 have procedures to track awards
forwarded to brigade?

j. Are award reconmmendati ons checked agai nst
the AAA-095 report for eligibility?

k. Are eligible soldiers identified and
presented the Arny Good Conduct Medal Per AAA-199
report?

. Is the AAA-199 report properly annotated and
signed by the unit conmander?
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4.

REMARKS:
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Pr oponent / Phone No:

Adj ut ant Ceneral / 2- 3007

Functional Area:

Adm ni strati on & Personnel

Progranf Activity Topic:

AWOL/ DFR

Dat e of Revi sion: 10 Sept enber 1999

Managenent Control Checkli st
Appl i ed:

[T YES [] MO X MA

Unit | nspected: Dat e | nspect ed:

| nspector's Nane: Phone No:

1. Ref er ences.

a. AR 630-10, 10 Jun 92, Absence Wthout Leave, Desertion,
and Adnmi nistration of Personnel Involved in Cvilian Court
Pr oceedi ngs.

b. DA PAM 600-8, 25 Feb 86, Managenent and Admi nistrative
Pr ocedur es.

c. AR 600-8-1, 1 Mar 89, Casualty Operations.

d. AR 190-30, 1 Jun 78, Mlitary Police Investigations.

e. AR 700-84, 15 May 83, Issue and Sal e of Personal
Cl ot hi ng.

f. AR 190-9, 24 Jun 92, Absentee Deserter Apprehension
Program and Surrender of Mlitary Personnel to Gvilian.

2. Discussion. This section provides basic information on the
processi ng of
AWOL and DFR packets.

3. Questions. YES NO

a. Are the follow ng publications on hand?

AR 630-10

DA Pam 600- 8

AR 600-8-1

AR 190- 30

AR 700- 84

AR 190-9

b. Is there a copy of the DFR packet and is it
| AWt he prescribed regul ati ons?

c. Are duty status changes submtted on DA
Forms 4187? Conpleted within 24 hrs of changes, and
t he appropriate SIDPERS transactions submtted to
PAB?

d. Are DA Forns 4187 submtted to fi nance on
UTL within 72 hrs?

e. Are soldiers DFR d at 0001 on the 31st day
of AWOL?
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YES

f. Does the conpl eted packet consist of the
followng? (S1 will keep a copy) (NOTE: Conplete
a-d below correctly and forward to the Records
Section for processing within 48 hrs of the
sol dier’s DFR date)

Original DD Form 458 (Charge Sheet)

Original DD Form 4384 (Cdr Rpt of
| nqui ry/ Unaut hori zed Absence)

Original DA Form 4187 (AWOL/ DFR) ?

Original DD Form 553 (Deserter/ Absent ee
Want ed by the Arnmed Forces

Copy of DD Form 137 (Installation C earance
Recor d)

Copy of DA Form 268 (FLAG

Copy of Notification Letter for the next of
ki n (AWOL/ DFR)

Copy of Inventories of d othing and
M Ilitary/ Personal Property

Menor andum from S2 revoki ng security
cl earance

g. Conpleted S1 packet forward to AGwithin 72
hrs after effective date of DFR?

4. REMARKS:
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Pr oponent / Phone No:

Adj ut ant Ceneral / 2- 3007

Progranm Activity Topic:

Adm ni strati on & Personnel

Functi onal Area:

Suspensi on of Favorable
Per sonnel Actions

Dat e of Revi si on:

10 Septenber 1999

Managenment Control Checkli st
Appl i ed:

[1] YES [] NO X NA

Unit | nspected:

Dat e | nspect ed:

| nspector's Nane:

Phone No:

1. Reference. AR 600-8-2, 30 Cct 97, Suspension of Favorable

Personnel Actions (Fl ags).

2. Discussion. This section provides basic guidelines for
accurate and tinely subm ssion of flagging actions.

3. Questions.

YES NO

a. I s AR 600-8-2 on hand?

b. Does the Bn S1 have a continuity book with
the appropriate nessages and policy letters?

c. Are DA Forns 268 prepared i mediately after
a soldier's status changes fromfavorable to

unf avor abl e?

d. Are DA Forns 268 signed by the proper

authority?

e. Are original copies of the final DA Forns
268 mai ntai ned | AW AR 25-400- 2?

f. Is the S1 notifying S2 of FLAGs for adverse

acti ons?

g. |Is the AAA-095 annotated with del eti ons and
additions in witing until it

AAA- 0957

is updated on the new

h. Are personnel in the punishnent phase
identified wwth the code “HA” on the AAA-095?

i. Does the AAA-095 have any “AA’ codes ol der
then 60 days, if so, are they justified?

4. REMARKS:
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Pr oponent / Phone No:

Adj ut ant Ceneral / 2- 3007

Functional Area:

Adm ni strati on & Personnel

Progranf Activity Topic:

In and Qut Processing

Dat e of Revi sion:

10 Sept enber 1999

Managenent Control Checkli st [] YES [] NO X NA
Appl i ed:
Unit | nspected: Dat e | nspect ed:
| nspector's Nane: Phone No:
1. References.
a. AR 600-8-101, 12 Dec 89, Personnel Processing.
b. AR 25-400-2, 26 Feb 93, The Mddern Arny Recor dkeepi ng

Syst em ( MARKS) .

2. Discussion.

This section contains basic information on in
and out processing procedures at unit

| evel .

3. Questions. YES NO
a. Are the follow ng publications on hand?
AR 600-8-101
AR 25-400-2

b.

Are sponsors assigned to incom ng personnel
to assist with inprocessing at the unit

| evel ?

c. Are in and out processing checksheets
utilized?
d. Does the checksheet include a Fam |y Care

Plan I nquiry?

e. Are inprocessing sheets
upon conpl etion?

returned to the S1

f.
duty personnel
DA Form 6477?

on howto sign a

Are instruction published and available to

person in and out on

g. Are DA Forns 137 (Instal
Record) on file for al

sol di ers who have out
processed? (Maintain | AWAR 25-400-2)

|l ati on C earance

h.

| s there docunentation show ng that the
sol di er was considered for an award?

4. REMARKS:

10
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Proponent / Phone No: Adj ut ant Ceneral / 2- 3007
Functional Area: Adm ni stration & Personnel
Progranf Activity Topic: Leaves

Dat e of Revi sion: 10 Sept enber 1999
Managenent Control Checkli st [] YES [] NO X NA
Appl i ed:

Unit | nspected: Dat e | nspect ed:

| nspector's Nane: Phone No:

1. Reference. AR 600-8-10, 1 Jul 94, Leave and Passes.

2. Discussion. DA Fornms 31 (Request And Authority for Leave)
are used to record | eave taken by sol diers under the conmander's
annual | eave program

3. Questions. YES NO

a. Is AR 600-8-10, 1 Jul 94, on hand?

b. Does the BNS1 have a continuity book or SOP
with the appropriate messages and policy letters?

c. |Is the person who processes the | eave
different fromthe person who authenticate the
| eave?

d. Does the |eave clerk understand what is
consi dered as chargeabl e | eave?

e. Is the leave control |og properly nmaintained
for the current fiscal year?

f. Are |eaves recorded on the control |og and
does information on the |eave forns match the
control | o0g?

g. Upon receipt of the Unit Transm ttal Report
(UTR), has the | eave clerk updated the | eave control
| 0og?

h. Has the necessary action been taken to
reconcil e any discrepancies in the UTR?

i. Are void |leave forns annotated with a
diagonal line with the word "void" through the I|ine,
and the adjutant, personnel sergeant, or unit
commander’ s signature in block 17?

j. Has the commander established an Annua
Leave Progranf

k. Are requests for Advance Leave or Perm ssive
Tenporary Duty processed |AWtable 4-3 and 5-6?

|. Leaves forns are filed in nunerical sequence
and | AW AR 25-400- 2?

11
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4.

REMARKS:

12
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Proponent / Phone No: Adj ut ant Ceneral / 2- 3007
Functional Area: Adm ni stration & Personnel
Progranf Activity Topic: Meal Card Contr ol

Dat e of Revi sion: 10 Sept enber 1999
Managenent Control Checkli st [] YES [] NO X NA
Appl i ed:

Unit | nspected: Dat e | nspect ed:

| nspector's Nane: Phone No:

1. Reference. AR 600-38, 11 Mar 88, The Meal Card Managenent
System

2. Discussion. Meal Card Managenent is a tool used by
commanders to ensure neal cards are properly accounted for and
control | ed.

3. Questions. YES NO

a. | s AR 600-38 on hand?

b. Does the Bn S1 have a continuity book or SOP
with the appropriate nessages and policy letters?

c. Are Meal Cards lam nated after recipient's
sign their card?

d. Are blank cards signed by the Meal Card
Control Oficer (MCCO for issue by the Meal Card
Controller (MCC) During the absence of the MCCO?

e. Are neal cards issued for use in the field
annotated “FLD’ and signed by the MCCO?

f. Does the Active Meal Card Control Binder
contain the current and | ast MCCO (SFC or SSG
filling in a SFC position or higher) and MCC
appoi nt nent orders?

g. |Is DA Form4809-R fil ed al phabetically by
the soldier’s last nane for neal cards issued on a
per manent basis and nunerically for nmeal cards
i ssued on a tenporary basis?

h. Are closed out DA Forns 4809-R filed
nunerically by neal card nunber in the Inactive Mal
Card Control Binder?

i. Is the MCCO personally supervising the
destruction of cards and naking appropriate entries
on DA Forns 4809-R?

j. Are DA Forns 4187 prepared for recoupnent
within 3 days after field duty and forwarded to
fi nance?

k. Does the battalion have at | ease one or nore
MCC appointed in witing?

13
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4.

REMARKS:

14
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Proponent / Phone No: Adj ut ant Ceneral / 2- 3007

Functional Area: Adm ni stration & Personnel

Progranf Activity Topic: Noncomm ssi oned O ficer
Eval uati on Reports (NCOER)

Dat e of Revi sion: 10 Septenber 1999

Managenent Control Checkli st [] YES [] NO [X NA

Appl i ed:

Unit | nspected: Dat e | nspect ed:

| nspector's Nane: Phone No:

1. Reference. AR 623-205, 31 Mar 92, Nonconmi ssioned Oficer
Eval uati on
Reporting System

2. Discussion. The NCOER is a tool used by |eaders to properly
docunent nonconm ssioned officers' performances.

3. Questions. YES NO

a. Is AR 623-205 on hand?

b. Does the Bn S1 have a continuity book or SOP
with the appropriate nmessages and policy letters?

c. Are published rating schemes on hand,
updated at |east quarterly, signed by each battery
commander, and do they include effective dates for
each rating official?

d. Are initial counselings perforned within the
first 30 days of the rating?

e. |Is the DA Form 2166-7 conpleted correctly
and in a tinmely manner?

f. Do you have a suspense systemto ensure
eval uations are processed in a tinmely manner?
(Eval uation Reports nust arrive at AG Eval uation
Section NLT 30 days after the report's endi ng date)

g. |Is the Bn and Bde conplying with new Sl DPERS- 3
pr ocedures @
ht t p: / / www. per scom arny. ni | / t agd/ si dper s3/ pagel. ht m

4. REMARKS:

15
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Pr oponent / Phone No:

Adj ut ant Ceneral / 2- 3007

Functional Area:

Adm ni strati on & Personnel

Progranf Activity Topic:

Pronoti ons and Advancenents

Dat e of Revi sion:

10 Sept enber 1999

Managenent Control Checkli st [] YES [] NO X NA
Appl i ed:
Unit | nspected: Dat e | nspect ed:

| nspector's Nane:

Phone No:

1. Ref er ences.

a. AR 600-8-19, 1 Nov
Reduct i ons.

91, Enlisted Pronoti ons and

b. M LPER MSG 95-126,
Pronmotion to
SGI/ SSG.

GQui dance Cl arification Concerning

c. MLPER MSG 96-103,
Advancenent to SPC.

Strength Mgnt and Gui dance Concerni ng

d. MLPER MSG 96-213, Procedural Changes to AR 600-8-19.
e. MLPER MSG 99-162, 25 May 99, Procedural Changes to AR
600- 8- 19.
2. Discussion. Accurate and tinmely subm ssion of actions is
vital to processing pronotions actions.
3. Questions. YES NO
a. Are the follow ng publications on hand?

AR 600-8-19

M LPER M5G 95-126

M LPER M5G 96- 103

M LPER M5G 96- 213

M LPER M5G 99-162

b.

Does the BNS1 have a continuity book or
wi th the appropriate nmessages and policy letters?

SopP

SGI/ SSG PROMOTI ONS

c. Are Pronotion Boards held between the 1st

and 15th of every nonth?

d.
who are eligible for
not

Are procedures in place to ensure soldiers
pronoti on w thout waiver,
recommended are counseled in witing?

but

e.
Wi th 699 pronotion points or
soldiers that they wll
they don’t validate their
fromtheir last action

Is the pronotion clerk identifying soldiers

be renoved fromthe |i st
points within 24 nonths

| ess and notifying the
i f

16
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YES

f. Are soldiers who are not recomended by the
board or who failed to maintain m ni num standi ng
pronoti on points, counseled by an official
designated, in witing, by the President of the
Boar d?

g. Are pronotion board nenbers properly
appoi nt ed?

h. Are pronotion board proceedi ngs | AW AR 600-
8-19, para 3-18?

i. Are the original Pronotion Board Proceedings
on hand for the current and past 2 years?

j. Are EDAS Cl0s on hand for the current and
t hree previous nont hs?

k. Are the battery commanders annotating “Yes
or No” and signing Part 4 of the AAA-117 report?

. Are batteries posting the nost current EDAS
Cl0s on their bulletin boards with SSNs bl ocked out?

m |s the EDAS Cl10 annotated to reflect newy
recommended sol diers by the board for the current
nonth, newly assigned pronotable soldiers, and are
copies forwarded to the batteries for posting on
battery bulletin boards?

PV2- SPC ADVANCEMENTS

n. Does annotations on the AAA-117 clearly
indicate who is and who is not to be advanced to the
next hi gher grade (except specialists with waiver),
and are they, initialed and signed by the battery
commander ?

0. |Is the Battalion Conmander initialing al
advancenments wth waiver to specialist and signing
t he AAA-1177

p. |s a DA Form 4187E prepared for PV2s who
wer e deni ed advancenent previously?

g. |Is a DA Form 4187E prepared for PV2 advanced
wi th wai ver?

r. |Is a DA Form 4187E prepared correctly for
sol di ers bei ng advanced or deni ed advancenent to the
next grade?

S. Are conputations for the nunber of waivers
for advancenment | AW HQDA gui dance?

t. Are the grade change transactions submtted
in a timely manner (simnultaneously done By
generating the DA Form 4187E)?

17
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YES

u. Does the AAA-117 reflect the correct grades

for those previously advanced or reduced?

27

v. |Is the AAA-117 filed properly | AW AR 25-400-

w. |Is the DA Form 4187 signed by the

appropriate authority?

4.

REMARKS:

18
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Proponent / Phone No: Adj ut ant Ceneral / 2- 3007
Functional Area: Adm ni strati on & Personnel
Prograni Activity Topi c: Reassi gnnent

Dat e of Revi sion: 10 Sept enber 1999
Managenent Control Checkli st [] YES [] NO X NA
Appl i ed:

Unit | nspected: Dat e | nspect ed:

| nspector's Nane: Phone No:

1. References.

a. AR 614-200, 31 Oct 97, Selection of Enlisted Soldiers for

Trai ni ng and Assi gnnent .

b. AR 600-8-11, 1 Cct 90, Reassignnent.

2. Discussion. This section provides basic information on

reassi gnnent processi ng.

3. Questions.

YES

a. Are the follow ng publications on hand?

AR 614- 200

AR 600-8-11, 1 Cct 90

b. Does the BNS1 have a continuity book or SOP
with the appropriate nmessages and policy letters?

c. Are soldiers attending their schedul ed
mandat ory reassi gnnent briefing | AWAG Reassi gnnent
Secti on suspense dates? (Must attend a reassi gnnent
briefing within 30 days of EDAS cycle date).

d. Are the units processing requests for
del etion and defernment within the 45 day wi ndow to
AG? (Request nust be submtted so that the request
reaches HQDA prior to 60 days after the date of the
EDAS cycl e date).

e. \What systens are in place to nonitor
soldiers on | evy and any pendi ng action?

4. REMARKS:

19
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Proponent / Phone No: Adj ut ant Ceneral / 2- 3007
Functional Area: Adm ni strati on & Personnel
Prograni Activity Topi c: S| DPERS

Dat e of Revi sion: 10 Sept enber 1999
Managenent Control Checkli st [] YES [] NO X NA
Appl i ed:

Unit | nspected: Dat e | nspect ed:

| nspector's Nane: Phone No:

1. Ref er ences.

a. AR 680-29, 1 Mar 89, MIlitary Personnel- O ganization and
Type of
Transacti on Codes.

b. AR 600-8-6, 20 May 94, Personnel Accounting and Strength
Reporti ng.

c. DA Pam 600-8-1, 1 Aug 86, Standard Installation/ D vision
Per sonnel
System (SIDPERS) Battalion S1 Level Procedures.

d. DA Pam 600-8, 25 Feb 86, Managenent and Adm nistrative
Procedur es.

e. Wirkcenter Supervisor (WCS) Book, Edition IV.

f. Error Resolution Handbook (nobst recent version).

g. Published MJs from PAB

i | nt ernal SOP

2. Discussion. Everyone in the US. Arny has a key role in the
success of the SIDPERS System

3. Questions. YES NO

a. Are the follow ng publications on hand?

DA Pam 600-8-1

DA Pam 600- 8

AR 680-29

AR 600- 8- 6

Wor kcent er Supervi sor (WCS) Book, Edition IV

Error Resol uti on Handbook(nost recent
ver si on)

DA Pam 600- 8- 31 ( DRAFT)

Publ i shed MJ's from PAB

| nternal SOP

b. Has the Bde or unit submtted a AAA-162
val i dated by the Cdr or Adjutant | AWthe published
Menor andum of I nstruction MJ?

c. |Is the AAA-162 annotated with new arrivals
and departures?

20
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YES

d. |Is AAA-342 nonitored for Record Status
Changes?

e. Does the WCS know how to create, reset, and
del ete SIDPERS 3 accounts?

f. Does the WCS know how to cl ear the back up
and i nput transaction queues?

g. Does the WCS retire accounts on departing
sol di ers?

h. Are system nai ntenance | ogs cl eaned weekl y?

i. Are local systemtabl es popul at ed?

j. Can the clerk execute personnel procedures
usi ng Sl DPERS- 3?

k. Does the unit neet the standard of
forwardi ng transactions to PAB 90% of operati onal
days?

I. Didthe S1 create a MT Cut after the | ast
change packet and is it on hand along with the
system Confi guration Report (AAA-996)?

m Do SIDPERS 3 wor kstati ons have “ Sl DPERS
Hel p” as a shortcut?

n. Does the S1 nonitor the SIDPERS 3 Wb Site
(Wwww, per scom arny. mi |/t agd/ si dper s3/ pagel. ht m[?

0. Are the follow ng SIDPERS reports or files
on hand, and do they have the correct filing | abel ?

AAA- 001 Personnel Requirenent Report

AAA- 095 Suspensi on of Favorabl e Personnel

Acti on
Report

AAA-117 Unit Enlistnment Advancenent Report

AAA- 119 Waiver Allocation Report

AAA- 160 Report of AWOL by Nane

AAA- 161 Unit Manni ng Report

AAA- 162 Unit Personnel Accountability
Report

AAA- 165 Unit Personnel Accountability
Not i ces

AAA- 242 E5/ E6 Recommendati on List for
Pronoti on

AAA- 256 Personnel Sunmary Recap

AAA- 342 Al pha Roster

4. REMARKS:
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Proponent / Phone No: Adj ut ant Ceneral / 2- 3007
Functional Area: Adm ni strati on & Personnel
Progranm Activity Topic: Unit Manni ng Report (UWR)
Dat e of Revi sion: 10 Sept enber 1999
Managenent Control Checkli st [] YES [] NO [X NA
Appl i ed:

Unit | nspected: Dat e | nspect ed:

| nspector's Nane: Phone No:

1. Ref er ences.

a. AR 614-200, 31 Cct 97, Selection of Enlisted Soldiers for
Trai ni ng and Assi gnnent .

b. DA Pam 600-8, 1 Aug 86, Managenent and Adm nistrative
Pr ocedures.

2. Discussion. This section contains information concerning the
proper utilization of enlisted personnel.

3. Questions. YES NO
a. Are the follow ng publications on hand?
AR 614- 200

DA Pam 600- 8

b. Are arrivals and departures posted on the
UVR?

c. Are bonus recipients properly slotted?

d. Are soldiers double slotted?

e. Are all soldiers utilized in their PMOS?

f. Are DMOS submtted for all soldiers

assi gned?

g. Has the appropriate SIDPERS transaction been
done?

h. Are 90 day | osses slotted as 9990s?

4. REMARKS:
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Proponent / Phone No: Adj ut ant Ceneral / 2- 3007
Functional Area: Adm ni stration & Personnel
Progranf Activity Topic: Wei ght Control Program
Dat e of Revi sion: 10 Sept enber 1999
Managenent Control Checkli st [] YES [] NO X NA
Appl i ed:

Unit | nspected: Dat e | nspect ed:

| nspector's Nane: Phone No:

1. References.

a. AR 600-9, 1 Sep 86, The Arny Wi ght Control Program

b. AR 635-200, 5 Jul 84, Enlisted Personnel.

2. Discussion. Wight Control is a battery |evel
responsi bility; however, the program may be inspected at the
BNS1. 7

3. Questions. YES NO
a. Are the follow ng publications on hand?
AR 600-9
AR 635- 200

b. Are weigh-ins conducted at | east
sem annual | y?

c. Are body fat determ nations nade for
sol diers who exceed the screening table weight? (DA
Form 5500-R rmal e; DA Form 5502-R fenal e)

d. Are flagging actions initiated for soldiers
who are entered into the weight control progranf

e. Are soldiers in the program given nmedi ca
eval uations and nutrition (weight |oss) counseling
by nedi cal authorities?

f. Are soldier's progress nonitored and are
counsel i ng conduct ed?

g. Are FLAGs |ifted when soldiers neet body fat
standard and renoved fromthe overwei ght contro
pr ogr anf?

h. 1If no nedical condition exists, separation
proceedi ngs for soldiers who do not make
satisfactory progress in the programafter a period
of 6 nonths may be initiated, unless the responsible
commander chooses to inpose a bar to reenlistnent
per AR 601-2807?

i. Are separation actions initiated for
sol diers who exceed body fat standard within 12
nont hs after renoval fromthe weight contro
pr ogr anf
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YES

j. Are separation action initiated for soldiers
who exceed body fat standard between 12 to 36 nonths
after renoval fromthe weight control program and
fail to achieve body fat standard within 90 days?

k. Are appropriate weight control endorsenents
conpl eted for each soldier enrolled or previously
enrolled in the Wigh Control Progranf

4. REMARKS:
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Proponent / Phone No:

Chapl ai n/ 442- 5690

Functional Area:

Rel i gi ous Activities

Progranm Activity Topic:

uMmr, O fice Managenent,
Trai ni ng, Religious Support

Dat e of Revi sion:

3 March 1999

Managenent Control Checkli st
Appl i ed:

[ YES [] NO [X] NA

Unit | nspected:

Dat e | nspect ed:

| nspector's Nane:

Phone No:

1. References.

a. AR 165-1, 27 Feb 98, Chaplain Activities in the United

States Arny.

b. AR 215-1, 25 Cct 98, Mrale, Recreation and Wl fare

Activities and

Nonappropriated Fund Instrunentalities.

c. AR 11-2, 1 Aug 94, Managenent Control.

d. AR 310-50, 15 Aug 95, Authorized Abbreviations and

Brevity Codes.

e. AR 25-400-2, 26 Feb 93, The Mdern Arny Record Keeping

Syst em ( MARKS) .

f. AR 25-50, 21 Nov 88, Preparing and Managi ng

Cor respondence.

g. AR 420-90, 10 Sep 97, Fire and Energency Servi ces.

h. AR 600-9, 1 Sep 86, The Arny Wi ght Control Program

i. AR 600-20, 30 Mar 88, Arny Command Poli cy.

j. AR 600-85, 3 Nov 86, Alcohol and Drug Abuse Prevention

and Control Program

k. AR 623-105, 1 Cct 97, Oficer Evaluation Reporting

System

I. AR 735-5, 31 Jan 98, Policies and Procedures for

Accountability.

m DA Pam 600-3, 1 Oct 98, Conmi ssioned Oficer

and Career Managenent.

n. RESC/ Pam 310-1, 31 Dec 86, Consolidated Index of Arny

Pubs and Bl ank Forns.

o. FM16-1, 26 May 95, Religi ous Support.

p. CTA 50-900, 1 Sep 94, dothing and I ndividual

Equi prment .

g. CTA 50-909, 1 Aug 93, Field and Garrison Furnishings and

Equi pnent .
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r. CTA 50-970, 21 Sep 90, Expendabl e/Durable Itens (except:
Medical, Class V, Repair Parts, and Heraldic Itens).

s. TM 9-2320-289-10, 4 Aug 86, Operators Manual for MLOO0S,
MLOO8A1, and MLOO09.

2. Discussion. The mssion of the Post Chaplain is to ensure

t he maxi mum opportunity for the free exercise of religious faith
for the entire Fort Sill Arnmy Fam|ly; provide a conprehensive
program of tactical, professional, and technical devel opnent for
all nmenbers of the Fort Sill Unit Mnistry Team (UMI). Al UMl s
provi de religious support to their assigned units and assist the
command in the devel opnent and inplenentation of religious

prograns and activities. The focus will be on the follow ng
areas:

a. Religious Services.

b. Admnistration and Trai ning.

c. Vehicles and Equi pnent.

d. Suicide Prevention C asses

e. Famly Support

3. Questions. YES NO

a. Unit Mnistry Team (UMI) Bde UMI METL.

Is there a current UMI METL based on the
unit's wartine m ssion?

Does the Unit Commander approve it?

b. Religious Support Annex.

(1) |Is there a Religious Support Annex (RSA) to
the units TACSOP?

(2) Is a Religious Support Plan (RSP) derived
fromthe RSA?

(3) |Is/does the RSP:

(a) Approved by Unit Commander ?

(b) Published for each exercise?

(c) Include |ocation of UMI for each phase of
Qper ati on?

(d) Include coordination with higher and | ower
Echel ons?

(e) Include Direct and General religious
support requirenents?

I nclude | ogistic and resupply support?

(f) Define a clear reporting systemfor al
UMI"s to report in field/ war operations?

26




USAFACFS Pam 1-1, 7 April 2000

YES

c. Security.

Does the UMI have current security
cl earances?

(1) |Is the UMI on the S2 access roster?

(2) Does the chaplain carry a Geneva Convention
card?

Is the UMI on the current alert roster in
the unit?

d. Transportation.

(1) Does the UMI have current tacti cal
driver's licenses?

(2) |Is the UMI signed for an operational
tactical Vehicle?

(3) Does the UMI perform PMCS on a regul ar
basi s?

e. Depl oynent Supplies.

(1) Does the UMI maintain at least a thirty
(30) day supply of religious itens (grape juice
wafers, altar wine, Bibles/religious literature,
extra linen, etc)?

(2) |Is a deploynent checklist used?

(3) Does the UMI hand recei pt hol der sign for
and mai ntain MICE equi pnent and BlII for vehicle?

f. Conmmuni cati on Equi pnent

(1) Does the UMI have an operational neans of
comuni cating with higher/l ower echel ons during
tactical operations?

(2) Does the UMI naintain a SO during tactical
oper ati ons?

g. Ofice Managenent

(1) |Is there a separate office for the Chaplain
and the Chapl ain Assistant?

(2) Are the offices clean, organized, inviting,
and securabl e?

(3) |Is there adequate work space and chairs for
counsel ees in both offices?

(4) |Is there adequate phone service?

(5 Is there a tel ephone answering device?

(6) |Is there a tel ephone answering device?

(7) |Is there an operational typewiter
mai ntained in the office?
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YES

(8) |Is there a conputer processing unit with
current approved software applications?

(9) |Is the UMI trained on the conputer systen?

(10) Does the UMI nmaintain or have access to
the follow ng current publications:

(11) AR 11-2, Managenent Control

(12) AR 25-50, Preparing and Managi ng
Cor respondence

(13) AR 25-400-2, MARKS

(14) AR 165-1, Chaplain Activities in the U S
Ar ny

(15) AR 310-50, Authorized Abbreviations and
Brevity Codes

(16) AR 600-30, Chaplain Support Activities

(17) AR 600-50, Standards of Conduct for DA
Per sonnel

(18) AR 608-1, ACS Program

(19) AR 670-1, Wear and Appearance of Arny
Uni forms and I nsignia

(20) DA PAM 600-67, Effective Witing for Arny
Leaders

(21) DA PAM 600-75, Acconmodating Reli gi ous
Practi ces

(22) DA PAM 623-205, The NCCER System "In
Brief"

(23) FM 16-1, Religious Support

(24) FM 22-100, Mlitary Leadership

(26) FM 22-101, Leadership Counseling

(25) FM 22-102, Sol dier Team Devel opnent

(26) FM 25-100 Training the Force

(27) FM 25-101, Battle Focused Trai ning

(28) FM 100-5, Operations

(29) STP 16-71M SM Skill Level | Sol di er Manua

(30) STP 16-71M25-SM TG, Sol dier's Manual Skill
Level 2/3/4/5

(31) STP 21-1-SMCT, Soldier's Manual of Conmon
Task

(32) STP 21-24-SMCT, Soldier's Manual of Comron
Tasks Skill Level

(33) Book of Wrship for U S. Forces

(34) Book of Worship for Jew sh Personnel of
the Arned Force
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YES

(35) The Koran

(36) Fort Sill Chaplain SOP for Funds and
Suppl i es

(37) Fort Sill Installation Chaplain Wdding
SOP

(38) Fort Sill Installation Chaplain Funeral
SOoP

(39) Chapel SOP (UMI assigned chapel)

(40) Dictionary

(41) Policy Letters (Fort Sill; FATC, 111 ACA
-(as required)

h. Does the UMI have Forns Engi nes or Forns
Flow installed on the office conputer?

(1) Are the following fornms on hand:

(2) FS Form 833 Transportation Request)

(3) FS Form 974 (Request for Supplies and
Equi pnent)

(4) FS Form 1095 (Statenent of Service)

(5) FS Form 1401 (Printing/ Repo Graphic
Request)

(6) Conmmand Staff Inspection Checkli st

(7) Chapel of the Quarter Checkli st

i. Filing System

(1) |Is an approved list of file nunbers used
and maintained in the current files drawer?

(2) Are the files maintained | AWAR 25-400-27

(3) Are the Chaplain's confidential files
secured in a separate | ocked | ocation?

(4) Are files maintained in a neat and orderly
manner ?

j. Standing Operating Procedures (SOP)

(1) |Is there a current Bde/Bn TACSOP nuai nt ai ned
in the Bde/Bn UMI Section?

(2) |Is there a current Garrison SOP nai ntained
in the UMI Ofice?

(3) Does the @Grrison SOP include the
fol | ow ng:

(a) Suspense contro

(b) Physical security

(c) Maintenance of chapel office/equipnent
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YES

(d) Fire and safety procedures

(e) Scheduling procedures

(f) Preparation of services activities in the
chapel

Are suspenses being net on tinme and in a
pr of essi onal nanner ?

(g) |Is there an Internal Control SOP that
i ncl udes the foll ow ng:

(h) Key Control

(i) dassified docunent handling

(j) Chapel offerings safeguards

(h) List person authorized to maintain keys to
t he chapel facilities

(i) Hand receipts of equipnent (Issue/ Turn In)

(j) Odering and use of expendabl e supplies

(k) Risk managenent plan

k. Training

Col | ective Training

(1) Does the UMI train regularly with the unit?

(2) Does the UMI participate in UMI Training
once a nont h?

(3) Does the unit commander have a UMI Trai ni ng
pl an?

(4) Do Chaplains assistants train collectively
with the post UMI Chief on MOS Tasks?

(5) Do Chaplains attend collective chapl ai ns
trai ni ng?

(6) Does the Bde NCO train Bn chaplain
assi stants on
MOS/ Chapel tasks?

(7) Does the chaplain conduct suicide
prevention training at battery/battalion |evel?

I ndi vi dual Training

(8) Have the chaplain assistants qualified
wi thin the past year with assi gned weapon?

(9) Has the UMI passed the sem -annual APFT?

(10) Have the qualified chaplain assistants
attended
PLDC or BNCOC?

(11) Are qualified chaplain assistants on an
order of nerit list for PLDC?

(12) Are qualified chaplain assistants
schedul ed to attend BNCOC?
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YES

(13) Are chaplains Phase Il tested?

(14) Are chapl ains CAS3 graduates or projected
to attend?

(17) Are chaplains trained in Suicide
Preventi on?

(18) Are chaplains trained in Sexua
Har assnent ?

(19) Has chaplain attended the Cadre Training
Cour se (FATC only)?

(20) Religious Support

Worshi p Servi ces/ Sacranents/Rites

(21) Does the UMI address the nulti-faith needs
of the soldiers and famly with the comander?

(a) Is areligious information bulletin board
mai ntained in the unit area?

(b) Does the UMI provide the command with
direct, personally verified information concerning
norale and the noral and ethical clinmate of the Cnd?

(c) Is a current roster of referral agencies
mai nt ai ned?

(d) Is the unit informed of all chapel/chaplain
servi ces avail abl e?

(e) Does the UMI conduct or provide for
services, religious sacranents, rites and
or di nances?

(f) Are chapel facilities in a state of
readi ness for worship and i nspections?

(g) *-Are chapel offerings properly accounted
for, verified, and safeguarded | AW AR 165-17?

(h) *-1s an Arny-approved safe on the grounds
to secure the offering in during services?

Sol dier and Fam |y Qutreach

(22) Does the UMI provide outreach in the
foll ow ng areas:

Marriage/ Single Sol dier Retreats?

Prayer Breakfast? (how often?_ )

Bi bl e St udi es?

Barr acks/ wor kpl ace visitation?

Hospital visitation?
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YES

Pr edepl oynent briefing?

Mor al / Et hi cal Leader shi p?

Stress Managenent ?

Sui ci de Prevention Briefing?

Newconmer orientations?

O her

Are these progranms part of the Conmanders
Rel i gi ous Progranf

Counsel i ng

(23) Does the SDNCO CQ | og book contain
i nstructions for
contacting the UMI for energencies?

(24) 1s the UMI counsel ed quarterly during
their rating periods?

(25) Are witten counseling statenents properly
mai nt ai ned?

Commander's Master Religi ous Program ( CVRP)

(26) Does the UMI have a CVMRP approved by the
commander ?

(27) Does the CVRP provide a wi de range of
religious services/prograns?

(28) Are Master Religious Program Cal endar
events reflected in the unit training schedul e?

(29) 1Is a 90 day cal endar nmaintained in the UMl
O fice?

(30) Are Fund Council requests on tine and | AW
CVRP approved noni es?

j. Famly Support G oups

(1) Does the unit have Fam |y Support G oups
organi zed down to conpany/battery |evel ?

(2) Has the Commander published a Famly
Support G oup Standard Operating Procedure or policy
menor andunt

(3) Do the Fam |y Support G oups neet on a
regul ar, schedul ed basi s?

(4) Does the Fam |y Support G oup seemto have
a bal anced schedul e of activities that includes
training, information, recreation and team buil di ng?

(5) Does the Unit Chaplain function in an
advi sory capacity to the Fam |y Support G oup
| eaders?

(6) Does the unit have a Fam |y Support G oup
fund?
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(7)
Fi nanci al
| eader ?

Has t he Commander

recei ved an Annua

Report fromthe Fam |y Support G oup

4. REMARKS:
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Proponent / Phone No: Command Retention O fice/2-3100
Functional Area: Reenl i st ment

Prograni Activity Topi c: Reenl i st nent

Date of revision: 26 March 1999

Managenent Control Checkli st [] YES [] NO [X NA
Appl i ed:

Unit | nspected: Dat e | nspect ed:

| nspector's Nane: Phone No:

1. Reference. AR 601-280, 29 Sep 95, Arny Retention Program

2. Discussion. AR 601-280, paragraph 2-1.a. The Arny Retention
Programis a Conmmander's program

a. The programrequires active involvenent, support, and
interest at all
| evel s of command, including the senior Noncomm ssioned Oficer
(NCO Cor ps.

b. Commanders nust utilize their career counselors (PMOS
79S) or reenlistnent NCOs to nanage their prograns to the
fullest. Unit/btry nust talk with each soldier to determ ne the
soldier's needs, wants, desires, and what can be done to ensure
the majority of our qualified soldiers stay in the Arnmy. This
shoul d be acconplished no later than 15 nonths fromthe soldier's
ETS date.

c. Commanders nust give their career counselors (PMOS 79S)
or Reenlistnment NCOs adequate tine to performtheir reenlistnent
duties and receive the required training necessary to perform
this nost inportant function.

d. Each commander will be briefed by his/her career
counsel or (PMOS 79S) or reenlistnent concerning the reenlistnent
i nspection checklist provided by their major conmmand. At this
time they will be infornmed of any processing procedures or
changes in reenlistnent programthat is unique to their major
conmand.

e. Commanders nust ensure their soldiers are treated
professionally, with an honest care and concern for the sol dier
and his/her famly fromthe first day the soldier enters the
unit. If this is performed, the commanders' reenlistnment program
wi |l always be successful with the maxi num nunber of qualified
sol diers reenlisting.

Questions. (See appropriate MACOM reenlistnment inspection
checklist).

4. REMARKS:
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Proponent / Phone No:

Di rectorate of Environnental
Qual ity/2-2715

Functional Area:

Envi r onnent al

Progranf Activity Topic:

Environnental Affects of Arny
Acti ons

Dat e of revision:

5 Cctober 1998

* See Managenent Contro
Sep 98.

Checkl

st in DA Crcualr 11-90-2, 28
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Pr oponent / Phone No:

Directorate of Environnmental
Qual ity/2-2715

Functi onal Area:

Envi r onnment al

Progranm Activity Topic:

Envi ronnental Protection and
Enhancenent

Dat e of revision:

5 Cctober 1998

* See Managenent Contr ol
Sep 90.

Checklist in DA Crcular 11-90-2, 28
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Proponent / Phone No: Defense Mlitary Pay Oficel 2-
3303

Functional Area: Fi nanci al Servi ces

Prograni Activity Topi c: Basi ¢ Al Il owance for Subsistence
(BAS)/ Fi el d Rations

Dat e of revision: 1 August 1999

Managenent Control Checkli st [J]YES [J] NO X NA

Appl i ed:

Unit | nspected: Dat e | nspect ed:

| nspector’s Nane: Phone No:

1. Reference. DOD 7000.14-R, 22 Jul 96, Departnent of Defense
Fi nanci al Managenent Regul ation, VOL 7A (Part 3, Chapter 25).

2. Discussion. Basic Allowance for Subsistence (BAS) is an

al l owance for soldiers to defray dining expenses when the use of
governnment dining facilities are not avail able or deened
impractical. The purpose of this section is to ensure that this
entitlenment is afforded to all soldiers that neet the criteria.
Sol di ers nmay be authorized BAS for the following (DA Cr 210-90-
1, para 6).

Soldier is not residing in the barracks.

Rel i gi ous reasons.

Medi cal reasons.

Soldier's duty hours (shift work when no dining facility is
open) .

Commander' s di scretion

*The request for BAS for enlisted personnel should be
submtted on DA Form 4187 signed by the unit conmander. SFC and
above are automatically authorized BAS. The request for BAS
shoul d be forwarded on UTL to the Finance Ofice i mediately.

3. Questions. YES NO

a. Are all commanders in conpliance with |oca
pol i cies concerning authorization of BAS for
enlisted soldiers?

b. Does the commander ensure soldiers do not
have a neal card and receive BAS at the sane tine?

c. Does the commander authorize a prorated
subsi stence al |l owance for soldiers who occasionally
m ss eating neans in the governnent dining facility?

d. Does the unit and PAC ensure that DA Forns
4187 are submtted to collect rations on enlisted
soldiers during periods of field duty?

e. Does the unit and PAC ensure that a DA Form
4187 (identifying the # of meals) is submtted to
collect rations fromofficers during periods of
field duty?
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4.

REMARKS.
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Proponent / Phone No: Defense Mlitary Pay Oficel 2-
3303

Functional Area: Fi nanci al Servi ces

Prograni Activity Topi c: Fi nanci al Services

Dat e of revision: 1 August 1999

Managenent Control Checkli st [JYES [] NO [X NA

Appl i ed:

Unit | nspected: Dat e | nspect ed:

| nspector's Nane: Phone No:

1. Ref er ences.

a. AR 37-104-4, 30 Sep 94, Mlitary Pay and Al |l owances
Policy and Procedures - Active Conponent.

b. DA Pam 600-8, 25 Feb 86, Managenment and Admi ni stration
Pr ocedures.

c. AR 600-8-10, 1 Jul 94, Leaves and Passes.

d. DOD 7000.14-R, 22 Jul 96, Departnent of Defense Financi al
Managenment Regul ati on ( DODFMR), Vol une 7A.

e. USAFACFS Regul ation 612-1, 26 Apr 89,
| nprocessi ng/ Qut processi ng of Permanent Party Personnel.

f. MLPER Menorandum Nunber 97-004 (In reference to the Unit
Commander' s Fi nancial Report (UCFR)).

g. Unit Standard Operating Procedures (SOP)

h. Soldiers' Leave and Earning Statenent (LES).

2. Discussion. Conmanders nay use the followng itens to

eval uate the personnel sergeant performance in the processing of
pay rel ated docunents. These questions will al so assist the
personnel sergeant in the tinely and accurate preparation and
subm ssi on of these docunents and provide answers to procedural
guestions. Docunents should be prepared i medi ately upon change
in pay status (e.g., marriage, residing off-post, article 15,
etc.).

3. Questions. YES NO

a. Does the unit/PAC have a pay adm nistration
programthat allows the soldier a chance to initiate
desired pay changes and answer all questions
pertaining to pay entitlenents?

b. Does the unit/PAC have a system of
forwardi ng docunents to the finance office that
accounts for thenf

c. Does the unit/PAC follow up on all docunents
that are returned fromthe finance office to
determ ne why? Do they correct and resubmt these
docunents within 3 working days?
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YES

d. Is the commander continuously checking the
fl ow of docunments to ensure tinely subm ssions and
prevention of unnecessary |ate pay?

e. Does the unit/PAC have a witten SOP
pertaining to the procedures and processi ng of
fi nance docunments?

f. Are the references listed in paragraph 1
avai | abl e?

4. REMARKS.
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Proponent / Phone No: Defense Mlitary Pay Oficel 2-
3303

Functional Area: Fi nanci al Servi ces

Prograni Activity Topi c: I n/ Qut processi ng

Dat e of revision: 1 August 1999

Managenent Control Checkli st [JYES [] NO [X NA

Appl i ed:

Unit | nspected: Dat e | nspect ed:

| nspector's Nane: Phone No:

1. Ref er ences.

a. USAFACFS Reg 612-1, 26 Apr 89, |nprocessing/ Qutprocessing
of Permanent Party Personnel.

b. Unit Standard Operating Procedures (SOP).

2. Discussion. This section provides information for the

i nprocessi ng and out processi ng of personnel. Its objective is to
ensure that the unit/BN S1 adequately prepares personnel for
arriving or departing the unit.

a. Inprocessing. To process incom ng personnel correctly,
the unit/BN S1 should do the follow ng.

Ohtain current LES if soldier was in transit.

Determine if soldier seeks advance pay or casual pay.

Ensure soldier's travel claimis settl ed.

Advi se sol di er of pay options avail able.

Make any necessary appointnents for the sol dier.

Ensure soldier is receiving the correct entitlenents.

b. Qutprocessing. To process outgoing personnel correctly,
t he unit/PAC should do the foll ow ng.

Ensure sol di er receives cl earance papers.

Advi se sol di er of advance pays avail abl e (advance pay,
advance travel, and advance di sl ocation all owances).

Make any necessary appointnents for the sol dier.

3. Questions. YES NO

a. Does the unit/PAC have an inprocessing
procedure for newly assigned personnel, which
i ncludes review and verification of pay
entitlements?

b. Does the unit/PAC have an out processing
checklist for all personnel |eaving the unit that
i ncl udes pay adm nistration and finance office
requi renents for outprocessing?

c. Are newly assigned personnel informed that
"Sure Pay" is mandatory and that allotnents are now
required to be sent via Electronic Fund Transfer
(EFT)?
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YES

d. Are newly assigned personnel given the nane

and |l ocation of the unit's command fi nanci al
advi sor ?

e. Are on-post reassignnment orders received and

forwarded to finance?

4.

REMARKS:
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Proponent / Phone No: Defense Mlitary Pay Oficel 2-
3303

Functional Area: Fi nanci al Servi ces

Prograni Activity Topi c: Request and Authority for Leave

Dat e of Revi sion: 1 August 1999

Managenent Control Checkli st [JYES [] NO [X NA

Appl i ed:

Unit | nspected: Dat e | nspect ed:

| nspector's Nane: Phone No:

1. Ref er ences.

a. AR 600-8-10, 1 Jul 94, Leaves and Passes.

b. DA Pam 600-8, 1 Aug 86, Managenent and Adm nistration
Pr ocedur es

2. Discussion: DA Fornms 31 (Request and Authority for Leave)
account for actual |eave tinme taken by an individual soldier.
The objective is to ensure that unit/BN S1's DA Form 31 (| ogs)
coincide with the docunents submtted to the finance office.

3. Questions. YES NO

a. Once the DA Form 31 has been prepared and
approved, is the control nunber assigned (block 5)
and placed in the | eave control |og (DA Form 4179-
R) ?

b. Wen extension of |eave is granted, does the
unit imediately notify finance?

c. Is the original copy of the DA Form 31
forwarded to finance by UTL within 3 day after a
soldier's return fromleave status?

d. Does the unit PAC imediately forward the
original DA Form 31 acconpani ed by a DA Form 4187
when the sol dier has entered an AWOL status?

e. Is the UCentered in the top right hand
corner of all DA Forms 317

f. Is the Standard Installation/Division
Personnel System (SIDPERS 111) used, when avail abl e,
to update the | eave control |o0g?

g. |Is the manual |eave control |log (DA Form
3179-R) used when the automatic log is not avail able
or if the automated |eave log is inoperative for an
ext ended period of tine?

h. Are the organi zation copies of the DA Form
31 on file in the unit PAC by control nunber
sequence for a period of 6 nonths?
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YES

Is the unit utilizing a DA Form 31 for

ordi nary and speci al passes?

j.

Are DA Forns 31 voi ded when circunstances

listed in AR 600-9-10, para 12-5 occur?

K.

Are DA Forns 31 prepared correctly?

4.

REMARKS:
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Proponent / Phone No: Defense Mlitary Pay Oficel 2-
3303

Functional Area: Fi nanci al Servi ces

Prograni Activity Topi c: Unit Conmander's Fi nance Report
(UCFR)

Dat e of Revi sion: 1 August 1999

Managenent Control Checkli st [J]YES [J] NO X NA

Appl i ed:

Unit | nspected: Dat e | nspect ed:

| nspector's Nane: Phone No:

1. References. M LPER Menorandum Nunber 97-0004, 26 Sep 97,
Unit Commander Finance Report.

2. Discussion: The unit conmmander's finance report (UCFR) is an
extrenely val uabl e managenent tool provided to unit conmanders
once a nonth. The report provides the unit comander a one |ine
roll-up of a soldier's pay status, nmaking it easier to reviewthe
soldier's pay. Al available docunents in the battalion Sl or
unit PAC should be used to verify data on the UCFR (e.g., unit
rosters, AAA162 report, SIDPERS roster, DA Forns 4187, AWOL
files, and article 15 files). The comrander or his/her
representative is required to review the UCFR for accountability
of soldiers, authorized/ unauthorized entitlenents, correct duty
status and pay option. Upon conpletion of the review, the
commander will sign the UCFR and return to finance with
corrections before the suspense date set by finance.

3. Questions. YES NO

a. Does the unit/PAC keep the original signed
and annot ated copy of the UCFR | AW AR 25-400-27?

b. Does the unit comrander ensure that al
sol diers assigned to the unit reflected on the UCFR?

c. Does the unit commander ensure that the
soldiers listed on the UCFR have the correct pay
grade, entitlenents, ETS date, duty status; and are
t he supporting docunents subnmitted to finance if
there are corrections needed to be made?

d. Is the UCFR returned to finance before the
suspense date set by finance, wth the commander's
signature, corrections, supporting docunents, and
the followi ng statenent: "I certify that | have
reviewed the accountability and duty status of the
personnel contained on the UCFR and they are
assi gned/ attached to ny unit. To the best of ny
knowl edge, this information is correct or has been
corrected within this report.™
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4.

REMARKS:
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Proponent / Phone No: Defense Mlitary Pay Oficel 2-
3303

Functional Area: Fi nanci al Servi ces

Prograni Activity Topi c: Unit Transmittal Letters

Dat e of Revi sion: 1 August 1999

Managenent Control Checkli st [JYES [] NO [X NA

Appl i ed:

Unit | nspected: Dat e | nspect ed:

| nspector's Nane: Phone No:

1. References. DA Pam 600-8, 1 Aug 86, Managenent and
Adm ni stration Procedures

2. Discussion: The unit transmttal letter (UTL) is the primary
control docunent prepared by the unit/PAC. Its purpose is to
account for all personnel and pay rel ated docunents sent to the
finance office. UILs assist the BN S1 in determ ning the nunber
of docunments sent to the finance office during a given period and
they serve as a device for the BN S1 to track those docunents to
ensure tinmely input. The UTL al so ensures the conmander that
docunents flow snoothly fromthe unit to its destination. UTL
mai nt enance is essential to control unit pay docunents and the
primary reference between the finance office, and unit/BN S1, and
t he conmmander .

3. Questions. YES NO

a. Are UILs consecutively nunbered and
forwarded fromunit/BN S1 to finance daily, with al
docunents received fromthe prior day of business?

b. Does the first nunbered UTL of a new
cal endar nonth begin with nunber 01 (e.g., 01-01,
02-01), and each additional UTL contain the next
nunber (e.g., 06-02, 07-02)?

c. Is the two-digit unit source code assignhed
by the local finance office witten on the top right
hand corner of each docunment attached to the UTL?

d. Are all entries on the UTL clearly
identifiable and do they contain the soldier's |ast
nane and | ast four digits of his/her social security
nunber ?

e. Are the UTLs kept in a suspense file until
they are conpletely reconciled with the Daily Report
of Transactions (DROT) received fromfinance?

4. REMARKS:
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Proponent / Phone No: Directorate of Contracting/2-
6162

Functional Area: Contracting

Prograni Activity Topi c: Solicitation, Evaluation,
Awar d, and Adm ni stration

Dat e of Revi sion: 23 Septenber 1998

*See Managenent Control Checklist in Arny Federal Acquisition
Regul ati on Suppl enent ( AFARS), appendi x DD
(http//ww. sarda. arnmy. m | /1ibrarymain. htm
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Proponent / Phone No: I nf or mati on Managenent/ 2- 1944

Functional Area: I nf or mati on Managenent

Progranf Activity Topic: I nf or mati on Managenent
Qper at i ons

Dat e of Revi sion: 1 August 1999

Managenent Control Checkli st [JYES [] NO [X NA

Appl i ed:

Unit | nspected: Dat e | nspect ed:

| nspector's Nane: Phone No:

1. Ref er ences.

a. AR 25-1, 25 Mar 97, The Arny Information Resources
Managenent Program

b. AR 380-19, 27 Feb 98, Information Systens Security.

C. USAFACFS Mermo 25-72, 22 Jun 98, ADPE Procurenent
Security.

2. Discussion: The purpose of this checklist is to identify to
commander s/ directors specific critical managenent areas of the
information mssion area function. It is further used as a
uniformtool to assess the efficiency of the managenent of the
information m ssion area at unit |evel.

3. Questions. YES NO

a. Has conmmander/director appointed in witing
one central point of contact to interact with DO M
on all IMA matters?

b. Has commander/director appointed in witing
an Informati on Systenms Security Oficial (1SSO (may
be sane as POC both nust have separate duty
appoi nt nent as | SSO?

c. Has conmander/director appointed in witing
an Activity Records Manager (may be sane as PCC but
must have separate duty appoi ntnent as RVA) ?

Has commander/director required
units/offices to turn in required records to the
Records Hol di ng Area?

Has commander/director required
units/offices to prepare and submt a files list to
DA M for approval ?

d. Has commander/director appointed in witing
a Printing Control POC (rmay be sanme as POC but nust
have a separate duty appointment as Print Contro
PQOC) ?
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YES

e. Has commander/director appointed in witing
an Oficial Mail Control Oficer (OMCO (may be sane
as POC but nust have a separate duty appoi ntnent as
oMCO?

f. Has commander/director appointed in witing
a Publications POC (may be sane as PCC but nust have
separate duty appoi nt nent as publications PQOC)?

g. Has conmmander/director appointed in witing
a tel ephone control officer (may be sane as POC but
must have separate duty appoi ntnent as TCO) ?

h. Has commander/director assigned
responsibility for--

Compl etion of risk assessnents for ADPE

Equi pnment accountability and physi cal
security.

Site |license and copyright integrity for
sof t war e.

i. Has commander/director required that
subordi nates thoroughly justify the need to use
privatel y-owned hardware or software?

j. Has commander/director restricted the use of
personal | y-owned equi pnent for processing of
uncl assified material only?

k. Has commander/director restricted the
processing of classified material to equi pnent
havi ng an approved formal risk assessnment fromthe
appropriate accreditation authority?

| . Has conmander/director required that
classified data be stored either on approved
gover nnent - owned hard di sks in areas approved by
DPTM for open storage at the sane |level as the data
bei ng processed or on renovabl e nedi a?

m Has commander/director restricted the use of
software utility packages to designated POCs or
supervi sors who are responsi ble for protection
agai nst copyright infringenments?

n. Has the commander/director ensured no ganes
are present on governnent conputers?

0. Has commander/director devel oped,
i npl enented, and nai ntai ned procedures to strictly
control usage of site licensed software for which
they are licensed and adhered to control procedures
for site licensed software obtained from anot her
i censee?
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YES

p. Has commander/director required subordinates
to use only freeware/ shareware obtained from
appropriated sources (i.e., US. Log Center, Navy
Research and Devel opnent Automation Center (NARDAC),
and the Information Systens Comrand | nfornmation
Systens Engi neering Center (1CS-1SEC)?

g. Have commander/director established
procedures to ensure the physical safeguarding of
all automation equi pnment (i.e., notebooks,
conputers, printers, etc.)?

4. REMARKS:
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Pr oponent / Phone No:

I nf or mati on Managenent/ 2- 3907

Functional Area:

Pl ans & OQperations Division

Progranf Activity Topic:

Recor ds Managenent

Dat e of Revi sion:

10 Sept enber 1999

Managenent Control Checkli st [] YES [] NO X NA
Appl i ed:
Unit | nspected: Dat e | nspect ed:

| nspector's Nane:

Phone No:

1. Reference.

AR 25-400-2, 26 Feb 93, The Mdern Arny

Recor dkeepi ng System
( MARKS) .

2. Discussion.
recor dkeepi ng.

This section provides basic information on

3. Questions.

YES

a. Are the follow ng publications on hand?

AR 25-400-2

USAFACFS Cir 25-99-4

b. Has an individual been appointed to nanage
the unit’s Records Managenent Progranf?

c. Does the RMO survey and appraise the unit’s
program wi thin each staff, HQ and subordinate
office or unit at | east once every year?

d. Were personnel trained to use the Mdern
Arny Recor dkeepi ng System ( MARKS) ?

e. Were personnel aware that MARKS contains the
only legal authorities for destruction of
nonper manent Arny Records?

f. Were personnel aware of the crimnal and
civil sanctions which may be inposed for violating
provi si ons of MARKS?

g. Were unidentified files brought to the
attention of the records managenent official for
eval uation?

h. Were individuals aware of differences
between the way official Arnmy records and personal
papers are handl ed?

i. Are Arny Records (all classifications) paper
or electronic copies maintai ned | AWAR 25-400-2?

j. Are "For Oficial Use Only" records and
t hose subject to the Privacy Act destroyed in such a
way to preclude reconstruction?

k. Were Arny records filed under MARKS?
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YES

I. Are files |located as conveniently as
practical in relation to personnel or office they
service?

m Were file folders | abel ed | AW 25-400-2, para
6-2?

n. Are guide cards used to divide files and to
i dentify subdivisions?

0. Are bulky materials being filed separately
(cross reference will be used to show | ocati on of
material out of regular files)?

p. Are file binders |abeled | AWAR 25-400- 2,
para 6-2 and Fig 6-47?

g. Are file drawers | abel ed | AW AR 25-400- 2,
para 6-2 and Fig 6-47?

r. Is a current list of file nunbers avail abl e?

s. Did the Installation Records Manager, DA M
approve the list?

t. Were electronic files created?

u. Are floppy diskettes | abel ed?

v. Was docunentation on file indicating files
mai nt ai ned on host conputer or personnel conputer
hard drives instead of paper and howto retrieve
such files?

w. Are floppy diskettes |abeled with correct
retention period infornmation?

x. Ddthe office or unit termnate files,
whi ch specify “COFF” at year’s end and create new
files for the current year?

y. Was file nunber 1g established to nmaintain
SFs 135 as a record of files transferred to the
Records Hol di ng Area (RHA).

z. How many years back were 135s naintai ned?

(aa) Were all records scheduled for transfer
being sent to the RHA?

(ab) Were records assenbl ed, fastened, and
mar ked correctly with file nunbers prior to filing?
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YES

(ac) Is file nunber
reference publications?

1ljj being used to retain

(ad) Are Article 15s posted on Bulletin Boards?

If so, are the nanes and SSNs renoved prior to

posti ng?

(ae) Are blank forns approved by DO Mm?

4. REMARKS:
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Proponent / Phone No: I nf or mati on Managenent/ 2- 3907
Functional Area: Pl ans & OQperations Division
Progranf Activity Topic: Publ i cati ons

Dat e of Revi sion: 10 Sept enber 1999

Managenent Control Checkli st [] YES [] NO X NA
Appl i ed:

Unit | nspected: Dat e | nspect ed:

| nspector's Nane: Phone No:

1. Ref er ences.

a. DA Pam 25-30, CD ROM (nost recent version)

b. AR 25-30, 28 Feb 89, Preparing and Managi ng
Cor respondence.

c. DA Pam 25-33, 5 Sep 96, The Standard Arny Publication
System ( STARPUBS) .

d. DA PAM 25-40, 1 Oct 97, Adm nistrative Publications:
Action O ficers QGuide.

2. Discussion. An accurate publication account is a key el enent

used in ensuring your office has the required publications.

3. Questions. YES NO

a. Are the follow ng publications on hand?

DA Pam 25-30, CD ROM (nobst recent version)

AR 25-30

DA Pam 25- 33

DA Pam 25-40

b. Is there a Publications Account established?

c. Does the account have a current publications
officer listed on the DA Form 12 with a copy
forwarded to St Louis?

d. Is the Publication Plan conplete with a
listing of each publication, and do quantities match
t he nunber of sub-account recipients?

e. |Is an E-mail account established for
publ i cation purpose only?
f. 1s the Publication Oficer and Forns

Managenment O ficer appointed in witing?

g. Are sub-account publication clerks appointed
in witing?

h. 1s the DA Form 17 properly annotated and
used to track resupply requests?

i. Is the 12-series conpleted and filed
properly under 1p?
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YES
j. Does the publication clerk have a copy of
t he current MIOE?
k. |Is there a sub-account established?

. Is the Initial Distribution Record (FS Form
61) used to determine initial distribution
requi renents and mai ntai ned under file 25-30kk?

m Are Daily Activity Reports printed off the
I nternet to show what was ordered?

n. If not using the Internet, are DA Forns
4569- E used to order publications through DOMto St
Loui s?

0. Does the unit have procedures for ordering
publications on the internet and is it included in
t he SOP?

p. Does the unit have a 60-day supply of blank
forns on hand?

g. Are accountable and sensitive fornms stored
as prescribed for CONFI DENTI AL material ?

4. REMARKS:
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Proponent / Phone No: Directorate of Logistics/2-3701
Functional Area: Supply and Servi ces

Progranf Activity Topic: Supply Operations

Dat e of Revi sion: 24 NMarch 1999

*See Command Supply Discipline Program (CSDP) Checklist in Unit
Supply Update 14, AR 710-2, table B-1 (User Level), and table B-2
(Property Book Oficer Level).
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Proponent / Phone No: Directorate of Public Safety/2-
3145

Functional Area: Physi cal Security

Prograni Activity Topi c: Access/ Restricted Area Control

Dat e of Revi sion: 19 February 1999

Managenent Control Checkli st [J] YES [X NO [] NA

Appl i ed:

Unit | nspected: Dat e | nspect ed:

| nspector's Nane: Phone No:

1. Ref er ences.

a. AR 190-11, 30 Sep 93, Physical Security of Arnmns,
Ammuni ti on and
Expl osi ves.

b. AR 190-12, 30 Sep 93, MIlitary Police Wrking Dogs.

c. AR 190-13, 30 Sep 93, The Arny Physical Security Program

d. AR 190-51, 30 Sep 93, Security of Unclassified Property.

e. AR 710-2, 31 Cct 97, Supply Policy Bel ow the Wol esal e
Level .

f. AR 380-19, 1 Aug 90, Information Security Systens.

g. AR 380-5, 25 Feb 88, Departnment of the Arny Information
Security w FORSCOM TRADOC Suppl enent s.

h. AR 735-5, 31 Jan 98, Policies and Procedures for Property
Accountability.

i. DA Pam 710-2-1, 31 Dec 97, Using Unit Supply System
Manual
Pr ocedur es.

j. DA Pam 190-51, 30 Sep 93, Ri sk Analysis for Arny
Property.

k. USAFACFS Reg 190-1, 24 Feb 97, Installation Physical
Security and Crine Prevention.

. FM19-30, 1 Mar 79, Physical Security.

2. Discussion. Physical security and crine prevention are
proactive neasures to safeguard peopl e; prevent unauthorized
access to equi pnent, property, facilities and information; and
saf eguard them agai nst espi onage, sabotage, damage or theft.
Crinme prevention is aimed at reducing or elimnating crine, the
potential for crinme or crinme conductive conditions.

3. Questions. (Note: “e” indicates questions that |YES |NO
shoul d be answered no.)
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YES

a. |s access to critical areas controlled
(e.g., escort/nonitor visitors, mnimze
entrances/exits) | AW USAFACFS Reg 190-1?

b. Is SF Form 701 (Activity Security Checklist)
used to record end of day security checks | AW
USAFACFS Reg 190- 17

c. Are security checks conducted | AW USAFACFS
Reg 190-17

d. Are "restricted area" designations
request ed, approved and posted I AW AR 190-13 and
USAFACFS Reg 190- 17

e. Are the follow ng areas designated and
posted as "restricted areas” | AWAR 190-11 and 190-
51:

Arms, ammunition or explosives storage
areas?

Airfields?

Installation industrial and utility
equi pnment ?

Note R, Q or C nedical storage areas and
phar maci es?

Do restricted areas neet m ni num storage
structure standards | AW USAFACFS Reg 190-17?

4. REMARKS:
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Proponent / Phone No: Directorate of Public Safety/2-
3145

Functional Area: Physi cal Security

Prograni Activity Topi c: Adnmi ni stration

Dat e of Revi sion: 19 February 1999

Managenent Control Checkli st [J] YES [X NO [] NA

Appl i ed:

Unit | nspected: Dat e | nspect ed:

| nspector's Nane: Phone No:

1. Ref er ences.

a. AR 190-11, 30 Sep 93, Physical Security of Arnmns,
Ammuni ti on and
Expl osi ves.

b. AR 190-12, 30 Sep 93, MIlitary Police Wrking Dogs.

c. AR 190-13, 30 Sep 93, The Arny Physical Security Program

d. AR 190-51, 30 Sep 93, Security of Unclassified Property.

e. AR 710-2, 31 Cct 97, Supply Policy Bel ow the Wol esal e
Level .

f. AR 380-19, 1 Aug 90, Information Security Systens.

g. AR 380-5, 25 Feb 88, Departnment of the Arny Information
Security w FORSCOM TRADOC Suppl enent s.

h. AR 735-5, 31 Jan 98, Policies and Procedures for Property
Accountability.

i. DA Pam 710-2-1, 31 Dec 97, Using Unit Supply System
Manual Procedures.

j. DA Pam 190-51, 30 Sep 93, Ri sk Analysis for Arny
Property.

k. USAFACFS Reg 190-1, 24 Feb 97, Installation Physical
Security and Crine Prevention.

. FM19-30, 1 Mar 79, Physical Security.

2. Discussion. Physical security and crine prevention are
proactive neasures to safeguard people; prevent unauthorized
access to equi pnent, property, facilities and information; and
saf eguard t hem agai nst espi onage, sabotage, damage or theft.
Crinme prevention is ainmed at reducing or elimnating crine, the
potential for crinme or crinme conductive conditions.

3. Questions. (Note: “&” indicates questions that | YES |NO
shoul d be answered no.)

a. |s a physical security officer appointed in
writing | AW USAFACFS Reg 190-17?
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YES

b. Does the physical security officer:

(1) Mnitor offense reports and adj ustnment
docunents in which | oss occurred | AW USAFACFS Reg
190- 17

(2) Evaluate access authorization for
i ndi vi dual s apprehended/ convi ct ed by
mlitary/civilian authorities | AW USAFACFS Reg 190-
1?

(3) Report | osses (actual or suspected) of
arnms, ammuni tion, Explosives (AA&E), to include
maj or weapons parts, night vision devices and gl obal
positioning devices to the Mlitary Police | AW
USAFACFS Reg 190-17?

(4) Retain a copy of the nost recent physical
security Inspection | AW AR 25-400-27?

c. Are risk analysis conducted | AWDA Pam 190-
517

d. Are risk analysis results recorded on DA
Form 7278-R | AW DA Pam 190-517

e. |Is a physical security SOP on file and does
it include required information | AW USAFACFS Reg
190-1?

f. Is the SOP updated annual |y | AW USAFACFS Reg
190- 17

g. Does SOP outline physical security (key
control standards)?

h. Are physical security self-inspections
conducted and recorded | AW USAFACFS Reg 190-17?

i. Are security related work orders coordi nated
| AW USAFACFS Reg 190-17?

4. REMARKS:
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Proponent / Phone No: Directorate of Public Safety/2-
3145

Functional Area: Physi cal Security

Prograni Activity Topi c: Aircraft and Aircraft
Conponent s

Dat e of Revi sion: 19 February 1999

Managenment Control Checkli st [J] YES [X NO [ ] NA

Appl i ed:

Unit | nspected: Dat e | nspect ed:

| nspector's Nane: Phone No:

1. References.

a. AR 190-11, 30 Sep 93, Physical Security of Arns,
Ammruni tion and
Expl osi ves.

b. AR 190-12, 30 Sep 93, Mlitary Police Wrking Dogs.

c. AR 190-13, 30 Sep 93, The Arny Physical Security Program

d. AR 190-51, 30 Sep 93, Security of Unclassified Property.

e. AR 710-2, 31 Cct 97, Supply Policy Bel ow the Wol esal e
Level .

f. AR 380-19, 1 Aug 90, Information Security Systens.

g. AR 380-5, 25 Feb 88, Department of the Arny Information
Security
w/ FORSCOM TRADOC Suppl enent s.

h. AR 735-5, 31 Jan 98, Policies and Procedures for Property
Accountability.

i. DA Pam 710-2-1, 31 Dec 97, Using Unit Supply System
Manual
Pr ocedur es.

j. DA Pam 190-51, 30 Sep 93, Ri sk Analysis for Arny
Property.

k. USAFACFS Reg 190-1, 24 Feb 97, Installation Physical
Security and Crine Prevention.

. FM19-30, 1 Mar 79, Physical Security.

2. Discussion. Physical security and crine prevention are
proactive neasures to safeguard peopl e; prevent unauthorized
access to equi pnent, property, facilities and information; and
saf eguard t hem agai nst espi onage, sabotage, damage or theft.
Crinme prevention is ainmed at reducing or elimnating crine, the
potential for crinme or crinme conductive conditions.

3. Questions. (Note: “e” indicates questions that |YES |NO
shoul d be answered no.)
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YES

a. Wien not in use, are aircrafts, aircraft
conponent s and crewnrenber equi pment secured in
hangers or other structures and protected by a
perinmeter fence | AWAR 190-51?

b. Wen hanger space is not available, are
aircrafts parked together and away from peri neter
par ki ng areas | AW AR 190-517

c. Are aircrafts secured with | ocking devices
| AW AR 190- 517

¢d. Are duplicate aircraft keys used as
operational keys by the maintenance activity in
viol ati on of AR 190-517?

e. Are aircraft checked every four hours and is
access to the area controlled | AWAR 190-517?

f. Are accessible and easily renovable aircraft
conponents secured | AW AR 190-51?

4. REMARKS:
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Proponent / Phone No: Directorate of Public Safety/2-
3145

Functional Area: Physi cal Security

Prograni Activity Topi c: Al ar m Managenent

Dat e of Revi sion: 19 February 1999

Managenent Control Checkli st [J] YES [X NO [] NA

Appl i ed:

Unit | nspected: Dat e | nspect ed:

| nspector's Nane: Phone No:

1. Ref er ences.

a. AR 190-11, 30 Sep 93, Physical Security of Arnmns,
Ammuni ti on and
Expl osi ves.

b. AR 190-12, 30 Sep 93, MIlitary Police Wrking Dogs.

c. AR 190-13, 30 Sep 93, The Arny Physical Security Program

d. AR 190-51, 30 Sep 93, Security of Unclassified Property.

e. AR 710-2, 31 Cct 97, Supply Policy Bel ow the Wol esal e
Level .

f. AR 380-19, 1 Aug 90, Information Security Systens.

g. AR 380-5, 25 Feb 88, Departnment of the Arny Information
Security w FORSCOM TRADOC Suppl enent s.

h. AR 735-5, 31 Jan 98, Policies and Procedures for Property
Accountability.

i. DA Pam 710-2-1, 31 Dec 97, Using Unit Supply System
Manual Procedures.

j. DA Pam 190-51, 30 Sep 93, Ri sk Analysis for Arny
Property.

k. USAFACFS Reg 190-1, 24 Feb 97, Installation Physical
Security and Crine Prevention.

. FM19-30, 1 Mar 79, Physical Security.

2. Discussion. Physical security and crine prevention are
proactive neasures to safeguard people; prevent unauthorized
access to equi pnent, property, facilities and information; and
saf eguard t hem agai nst espi onage, sabotage, damage or theft.
Crinme prevention is ainmed at reducing or elimnating crine, the
potential for crinme or crinme conductive conditions.

3. Questions. (Note: “&” indicates questions that | YES |NO
shoul d be answered no.)
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YES

¢a. |Is alarmequipnent installed, nodified or
di sconnected w t hout proper approval in violation of
USAFACFS Reg 190-1?

b. Is an i medi ate neans of conmuni cation
provi ded between the nonitoring station and the
alarned area | AW AR 190-117?

c. | AWUSAFACFS Reg 190-1, are alarned area
access rosters:

(1) Hand carried to LEC, PSB at |east 48 hours
prior to the effective date?

(2) Updated as personnel changes occur?

(3) Contain all required infornmation?

d. Are persons on the access roster famliar
Wi th access and securing procedures | AW USAFACFS Reg
190- 17

e. Are alarmwarning signs posted adjacent to
entrances of al arnmed areas | AW USAFACFS Reg 190-17?

¢f. Are alarmwarning signs or notices posted
on facilities without alarm systens in violation of
USAFACFS Reg 190-17?

g. Does the SOP contain a section outlining
armed guards procedures for the alarned facility | AW
USAFACFS Reg 190- 17

4. REMARKS:
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Proponent / Phone No: Directorate of Public Safety/2-
3145

Functional Area: Physi cal Security

Prograni Activity Topi c: Arns, Ammunition, and
Expl osi ves St orage

Dat e of Revi sion: 19 February 1999

Managenent Control Checkli st [] YES X NO [ ] NA

Appl i ed:

Unit | nspected: Dat e | nspect ed:

| nspector's Nane: Phone No:

1. References.

a. AR 190-11, 30 Sep 93, Physical Security of Arns,
Ammruni tion and
Expl osi ves.

b. AR 190-12, 30 Sep 93, Mlitary Police Wrking Dogs.

c. AR 190-13, 30 Sep 93, The Arny Physical Security Program

d. AR 190-51, 30 Sep 93, Security of Unclassified Property.

e. AR 710-2, 31 Cct 97, Supply Policy Bel ow the Wol esal e
Level .

f. AR 380-19, 1 Aug 90, Information Security Systens.

g. AR 380-5, 25 Feb 88, Department of the Arny Information
Security w FORSCOM TRADOC Suppl enent s.

h. AR 735-5, 31 Jan 98, Policies and Procedures for Property
Accountability.

i. DA Pam 710-2-1, 31 Dec 97, Using Unit Supply System
Manual Procedures.

j. DA Pam 190-51, 30 Sep 93, Ri sk Analysis for Arny
Property.

k. USAFACFS Reg 190-1, 24 Feb 97, Installation Physical
Security and Crine Prevention.

. FM19-30, 1 Mar 79, Physical Security.

2. Discussion. Physical security and crine prevention are
proactive neasures to safeguard peopl e; prevent unauthorized
access to equi pnent, property, facilities and information; and
saf eguard them agai nst espi onage, sabotage, damage or theft.
Crinme prevention is aimed at reducing or elimnating crine, the
potential for crinme or crinme conductive conditions.

3. Questions. (Note: “e” indicates questions that |YES |NO
shoul d be answered no.)

a. Is interior and exterior |lighting adequate
and is it posted | AWAR 190-11?
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YES

b. Are light switches adequately protected | AW
AR 190-117?

c. Are alarmwarnings, "Restricted Area", fire
priority synbols and "No Snoki ng" signs posted | AW
AR 190-11 and TM 9-1300- 2067

d. Are doors secured with approved | ocking
devices | AW AR 190-11 and USAFACFS Reg 190-17

e. Is the facility structurally certified for
the category of weapons stored or is an approved
exception on file I AWAR 190-11 and conpensatory
measures net?

f. Is the structural certification (DA Form
4604- R, Security Construction Statenent) valid
(reissued every 5 years or when changes to the
structure are nade) | AW AR 190-117?

g. Are weapons, amunition, sensitive and high
value itenms secured in racks or containers | AWAR
190- 11 and USAFACFS Reg 190-17

h. Are wall |ockers properly nodified | AW
USAFACFS Reg 190-17?

i. Are racks/containers weighing | ess than 500
| bs (unpacked wei ght) secured to the structure | AW
AR 190-117?

(1) Are racks/containers secured with proper
| ocki ng devices | AWAR 190-11 and USAFACFS Reg 190-
1?

(2) Are racks/containers inspected during
serial nunmber inventories for cracked wel ds or other
structureal problens and is inmediate action taken
to correct problens | AW USAFACFS Reg 190-17

j. Are sensitive, high value and privately
owned itens protected the sanme as gover nnent weapons
| AW USAFACFS Reg 190-17?

k. Are privately owned weapons stored
separately from governnent weapons | AW AR 190-11 and
USAFACFS Reg 190- 17

¢|l. Do racks, containers or other furniture
interfere with alarm operational effectiveness in
vi ol ati on of USAFACFS Reg 190-17?
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YES

m |Is the alarmactivated and are doors securd
whenever the arns roomis not occupied or guarded
| AW AR 190- 11 and USAFACFS Reg 190-17

n. 1s the AA&E storage area guarded unti
repairs are conpleted when the alarm systemis non-
operational or mal functioning | AWUSAFACFS Reg 190-
1?

0. Are serial nunbered seals applied so that
serial nunbers are visible but contents cannot be
removed without breaking the seal | AWAR 190-517

p. Are bayonets, blank pistols, starter guns,
expended |ight anti-tank weapons (LAW), LAWtubes,
sub-cal i ber devices and inserts, ML36 AT4s, night
vi sion devices and gl obal positioning devices
(including commercially procured ones) stored in the
arns room | AW USAFACFS Reg 190-17

g. Are weapon parts adequately protected and
stored in the arms room | AW AR 190-11?

r. Are LAW marked/drilled | AWDA Pam 710-2-1
and USAFACFS Reg 190-17?

s. Are aircraft and vehicles with weapons,
amuni tion or classified equi pnent or information on
board protected | AWAR 190-11?

t. Is the amobunt of ammunition permanently
stored in the arns roomunder 500 rounds | AW
USAFACFS Reg 190-17

(1) |Is ammunition safeguarded | AW USAFACFS Reg
190- 17

(2) Is anmmunition included on all inventories
| AW USAFACFS Reg 190-17?

(3) Is anmunition stored separately from
weapons | AW AR 190- 11 and USAFACFS Reg 190-17

u. Is privately-owned anmunition stored
separately from government amrunition | AW USAFACFS
Reg 190-17

v. |If an anmmunition amesty/contraband box is
mai ntained, is it:

(1) Locked and constructed of at |east 20 gauge
nmet al | AW USAFACFS Reg 190-17?

(2) Chained or bolted to a permanent structure
and are keys to the box retained by the
commander/ di rector | AW USAFACFS Reg 190-1?
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YES

(3) Equipped with a baffle plate or other
device to prevent unauthorized renoval of property
| AW USAFACFS Reg 190-17?

w. |Is a nmenorandum publ i shed for unacconpani ed
and key access | AWAR 190-11 and USAFACFS Reg 190-17?

X. Have persons |listed on the unacconpani ed
access roster undergone required background
screening | AW AR 190- 117

y. |Is a record of the background screening
docunent ed on DA Form 7821-R | AW AR 190- 13 and
USAFACFS Reg 190-17

z. Have responsibility directives been signed
and DA 3749 (Equi pnment Receipt) issued for al
persons authorized the recei pt of a weapon | AWAR
190- 11, USAFACFS Reg 190-1 and DA Pam 710-2-17?

aa. Do directives contain required information
| AW AR 190- 11 and USAFACFS Reg 190-17

ab. Are DA Forns 3749 reissued when there is a
change of command in violation of DA Pam 710-2-17?

ac. Are individually assigned weapons issued
for nore than 24 hours signed out on FS Form 93 with
exchange of a DA Form 3749 | AW DA Pam 710-2-1 and
USAFACFS Reg 190-17?

ad. Are crew served and non-i ndividually
assi gned weapons issued on FS Form 93 and DA Form
2062 | AW USAFACFS Reg 190-1 and DA Pam 710-2-17
(al so applies to persons unable to provide DA Form
3749 in exchange for individually assigned weapons)

ae. Are sensitive and high value itens issued
on DA Form 2062 when renoved fromthe arnms room | AW
USAFACFS Reg 190-17?

af. Are sensitive, high value and privately
owned itens (other than governnent firearns)
authorized for arnms roomstorage, in witing, by the
commander | AW AR 190-11 and USAFACFS Reg 190-17?

ag. Are these requirenents net for privately-
owned weapons | AW USAFACFS Reg 190-17?

(1) Are weapons accepted fromthe owner on DA
Form 2062 and is a copy retained in the arns roonf

(2) Is a DA Form 3749 issued to the owner?
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YES

(3) |Is the weapon added to the Master
Aut hori zation List?

(4) |s storage/issue authorized in witing by
t he commander ?

(5) Wen issued, is DA Form 3749 turned in and
a DA Form 2062 conpl eted in exchange for the weapon?

ah. Do all inventories include all sensitive,
hi gh val ue and privatel y-owned itens authorized for
arnms room st orage | AW USAFACFS Reg 190-17

ai. |Is a nenmorandumon file for seal ed
containers | AWAR 190-51 and USAFACFS Reg 190-1 and
does it reflect the:

(1) Contents?

(2) Seal serial nunber(s)?

(3) Date the seal was applied?

(4) Nanes and signatures of the person
responsi ble for arnms roomcontents (i.e., arnorer)
and witness (e.g., supply sergeant or arms room
officer) verifying the contents when the seal was
appl i ed?

aj. Do all inventories include seal serial
nunbers and the type/quantity of item seal ed | AW
USAFACFS Reg 190- 17

ak. Are nmonthly serial nunber inventories
conducted and recorded | AW AR 710-2 and DA Pam 710-
2-1 and retained | AWAR 25-400- 27

(1) Are they conpared agai nst serial nunbers
and quantities recorded on the property book or
master hand receipt?

(2) Are they conducted by an authorized person?

¢(3) Are they conducted by the sanme person two
consecutive nonths in a rowin violation of
regul ati on?

al. Are serial nunber inventories conducted
upon conpletion of field exercises or when AA&E is
| ost or stolen | AW USAFACFS Reg 190-17?

am Are change of custody inventories conducted
when arns room keys are transferred | AW DA Pam 710-
2-1 and USAFACFS Reg 190-1 are they--

(1) Recorded on DA Form 20627

(2) Signed by two persons?

(3) Retained on file I AW AR 25-400-2?
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YES

an. Are visual count (physical) inventories
conducted and Recorded each day the arns roomis
opened but, at a mninmum not |ess than once per
week | AW USAFACFS Reg 190-1 and- -

(1) Are they conducted i mredi ately upon
openi ng?

(2) Are they recorded on DA Form 20627

(3) Do they include all itens physically
present and legally issued?

(4) Are they retained on file I AWAR 25-400-2?

ao. |Is a landlord/tenant agreenent established
and signed by each occupant in consolidated arns
storage facilities | AWDA Pam 710-2-1 and USAFACFS
Reg 190-17

ap. |Is a key and alternate custodi an appoi nted,
inwiting, |AWAR 190-117

ag. Are AAGE keys stored separately from ot her
keys | AW AR 190-117

ar. Are primary and alternate keys issued on DA
Form 5513-R to the person (e.g., arnorer)
responsi bl e for contents of the arns room | AW AR
190-11 and USAFACFS Reg 190-17?

as. Are key registers retained on file | AWAR
25-400- 2?

at. Wen not in use, are keys stored in a 20
gauge netal container 1AW AR 190-117?

au. |Is the seal ed envel ope or contai ner
containing alternate keys issued to the responsible
person at the next higher headquarters on DA Form
2062 | AW AR 190-11 and USAFACFS Reg 190-17

av. Wen not in use, are primary keys sealed in
an envel ope/ container and stored in a 20 gauge net al
contai ner | AWAR 190-11 and USAFACFS Reg 190-1? As
an alternate keys may be placed in a 20 gauge
contai ner and the key or conbination to the
contai ner may be placed in a seal ed envel ope.

¢aw. Are AAGE keys renoved fromthe
installation in violation of AR 190-117

¢ax. Are door and al arm keys renoved fromthe
imrediate unit/facility area in violation of USFACFS
Reg 190-17

ay. Are conbinations recorded on SF Form 700
and changed as required | AWAR 190-117?
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4.

REMARKS:
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Proponent / Phone No: Directorate of Public Safety/2-
3145

Functional Area: Physi cal Security

Prograni Activity Topi c: Crime Prevention

Dat e of Revi sion: 19 February 1999

Managenent Control Checkli st [J] YES [X NO [] NA

Appl i ed:

Unit | nspected: Dat e | nspect ed:

| nspector's Nane: Phone No:

1. Ref er ences.

a. AR 190-11, 30 Sep 93, Physical Security of Arnmns,
Ammuni ti on and
Expl osi ves.

b. AR 190-12, 30 Sep 93, MIlitary Police Wrking Dogs.

c. AR 190-13, 30 Sep 93, The Arny Physical Security Program

d. AR 190-51, 30 Sep 93, Security of Unclassified Property.

e. AR 710-2, 31 Cct 97, Supply Policy Bel ow the Wol esal e
Level .

f. AR 380-19, 1 Aug 90, Information Security Systens.

g. AR 380-5, 25 Feb 88, Departnment of the Arny Information
Security w FORSCOM TRADOC Suppl enent s.

h. AR 735-5, 31 Jan 98, Policies and Procedures for Property
Accountability.

i. DA Pam 710-2-1, 31 Dec 97, Using Unit Supply System
Manual Procedures.

j. DA Pam 190-51, 30 Sep 93, Ri sk Analysis for Arny
Property.

k. USAFACFS Reg 190-1, 24 Feb 97, Installation Physical
Security and Crine Prevention.

. FM19-30, 1 Mar 79, Physical Security.

2. Discussion. Physical security and crine prevention are
proactive neasures to safeguard people; prevent unauthorized
access to equi pnent, property, facilities and information; and
saf eguard t hem agai nst espi onage, sabotage, damage or theft.
Crinme prevention is ainmed at reducing or elimnating crine, the
potential for crinme or crinme conductive conditions.

3. Questions. (Note: “&” indicates questions that |YES |NO
shoul d be answered no.)

a. Is acrine prevention (CP) SOP devel oped and
does it address required information | AW USAFACFS
Reg 190-17
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YES

b. Are persons briefed on the SOP and USAFACFS
Reg 190-1 within 5 days of assignnent and annual |y
t hereafter | AW USAFACFS Reg 190-17

c. Is arecord of annual CP training conducted
| AW USAFACFS Reg 190-1 and retained | AW AR 25-400-2?

d. Are CP inspections conducted and results
recorded | AW USAFACFS Reg 190-1 and retai ned | AWAR
25-400- 2?

e. During inspections, are these itens revi ewed
| AW USAFACFS Reg 190-17

(1) Staff duty and charge of quarters journals?

(2) Adjustment docunments in which | oss occurred
as aresult of crimnal activity or inproper
security?

f. Are valuable portable personal itens secured
in |l ocked containers when not in use | AW USAFACFS
Reg 190-17

g. Are troop billet roons secured when
unatt ended | AW USAFACFS Reg 190-17?

h. Are serial nunbers and descriptions of high
val ue personal property recorded | AW USAFACFS Reg
190-1?

i. |Is a safe available to tenporarily store
per sonal cash/val uabl es | AW USAFACFS Reg 190-17?

j. |Is the safe's conbination properly recorded,
saf eguar ded and changed | AW USAFACFS Reg 190-17?

k. 1s the safe secured to the structure (Iless
than 500 | bs) and are openings, closings and checks
properly recorded | AW USAFACFS Reg 190-17?

I. Is property in troop billets properly
i nventori ed/ safeguarded when persons are AWOL, on
| eave, TDY or hospitalized | AWUSAFACFS Reg 190-17

m Are privately-owned vehicles secured when
unatt ended | AW USAFACFS Reg 190-17?

n. |s a separate area in the unit parking | ot
designated for notorcycl e parking | AWUSAFACFS Reg
190- 17

0. Are security checks conducted once before
and after 2400 after hours (or nore frequently as
determ ned by crinme rates or regulatory
requi renents) | AW USAFACFS Reg 190-17
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YES

p. Do instructions include these itens | AW
USAFACFS Reg 190-1?

(1) A list of areas/itens requiring checks and
t he frequency of checks?

(2) Actions required when a security violation
is identified?

(3) Reporting instructions for actual or
suspected crimnal activity?

(4) Visitor policy and identification
requi renents?

g. Are padlocks retained for |ocking areas
found unsecured | AW USAFACFS Reg 190-17?

r. Are periodic spot inspections conducted of
battery/conpany CQ by battalion SDO, or battalion
SDGs by brigade SDOs | AW USAFACFS Reg 190-1?

4. REMARKS:
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Proponent / Phone No: Directorate of Public Safety/2-
3145

Functional Area: Physi cal Security

Prograni Activity Topi c: Dining Facilities and
Subsi stence Itens

Dat e of Revi sion: 19 February 1999

Managenment Control Checkli st [J] YES [X NO [ ] NA

Appl i ed:

Unit | nspected: Dat e | nspect ed:

| nspector's Nane: Phone No:

1. References.

a. AR 190-11, 30 Sep 93, Physical Security of Arns,
Ammruni tion and
Expl osi ves.

b. AR 190-12, 30 Sep 93, Mlitary Police Wrking Dogs.

c. AR 190-13, 30 Sep 93, The Arny Physical Security Program

d. AR 190-51, 30 Sep 93, Security of Unclassified Property.

e. AR 710-2, 31 Cct 97, Supply Policy Bel ow the Wol esal e
Level .

f. AR 380-19, 1 Aug 90, Information Security Systens.

g. AR 380-5, 25 Feb 88, Department of the Arny Information
Security w FORSCOM TRADOC Suppl enent s.

h. AR 735-5, 31 Jan 98, Policies and Procedures for Property
Accountability.

i. DA Pam 710-2-1, 31 Dec 97, Using Unit Supply System
Manual Procedures.

j. DA Pam 190-51, 30 Sep 93, Ri sk Analysis for Arny
Property.

k. USAFACFS Reg 190-1, 24 Feb 97, Installation Physical
Security and Crine Prevention.

. FM19-30, 1 Mar 79, Physical Security.

2. Discussion. Physical security and crine prevention are
proactive neasures to safeguard peopl e; prevent unauthorized
access to equi pnent, property, facilities and information; and
saf eguard them agai nst espi onage, sabotage, damage or theft.
Crinme prevention is aimed at reducing or elimnating crine, the
potential for crinme or crinme conductive conditions.

3. Questions. (Note: “e” indicates questions that |YES |NO
shoul d be answered no.)
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YES

a. Are privately-owned vehicles prohibited from
parking in or near engineer supply and construction
storage areas | AW AR 190-517

b. Is industrial and utility equipnment secured
in a building or protected in a fenced area | AW AR
190-517?

c. Are supplies issued only to persons
aut hori zed on DA Form 1687 | AW AR 190-51?

d. Are incom ng supplies checked upon receipt
| AW AR 190- 517

e. Are outside storage areas enclosed by a
perimeter fence | AWAR 190-51?

4. REMARKS:

77




USAFACFS Pam 1-1, 7 April 2000

Proponent / Phone No: Directorate of Public Safety/2-
3145

Functional Area: Physi cal Security

Prograni Activity Topi c: Key/ Lock/ Saf e/ Seal Contr ol

Dat e of Revi sion: 19 February 1999

Managenent Control Checkli st [J] YES [X NO [] NA

Appl i ed:

Unit | nspected: Dat e | nspect ed:

| nspector's Nane: Phone No:

1. Ref er ences.

a. AR 190-11, 30 Sep 93, Physical Security of Arnmns,
Ammuni ti on and
Expl osi ves.

b. AR 190-12, 30 Sep 93, MIlitary Police Wrking Dogs.

c. AR 190-13, 30 Sep 93, The Arny Physical Security Program

d. AR 190-51, 30 Sep 93, Security of Unclassified Property.

e. AR 710-2, 31 Cct 97, Supply Policy Bel ow the Wol esal e
Level .

f. AR 380-19, 1 Aug 90, Information Security Systens.

g. AR 380-5, 25 Feb 88, Departnment of the Arny Information
Security w FORSCOM TRADOC Suppl enent s.

h. AR 735-5, 31 Jan 98, Policies and Procedures for Property
Accountability.

i. DA Pam 710-2-1, 31 Dec 97, Using Unit Supply System
Manual Procedures.

j. DA Pam 190-51, 30 Sep 93, Ri sk Analysis for Arny
Property.

k. USAFACFS Reg 190-1, 24 Feb 97, Installation Physical
Security and Crine Prevention.

. FM19-30, 1 Mar 79, Physical Security.

2. Discussion. Physical security and crine prevention are
proactive neasures to safeguard people; prevent unauthorized
access to equi pnent, property, facilities and information; and
saf eguard t hem agai nst espi onage, sabotage, damage or theft.
Crinme prevention is ainmed at reducing or elimnating crine, the
potential for crinme or crinme conductive conditions.

3. Questions. (Note: “&” indicates questions that | YES |NO
shoul d be answered no.)

a. Are security containers 500 pounds or |ess
secured | AW USAFACFS Reg 190-17

b. Are conbinations changed | AW USAFACFS Reg
190- 17
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YES

c. Are personal and government itens stored in
separate contai ners | AW USAFACFS Reg 190-17?

d. Is SF Form 702 mai nt ai ned | AW USAFACFS Reg
190- 17

e. Are conbinations recorded on SF Form 700 and
post ed/ saf eguar ded | AW USAFACFS Reg 190-17

f. Is a nmenorandumon file listing additional
persons with conbi nati ons | AW USAFACFS Reg 190-17?
(applies only if all nanmes are not listed on SF Form
700) .

g. |Is a key custodian and alternate appointed
inwiting | AWAR 190-51?

h. Are persons designated by access roster to
i ssue, receive and account for keys in the key
custodi an’ s absence | AW AR 190-51 and USAFACFS Reg
190-1?

i. |Is the key container constructed | AW AR 190-
517?

j. Are key containers secured except when
conducting transactions | AWAR 190-51 and USAFACFS
Reg 190-17

k. Are key box/container keys retained by an
i ndi vidual (s) on the key access roster | AW USAFACFS
Reg 190-17

I. Are new key/l ocks hand recei pted from supply
to the key custodi an | AW USAFACFS Reg 190-17?

m Are authorized | ocks used to secure
property, equi pnment and facilities | AWAR 190-51 and
USAFACFS Reg 190-17

en. Are master (keyed-alike) |lock sets or brass
| ocks used in violation of AR 190-15 and USAFACFS
Reg 190-1? Exclusions are listed in USAFACFS Reg
190- 1.

0. Are at least two keys naintained for each
lock and is at | east one retained in safekeeping | AW
USAFACFS Reg 190-1?

p. Are duplicate keys marked to di stinguish
them fromprimry keys | AW USAFACFS Reg 190-17?

g. |Is an accurate key inventory |list devel oped
containing required information | AWAR 190-51 and
USAFACFS Reg 190- 17

r. Are keys issued on DA Form 5513-R or 5513-R-
E and is the formconpl eted properly | AWAR 190-51
and USAFACFS Reg 190-17?
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YES

s. Are serial nunber inventories
conduct ed/ recorded sem annually | AW AR 190-51 and
USAFACFS Reg 190- 17

t. Are bolt cutter control procedures
est abl i shed (access, issue and storage) | AW USAFACFS
Reg 190-17

u. Are locks secured to the hasp when not used
| AW USAFACFS Reg 190-17?

v. Are |locks used, where installed | AW USAFACFS
Reg 190-17

w. |Is a seal custodian appointed in witing | AW
AR 190-517?

X. |Is a seal |og book retained and does it
contain required information I AW AR 190-51 and
USAFACFS Reg 190-17?

y. Are seals secured, issued, and destroyed | AW
AR 190- 517

z. Are seal serial nunbers verified and
i nspected for tanpering during inventories |AW
USAFACFS Reg 190-17

aa. Are nonthly seal serial nunber inventories
conduct ed/ recorded | AW AR 190-51 and USAFACFS Reg
190- 17

ab. Are seals broken and the contents
i nventoried when tanpering i s suspected or upon
change of property book/hand recei pt hol der | AW
USAFACFS Reg 190-17?

4. REMARKS:
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Proponent / Phone No: Directorate of Public Safety/2-
3145

Functional Area: Physi cal Security

Prograni Activity Topi c: Mai nf rame Conputer Facilities

Dat e of Revi sion: 19 February 1999

Managenent Control Checkli st [J] YES [X NO [] NA

Appl i ed:

Unit | nspected: Dat e | nspect ed:

| nspector's Nane: Phone No:

1. Ref er ences.

a. AR 190-11, 30 Sep 93, Physical Security of Arnmns,
Ammuni ti on and
Expl osi ves.

b. AR 190-12, 30 Sep 93, MIlitary Police Wrking Dogs.

c. AR 190-13, 30 Sep 93, The Arny Physical Security Program

d. AR 190-51, 30 Sep 93, Security of Unclassified Property.

e. AR 710-2, 31 Cct 97, Supply Policy Bel ow the Wol esal e
Level .

f. AR 380-19, 1 Aug 90, Information Security Systens.

g. AR 380-5, 25 Feb 88, Departnment of the Arny Information
Security w FORSCOM TRADOC Suppl enent s.

h. AR 735-5, 31 Jan 98, Policies and Procedures for Property
Accountability.

i. DA Pam 710-2-1, 31 Dec 97, Using Unit Supply System
Manual Procedures.

j. DA Pam 190-51, 30 Sep 93, Ri sk Analysis for Arny
Property.

k. USAFACFS Reg 190-1, 24 Feb 97, Installation Physical
Security and Crine Prevention.

. FM19-30, 1 Mar 79, Physical Security.

2. Discussion. Physical security and crine prevention are
proactive neasures to safeguard people; prevent unauthorized
access to equi pnent, property, facilities and information; and
saf eguard t hem agai nst espi onage, sabotage, damage or theft.
Crinme prevention is ainmed at reducing or elimnating crine, the
potential for crinme or crinme conductive conditions.

3. Questions. (Note: “&” indicates questions that | YES |NO
shoul d be answered no.)

a. Are mainframe conputer facilities (MCF)
properly constructed (including environnmental and
utilities protection) I AWAR 190-51?
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YES

b. 1Is access to MCFs controlled during

operational hours and is the facility secured after
hours | AW AR 380- 19?

c. Are data storage libraries for MCFs
protected | AW AR 380-19?

4. REMARKS:
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Proponent / Phone No: Directorate of Public Safety/2-
3145

Functional Area: Physi cal Security

Progranm Activity Topic: Medi cal Supplies and Equi pnent

Dat e of Revi sion: 19 February 1999

Managenent Control Checkli st [J] YES [X NO [] NA

Appl i ed:

Unit | nspected: Dat e | nspect ed:

| nspector's Nane: Phone No:

1. Ref er ences.

a. AR 190-11, 30 Sep 93, Physical Security of Arnmns,
Ammuni ti on and
Expl osi ves.

b. AR 190-12, 30 Sep 93, MIlitary Police Wrking Dogs.

c. AR 190-13, 30 Sep 93, The Arny Physical Security Program

d. AR 190-51, 30 Sep 93, Security of Unclassified Property.

e. AR 710-2, 31 Cct 97, Supply Policy Bel ow the Wol esal e
Level .

f. AR 380-19, 1 Aug 90, Information Security Systens.

g. AR 380-5, 25 Feb 88, Departnment of the Arny Information
Security w FORSCOM TRADOC Suppl enent s.

h. AR 735-5, 31 Jan 98, Policies and Procedures for Property
Accountability.

i. DA Pam 710-2-1, 31 Dec 97, Using Unit Supply System
Manual
Pr ocedur es.

j. DA Pam 190-51, 30 Sep 93, Ri sk Analysis for Arny
Property.

k. USAFACFS Reg 190-1, 24 Feb 97, Installation Physical
Security and Crine Prevention.

. FM19-30, 1 Mar 79, Physical Security.

2. Discussion. Physical security and crine prevention are
proactive neasures to safeguard peopl e; prevent unauthorized
access to equi pnent, property, facilities and information; and
saf eguard them agai nst espi onage, sabotage, damage or theft.
Crinme prevention is aimed at reducing or elimnating crine, the
potential for crinme or crinme conductive conditions.

3. Questions. (Note: “e” indicates questions that |YES |NO
shoul d be answered no.)
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YES

a. Do Note R Q and C nedical itens storage
structures neet specifications of AR 190-517

b. Is interior and exterior lighting on during
the hours of darkness for Note R, Q and C storage
structures | AW AR
190- 517

c. Are pharnacies checked every 4 hours during
nonoper ati onal hours | AW AR 190-517

d. |Is access to Note R, Q and C nedical itens
storage areas controlled | AW AR 190-51?

e. Are containers |ocked at all tines except
during restocking, inventory or dispensing
operations | AW AR 190-517?

f. Are facilities within the hospital checked
by duty officers or other duty, nedical or unit
personnel and are checks recorded and retained on
file for 90 days | AWAR 190-51?

g. Are unit dose carts containing controlled
subst ances kept in secured areas when not in use | AW
AR 190-51?

h. Are unused needl es, syringes and ot her
medically sensitive itens stored in a | ocked
contai ner | AW AR 190-51?

i. Are used and unused needl es and syringes
stored in separate cabinets | AWAR 190-517

j. Pending final destruction, are used needl es
stored in "Sharps" containers and are contai ners
properly secured | AWAR 190-51?

4. REMARKS:
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Proponent / Phone No: Directorate of Public Safety/2-
3145

Functional Area: Physi cal Security

Prograni Activity Topi c: Mot or Pool , Vehicles and
Rel at ed Equi pnent

Dat e of Revi sion: 19 February 1999

Managenent Control Checkli st [] YES X NO [ ] NA

Appl i ed:

Unit | nspected: Dat e | nspect ed:

| nspector's Nane: Phone No:

1. References.

a. AR 190-11, 30 Sep 93, Physical Security of Arnms,
Ammruni tion and
Expl osi ves.

b. AR 190-12, 30 Sep 93, Mlitary Police Wrking Dogs.

c. AR 190-13, 30 Sep 93, The Arny Physical Security Program

d. AR 190-51, 30 Sep 93, Security of Unclassified Property.

e. AR 710-2, 31 Cct 97, Supply Policy Bel ow the Wol esal e
Level .

f. AR 380-19, 1 Aug 90, Information Security Systens.

g. AR 380-5, 25 Feb 88, Department of the Arny Information
Security w FORSCOM TRADOC Suppl enent s.

h. AR 735-5, 31 Jan 98, Policies and Procedures for Property
Accountability.

i. DA Pam 710-2-1, 31 Dec 97, Using Unit Supply System
Manual Procedures.

j. DA Pam 190-51, 30 Sep 93, Ri sk Analysis for Arny
Property.

k. USAFACFS Reg 190-1, 24 Feb 97, Installation Physical
Security and Crine Prevention.

. FM19-30, 1 Mar 79, Physical Security.

2. Discussion. Physical security and crine prevention are
proactive neasures to safeguard peopl e; prevent unauthorized
access to equi pnent, property, facilities and information; and
saf eguard them agai nst espi onage, sabotage, damage or theft.
Crinme prevention is aimed at reducing or elimnating crine, the
potential for crinme or crinme conductive conditions.

3. Questions. (Note: “e” indicates questions that |YES |NO
shoul d be answered no.)
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YES

a. |s the notor pool protected by an adequate
perimeter fence and equi pped with adequate |ighting
| AW AR 190-51 and FM 19- 307

b. Are vehicles and trailers parked away from
the fence line and is a 20 ft clear zone established
| AW AR 190-51?

c. Are entrances posted "Of Limts to
Unaut hori zed Personnel ™ | AW AR 190-51?

d. Are POVs prohibited fromentering the notor
pool | AW AR 190-517

e. Are security checks of the notor pool
performed | AWAR 190-517

f. Are vehicles equi pped/ secured by adequate
| ocki ng devices | AWAR 190-517

g. Are accessible and easily renovabl e vehicle
conponents (spare tires, OVM radios, etc.) secured
| AW AR 190-51?

h. 1s tactical communications equi pnment
remai ni ng on vehicles secured to the vehicle with a
medi um security padl ock | AW AR 190-517?

i. Are tool roons constructed and secured | AW
AR 190-517?

j. Wien not in use, are portable tools,
t ool boxes and tool kits/sets and shop equi pnent
secured | AWAR 190-517

k. Are comon tools issued | AWAR 190-517

|. Are tools aboard vehicles secured | AW AR
190-517?

m Are tools inventoried | AW AR 190-51 and AR
710- 27

n. |Is a special accountability system(e.qg.,
i ncreased inventories) used for controlling hand
tools with a nonmlitary application to prevent
i nproper use | AW AR 190-517?

0. Are portabl e/ nonportable repair parts
secured | AW AR 190-517?

p. Are used parts processed, protected and
di sposed of | AW AR 190-51?

g. |Is the storage area posted "Of Limts to
Unaut hori zed Personnel™ | AW AR 190-51?
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YES

r. Are fuel punps secured with approved | ocks
and el ectrical switches turned off when they are not
in use and attended | AW AR 190-51?

s. Are hoses to fuel punps secured when not in
use | AWAR 190-517

t. Are hatch covers and mani fold access doors
| ocked or seal ed on fuel tank trucks containing fuel
| AW AR 190-51 and USAFACFS Reg 190-17

u. Are brass |locks used to secure fuel pods
containing fuel 1AWAR 190-51 and USAFACFS Reg 190-
1?

v. Are packaged PCL products secured | AW AR
190- 517

w. Are large POL packages (e.g., 55 gallon
druns) stored to preclude their use as hiding places
for pilfered itens | AWAR 190-517

Xx. Are PCL credit cards and identification
pl ates centrally controlled, properly issued and
adequately protected | AWAR 190-517

y. Are all issues accounted for and supervised
by aut horized persons | AW AR 190-517?

z. Are all containers that can be use to carry
fuel properly secured | AWAR 190-517

aa. Are containers storing used POL narked and
separately stored | AWAR 190-517

4. REMARKS:
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Proponent / Phone No: Directorate of Public Safety/2-
3145

Functional Area: Physi cal Security

Progranm Activity Topic: Suppl i es, Equi prment, &
Materi al s

Dat e of Revi sion: 19 February 1999

Managenent Control Checkli st [] YES X NO [ ] NA

Appl i ed:

Unit | nspected: Dat e | nspect ed:

| nspector's Nane: Phone No:

1. References.

a. AR 190-11, 30 Sep 93, Physical Security of Arns,
Ammuni ti on and Expl osi ves.

b. AR 190-12, 30 Sep 93, MIlitary Police Wrking Dogs.

c. AR 190-13, 30 Sep 93, The Arny Physical Security Program

d. AR 190-51, 30 Sep 93, Security of Unclassified Property.

e. AR 710-2, 31 Cct 97, Supply Policy Bel ow the Wol esal e
Level .

f. AR 380-19, 1 Aug 90, Information Security Systens.

g. AR 380-5, 25 Feb 88, Departnment of the Arny Information
Security w FORSCOM TRADOC Suppl enent s.

h. AR 735-5, 31 Jan 98, Policies and Procedures for Property
Accountability.

i. DA Pam 710-2-1, 31 Dec 97, Using Unit Supply System
Manual Procedures.

j. DA Pam 190-51, 30 Sep 93, Ri sk Analysis for Arny
Property.

k. USAFACFS Reg 190-1, 24 Feb 97, Installation Physical
Security and Crine Prevention.

. FM19-30, 1 Mar 79, Physical Security.

2. Discussion. Physical security and crine prevention are
proactive neasures to safeguard people; prevent unauthorized
access to equi pnent, property, facilities and information; and
saf eguard t hem agai nst espi onage, sabotage, damage or theft.
Crinme prevention is ainmed at reducing or elimnating crine, the
potential for crinme or crinme conductive conditions.

3. Questions. (Note: “&” indicates questions that | YES |NO
shoul d be answered no.)
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YES

a. Are supply roonms and storage facilities
constructed and secured | AW AR 190-517?

b. 1Is the proper |evel of protection provided
for supplies and equi pnment according to the risk
anal ysis results and | AWAR 190-51 and USAFACFS Reg
190-1?

c. Are periodic command directed inventories
conducted, as required, |AWAR 190-517

d. Are storage facilities designated "O f
Limts to Unauthorized Personnel” | AW AR 190-517

e. |s adequate |ighting provided for storage
areas | AW USAFACFS Reg 190-17
f. Is organizational clothing and individual

equi pnent of persons in troop billets secured | AW AR
190-517?

g. Are work buildings or roons secured when
unattended | AW AR 190-517?

h. Are expendable supplies centrally stored in
secure cabinets, containers or roons | AWAR 190-517

i. Are credit cards stored in | ocked containers
with limted and controll ed access | AW AR 190-51?

j. Are portable comunications and el ectronics
itenms secured under double barrier protection | AWAR
190- 517

k. Is comuni cations and el ectroni c equi pnent
located in the interior of the facility as far from
the exterior as possible I AWAR 190-517?

| . Are audiovisual equipnent and training aids
secured | AWAR 190-517

m Are simul ated weapons stored in a | ocked
metal container with controll ed access | AW USAFACFS
Reg 190-17

4. REMARKS:
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Proponent / Phone No: Directorate of Plans, Training,
and Mobi lization/ 2-5207

Functional Area: Security

Prograni Activity Topi c: Forei gn Di scl osure

Dat e of Revi sion: 23 Cct ober 1998

Managenent Control Checkli st [JYES XINO [JNA

Appl i ed:

Unit | nspected: Dat e | nspect ed:

| nspector's Nane: Phone No:

1. References. AR 380-10, 30 Dec 94, Technol ogy Transfer,
Di scl osure of Information and Contracts with Foreign
Represent ati ves.

2. Discussion. Terrorism Counteraction Programapply to al
mlitary and civilian nmenbers of the active Arny, Arny National
Guard (ARNG, U S. Arny Reserve and Contractor personnel. This
programis designed to protect soldiers, civilian enpl oyees,
famly nmenbers, facilities, and equipnent. A critical aspect of
the programis the S2 Security Manager's ability to apply good

j udgenent and managerial skills in the devel opnent and

mai nt enance of regul atory procedures.

3. Questions. YES NO

a. Are procedures established for the rel ease
of Classified Mlitary Information (CM), and
control of Unclassified Information (CU) to foreign
gover nnment s?

b. Are procedures established for handling
request for information fromlocal allied |iaison
of ficers and Personnel Exchange O ficers (PEO ?

c. Are procedures established for determning
the releasability of unclassified and classified
briefings?

d. Is a request for foreign disclosure
submtted to DPTM Security D vision before oral and
visual CM/CU is disclosed to Allied Liaison
Oficers or (ALO Personnel Exchange Program ( PEP)
Oficers?

e. Are procedures established for tinely
processing of all foreign requests for informtion?
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YES

f. Are procedures in place to ensure that the
terms of the proposed extended visit provide the
foreign national access only to that CM or CU
which is rel easable to the parent governnent and for
whi ch a valid need-to-know is established?

g. Is aUS Any Contact Oficer for ALO and
Per sonnel
Exchange O ficer identified in the Del egation of
Di scl osure Authority Letter (DDL)?

h. 1s the US. Arny contact officer physically
accessi bl e and have daily contact wth the ALO PEP?

i. Does the U S. Arny contact officer brief
new y assi gned PEP officers on the follow ng?

(1) Ternms of extended visit

(2) Procedures for release of CM/CU
i nformation

]. Are procedures established to process al
foreign visits?

k. Are records/logs maintained on all foreign
visits?

I. Are all visits staffed through DPTM
Security D vision, for proper authority
det erm nati on?

4. REMARKS:
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Proponent / Phone No: Directorate of Plans, Training,
and Mobi lization/ 2-5207

Functional Area: Security

Prograni Activity Topi c: I ndustrial Security

Dat e of Revi sion: 23 Cct ober 1998

Managenent Control Checkli st [JYES [INO [INA

Appl i ed:

Unit | nspected: Dat e | nspect ed:

| nspector's Nane: Phone No:

1. Ref er ences.

a. National Industrial Security Program (N SP), undated.

b. National Industrial Security Qperating Manual (Nl SPOM ,
undat ed.

2. Discussion. The National Industrial Security Program applies
to all executive branch departnents and agencies and to al
cleared contractor facilities |located within the United States,

its trust territories and possessions. It wll be used to
safeguard classified information rel eased during all phases of
the contracting, |icensing, and grants process, including

bi ddi ng, negoti ati on award performance, and term nation.

3. Questions. * If there is not a publication YES NO

|isted before the paragraph, refer to N SPOMV

a. Are the required reports, reported to the
FBI or Cogni zant Security Agency (CSA)/ Cogni zant
Security Oficer (CSO?

(1) Has the election to have Letter of
Cl earances (LOC) issued to the Home Ofice Facility
(HOF) or Principle Managenent Facility (PMF) been
included in the Standard Practice Procedures (SPP)
and approved by the cognizant CSO? (para 2-200c)

(2) Are the SPP required by the CSO? (para 1-
202)
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YES

(3) |Is there a Parent Subsidiary Rel ationshi p,
and is there a separate Facility C earance (FCL)?
(para 2-109)

b. Are DD Forns 254 (Contract Security
Cl assification
Specification (CSCS)) prepared by the prine
contractor and Incorporated into each subcontract,
and furnished to the subcontractors? (para 7-103)

(1) Are DD Fornms 254 incorporated as clauses in
a classified contract, and provided to the
contractor by the Governnment Contracting Agency
(GCA) ? (para 4-103)

(2) Is retention of classified information by
contractors approved by the GCA? (para 4-103c)

c. |Is positive identification of visitors
requi red and nunber of classified visitors held to a
m ni nun? (para 6-101 & 105)

(1) Has action been taken to determ ne that the
visiting contractor has been granted the appropriate
FCL? (para 6-103)

(2) Are visitor records nuaintained, and do they
contain required information? (para 6-107)

(3) Are visitors escorted as required? (para
6- 106)

(4) Does the facility have long-termvisitors?
(I'f so, list by conpany those abiding by the host
SPP? (para 6-108)

(5 Are requests submtted in advance of
visits? (para 6-101)

(6) Is imediate notification regarding any
change of individual or facility clearance status
furnished to those activities which have received
current visit requests? (para 6-104)

d. Is the facility furni shed adequate
cl assification guidance and notification of periodic
revi ew? (para 4-103)

(1) Are security classifications, including
downgr adi ng and decl assification instructions,
applied to information i naccordance with the
applicabl e cl assification guidance? (chap 4, sec 2)
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YES

(2) Does the contractor chall enge
classification and marki ng gui dance believed by him
or her to be inadequate or erroneous? (para 4-104)

(3) |Is security classification marking by the
contractor supported by adequate records? (chap 4,
sec 2)

(4) Are downgrading and decl assification
actions taken in accordance with established
requi renent? (para 4-107 and 4-208)

(5) Are briefings given as required, and
briefing forns retained for the required period of
time? (chap 3,)

e. Are containers kept |ocked when not under
di rect and continuous surveillance by an authorized
person? (para 5-308)

(1) Are the nunber of persons possessing
knowl edge of the conbinations or having access to
contents of containers held to a m ninmun? (para 5-
308)

(2) Wen conbinations to classified containers
are placed in witten form are they properly
mar ked, stored, and accounted for? (para 5-308)

(3) Are conbinations changed by an authori zed
person? (para 5-308)

(4) Are conbination padl ocks properly protected
when the container is open? (para 5-308)

(5) Are adequate supplenental controls
est abl i shed where required? (Conpletely describe
suppl emental controls in effect at the tine of
inspection. Fully identify those controls that are
established for security containers and those
established for controlled areas. (para 5-312)

(6) Are vaults and strong roons properly
construct ed?
(chap 5, sec 8)

f. 1Is classified waste properly protected?
(para 5-708)

(1) Are security checks performed to ensure
that classified material is protected at all tines?
(chap 5, sec 1)
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YES

(2) Does the CSO have inspection responsibility
for all classified material and areas? (If not, give
particulars as to how the CSO was relieved of
i nspection responsibility and for what specific
areas.) (para 1-104)

(3) Are classified hardware and docunents
properly marked? (chap 4, sec 2)

(4) |Is the date of origin, nane, and address of
facility placed on docunents? (para 4-202)

(5) Are portions of classified docunents
properly marked? (para 4-206)

(6) Are all additional markings applied as
requi red? (para 4-206 thru 4-219)

g. |Is foreign classified information marked
with U S, equivalent classification marking? (para
4- 206)

(1) Are docunents nmarked as required? (para 4-
210)

(2) Are downgradi ng/declassification notations
properly assigned and conpl eted? (para 4-208)

h. 1s classified information properly prepared
and transmtted outside and within the facility?
(para(s) 5-402, 5-403, 5-404, 5-406, and 5-407)

(1) Are couriers that handle classified
mat eri al properly cleared and briefed? (para 5-410)

(2) Are procedures established and i npl enented
for the proper receipt of classified material by the
facility? (para 5-401)

(3) Is witten authorization for the
transmttal of TOP SECRET information obtained from
the GCA? (para 5-402)

(4) |Is export of U S classified material in
conpliance with applicable U S. | aws and
regul ations? (chap 5, sec 5)

(5 |Is the transmittal of classified
information outside the U.S., Puerto Rico, or a US.
possession or trust territory properly acconplished?
(para 5-405)

(6) Are classified shipnments made only in
accordance with the chap 5, sec 4?
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YES

(7) Is consignee given advance notice of
classified shipnment? (para 5-418d)

(8 Is the CSO notified of overdue classified
shi prent s? (para 5-407)

(9) Is classified information, which is hand-
carried in connection with visits, properly approved
i n advance, accounted for, and stored? (para 5-410)

(10) 1Is a suspense system nai ntai ned of
receipts for classified transmttals, and is
adequate followup action taken, if receipts are not
returned? (para 5-401)

(11) Are procedures established for the hand
carrying of classified nmaterials, for exanple, by
commercial aircraft? (para 5-411)

(12) Are procedures established for records,
accountability, reporting, inventories, control, and
access for classified material. Have control
stations been established? (chap 5, sec 2)

(13) Are conplete records kept for classified
mat eri al received and di spatched outside the
facility? (para 5-202)

i. |Is accountability maintained for all TOP
SECRET, SECRET, and CRYPTO naterials, including
docunents, hardware, and nock-ups, to permt their
pronpt |ocation? (chap 5, sec 2)

(1) Are accountability, receipt, and dispatch
records retained for the required tinme? (para 5-
202)

(2) Are procedures established to ensure pronpt
reporting to the Facility Security Oficer (FSO and
i nvestigation of each | oss, conprom se, or suspected
conprom se of classified material and other security
vi ol ations? (para 1-300)

(3) How nmany occurrences since |ast inspection?

(4) |Is annual inventory and accounting nmade of
TOP SECRET material? |Indicate date of |ast
inventory. (para 5-203)

(5) Are TOP SECRET docunents controlled by
access records, continuous receipt system nunber
series, and copy nunbers? (para 5-203)
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YES

j. |Is access to classified material controlled
on a need-to-know basis? (chap 5)

k. Are adequate procedures inplenented to fully
ensure the safeguarding of classified nmateri al
during its use? (chap 5)

I. Are closed areas properly constructed?
(para 5-801)

(1) Are areas properly posted and approved by
the CSO? (para 5-306)

(2) Are area entrances properly controlled, and
is admttance granted on a need-to-know basi s?
(para 5-306)

(3) Are enployees assigned to areas instructed
to chall enge unknown persons in areas? (para 5-306)

(4) Are visitors to areas properly controlled?
(para 5-306)

m Are suppl anting el ectronechani cal access
control devises properly regulated? (para 5-314)

(1) Are guard patrols or supplanting alarm
systens adequate for closed areas during non-worKking
hours? (para 5-306)

(2) Do subcontractors and their enpl oyees who
operate and mai ntain alarm systens have required
personnel clearances? List subcontractors. (para 5-
903)

(3) Are alarmdispatch records properly
execut ed and mai ntai ned for 30 days? (para 5-902)

(4) |Is the response tine to an activated alarm
15 minutes or less? (para 5-903b)

n. Does material, equipnent, and installation
neet federal and/or Underwiter Lab's
specifications? (para 5-901)

o. |If key-operated padl ocks are used, have
adequat e procedures been established for control of
keys and | ocks? (para 5-310)

p. |s a programestablished for the reduction
of classified holdings? (chap 5, sec 7)

(1) |Is classified material (including waste)
destroyed as soon as practical? (chap 5, sec 7)
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YES

(2) |Is classified material properly destroyed?
(That is, does destruction process preclude
reconstruction; see para 5-705)

(3) |Is burning the only approved net hod of
destruction used by the facility? (List nethods of
destruction, other than burning, which have been
approved by CSO see para 5-706)

(6) |Is destruction performed and w tnessed by
appropriately cleared personnel who are
know edgeabl e of their responsibilities? (para 7-
706)

(4) Are destruction records and certificates
mai nt ai ned as required? (chap 5, sec 7)

(5) Is destruction authority obtai ned when
requi red? (para 5-704)

g. Is retention authority requested on final
delivery of goods or services or on conplete
term nation of contract? (Explain how procedures are
verified and how facility acconplishes this; see
para 5-702.)

(1) |Is reproduction held to the m ninmm
requi red? Are reproduction facilities properly
designated, identified, and controlled? (chap 5,
sec 6)

(2) Is reproduction authorization obtained when
requi red? (para 5-601)

(3) Are reproduction records properly
mai nt ai ned? (para 5-603)

r. Are neetings sponsored when required? (para
6- 200)

(1) |Is attendance of foreign nationals or
Representative of Foreign Interest (RFlIs) approved
by Governnent Agency sponsoring activity? (para 6-
201)

(2) Are classified neetings held at approved
| ocations? (para 6-201)

s. Has the contractor devel oped conplete
security procedures for the safeguarding of
classified material at the neeting? (para 6-201)

(1) Have the security procedures been submtted
to the sponsoring activity for approval ? (para 6-
201)
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YES

(2) |Is attendance limted to persons properly
cl eared and having a need-to-know? (para 6-201)

(3) |Is disclosure authority obtained fromthe
contracting officer when required, and is disclosure
authority furnished to sponsoring activity? (chap
5, sec 5)

(4) Is a copy of the classified presentation
furni shed to governnent agency having jurisdiction
over the information for approval ? (para 6-201)

t. Are requests to attend neetings properly
certified and submtted to contracting officer User
Agency (UA) activity for certification of the
enpl oyee' s need-to-know? (para 6-105)

u. Are contractors adhering to Departnent of
the Arny requirenments for Autonated Data Processing?
(Aut omat ed Systens Checkli st)

v. Are all classified contracts sent to the
DPTM Security Division for review? (AR 380-5, para
7-101)

w. Are unclassified contracts sent to the DPTM
Security Division for review before solicitation?

X. Have contracting officers appointed
person(s) to serve as interface with industri al
security manager or to act on industrial security
matters in coordination with the industrial security
manager? ldentify by nane, grade, and position.

(AR 380-49, para 7b)

(1) Are procedures established regarding
control of dissem nation of classified
intelligence/rel ease of such data to U.S.
Contractors? (AR 380-49, para 8, and AR 381-1) Are
personnel Aware of the procedures?

(2) Are procedures established to report
adverse information concerning contractors? (AR
380-49, para 2-320, NI SR and B-17)

y. Are there any contractor activities on the
installation? (NI SR para 1-108)
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YES

(1) Does Defense Investigative Service (DIS)
have security cogni zance?

(2) If the installation retains security
cogni zance, areall aspects of the N SR being
conplied wth?

(3) Have there been any unsatisfactory security
i nspections or possible security conprom ses?

(4) Was the appropriate DI S region notified?

(5) Was pronpt renedial action taken? (Cbtain
a copy.)

(6) Have DD Forns 254 been prepared for al
classified contracts? (NI SR, paragraph 7-102, and AR
380-49, para g) (Obtain copies).

(7) Do DD Forms 254 contain adequate security
cl assification guidance? (N SR, appendi x D)

(8) Is there coordination between the security
office and contracting activity in preparation of DD
Forns 2547

4. REMARKS:

100




USAFACFS Pam 1-1, 7 April 2000

Proponent / Phone No: Directorate of Plans, Training,
and Mobi lization/ 2-5207

Functional Area: Security

Prograni Activity Topi c: Information Security

Dat e of Revi sion: 23 Cct ober 1998

Managenent Control Checkli st [JYES XINO [JNA

Appl i ed:

Unit | nspected: Dat e | nspect ed:

| nspector's Nane: Phone No:

1. Ref er ences.

AR 380-5, 25 Feb 88, DA Information Security Program

USAFACFS Supplenent 1 to AR 380-5 w change 1.

FORSCOM Suppl emrent 1 to 380-5, 15 May 89.

oooe

DOD Directive 5200-R, Jan 97, Personnel Security Program

e. AR 380-67, 9 Sep 88, Personnel Security Program

2. Discussion. DOD Directive 5200.1, DOD Information Security
Program and AR 380-5, DA Information Security Program apply to
all mlitary and civilian nmenbers of the active Arny, Arny

Nati onal Guard (ARNG, U S. Arny Reserve and Contractor
personnel. Any violation of requirenents set forth in the above
may subject soldiers to disciplinary action under Article 92,

Uni form Code of MIlitary Justice (UCM]); civilian personnel nmay
be subject to adverse action under Civilian Personnel Regul ations
(CPRS). An effective Security Program provides the protection of
US interests. It ranges fromthe security of all forns of
classified and sensitive defense information, to the protection
of installation famlies from possi bl e harassnment and
enbarrassnment while traveling. A critical aspect of the program
is the S2 Security Manager's ability to apply good judgenent and
managerial skills in the devel opnment and mai nt enance of

regul atory procedures.

3. Questions. YES NO

a. Cassification (AR 380-5, chapter 4). Does
the unit/activity have established procedures for
chal | engi ng
cl assification?

b. Markings (AR 380-5, chapter 4).

(1) Are docunments properly marked with the
overall classification?

(2) Are all pages of documents properly marked?
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YES

(3) Are subjects, titles, and paragraphs of
cl assified docunents properly marked?

(4) Are charts, maps, and draw ngs marked with
t he hi ghest classification of the overal
i nformation?

(5 Are charts, maps, or draw ngs fol ded or
rolled so that the classification markings are
covered, and are additional markings stanped on each
iten?

(6) Are slides kept in containers which bear
conspi cuous classification and downgradi ng mar ki ngs?

(7) Are renovabl e ADP and word processing
storage nedia narked with the proper classification.
(e.g. SF 706 TS; 707 S; 708 C, 710 U.)?

(8) Are the interior pages of fan-folded
conputer printouts hand or machi ne marked with the
proper classification?

c. Safeguarding and Storage (AR 380-5, chapter
5)

(1) Does the security manager and docunent
cust odi an know t he proper procedure for changing
conbi nations to security containers?

(2) Does the security manager and docunent
cust odi an know the proper procedure for the repair
of damaged or | ocked-out security containers?

(3) Have Ceneral Services Adm nistration (GSA
approved vaults or security containers used for
storage of classified information or material been
desi gnated and a nunber or synbol affixed to each
cont ai ner ?

(4) Are conbinations to GSA approved containers
changed at |east annually or as otherw se required?

(5) Does the unit/activity have a SF 700 posted
in all approved security containers used to store
classified information?
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YES

(6) |Is copy two of the master security
contai ner hand carried to the next higher
headquarters or other authorized storing activity on
the installation?

(7) Are classified docunents/ material properly
stored in GSA approved contai ners?

(8) Are vaults, security containers, and areas
designated for storage of classified information or
material free of cash, narcotics, and weapons?

(9) Has a properly cleared comm ssi oned
officer, warrant officer, NCO (E5 or above) or a DA
civilian (GS4 or above) been designated in witing
as Docunment Custodi an and Al ternate Docunent
Cust odi an?

(10) Are procedures established for the
controlled renoval of classified material fromthe
physi cal confines of the buil ding?

(11) Are carbon and plastic typewiter/printer
ri bbons and carbon paper used in the production of
classified information properly marked with the
hi ghest cl assification of information processed and
stored properly?

(12) 1Is SF 701 being used for the end-of-day
security checks?

(13) 1Is SF 702 being used and properly
annotated for all security containers?

(14) Have energency destruction and evacuation
pl ans been devel oped?

(15) Are appropriate security precautions taken
before conferences or other neetings in which
classified information is to be di scussed or
di scl osed?

(16) Are cover sheets for TOP SECRET, SECRET
and CONFI DENTI AL material (SFs 703, 704, and 705)
used when material is renoved fromsecurity
cont ai ners?

d. Conmpromise O Classified Information (AR
380-5, chapter 6)
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YES

(1) Are personnel aware of their
responsibilities in the event of an actual or
possi bl e conprom se?

(2) Has a program been established for
reporting AWOLS or unexplained failure to report for
work by civilians who have access to COVSEC, SECRET
or higher information?

(3) Are actions taken under AR 380-67 for
per sons who have had access to classified
information and attenpt or conmits suicide?

e. Access, Dissem nation, and Accountability:
(AR 380-5, chapter 7)

(1) Have proper procedures been established for
di ssem nation of classified material ?

(2) Are working papers marked, protected, and
destroyed | AWthe classification | evel of the
mat eri al ?

(3) Has specific reproduction equi pnent been
designated for the reproduction of classified
i nformation?

(a) |Is the approval letter from DPTM Security
Di vi sion posted on or near the nachine?

(b) Are security precautions for reproduction
of classified material or information posted on or
near the reproduction machi ne?

(c) Are Fort Sill posters identified for
classified and uncl assified use and posted in a
conspi cuous place near the reproducti on nachi ne?

(d) Is Fort Sill Poster 380-5-6(c) posted near
fax machi nes not approved for classified
transm ssi on?

(e) Is an approved nachine used to transmt
classified material approved?

(f) Are classified docunment distribution lists
revi ewed?

(g) Are procedures in place to protect incom ng
mail and itens delivered by nmessenger until
determ nation is nade whether classified information
is contained therein?

f. Transporting Classified Material: (AR 380-
5, chapter 8)
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YES

(1) |Is an appropriately cleared individual
authorized in witing by the Security Manager to
escort or hand-carry classified material between
duty stations or activities to be visited?

(2) Are proper procedures being used in
carrying classified material between buil di ngs?

(3) Have individuals authorized to hand-carry
or escort classified material signed a statenent
that they are aware of the provisions of AR 380-5,
chapter 8?

g. Disposal and Destruction: (AR 380-5, chapter
9)

(1) Are destruction of records maintained for
TOP SECRET material and for SECRET material when
required?

(2) Is classified material destroyed in the
presence of two witnesses for TOP SECRET and one
wi tness for SECRET nmaterial when required?

(3) Are records of destruction maintained on
file for 5 years when required?

(4) Does the unit/activity store classified
waste on a tenporary basis separate from ot her
classified material ?

(5) Annual "dean Qut Day": (AR 380-5) Does the
unit/activity have a day designated as an annual
cl ean out day for destruction of classified
mat eri al ?

h. Security Education (AR 380-5c, chapter 10)

(1) Are personnel given an initial
i ndoctrination briefing when first assigned to the
unit/activity?

(2) Does the security manager nmintain copies
of the Cl assified Nondiscl osure Agreenent Form (SF
312) ?

(3) |Is the security manager for the
unit/activity conducting as a m ni num an annual
security refresher briefing for all personnel and is
a record of this briefing and of all personnel
briefed kept on file?

(4) Are personnel given a foreign travel
briefing to rem nd themof their security
responsibilities prior to such travel ?
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YES

(5) |Is the Security Term nation Statenent and
Debriefing Certificate (DA Form 2962) executed for
those cleared mlitary and civilian personnel who
termnate their enploynent, retire, ETS, or
contenpl ate absence fromduty or enpl oynent for 60
days or nore and kept on file for 2 years?

(6) Are personnel who have access to classified
information given a security briefing prior to
traveling through or to a conmunist controlled
country listed in ar 380-5, appendix H and are
copi es of such briefings kept on file for 1 or 5
years, whi chever applies?

i. Program Managenent: (AR 380-5 chapter 13)

(1) Does the unit/activity have the current
Editions of AR 380-5 wi th USAFACFS Suppl 1, and
FORSCOM Suppl 17

(2) Is the unit/activity security SOP current
and consistent with requirenents of AR 380-5 and
USAFACFS Suppl 17

(3) Are assistance visits or inspections of
subordinate units/activities conducted?

(4) Has a properly cleared comm ssioned
of ficer, warrant officer, noncomm ssioned officer
(E6 or above) or a DA civilian (GS6 or above) been
designated in witing as the Security Manager?

(5) Has the security manager been given a desk
side briefing by DPTM Security Division concerning
hi s/ her responsibilities as Security Manager upon
appoi nt ment ?

4. REMARKS:
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2000

Pr oponent / Phone No:

and Mobili zati on/ 2-5207

Functi onal Area:

Security

Progranm Activity Topic:

OPSEC

Dat e of Revi si on:

23 COct ober 1998

Managenment Control Checkli st

Appl i ed:

X] YES [ NO [] NA

Unit | nspected:

Dat e | nspect ed:

| nspector's Nane:

Phone No:

1. Ref er ences.

* See Managenent Contro
May 87

Checklists in DA Circul ar
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Proponent / Phone No: Directorate of Plans, Training
and Mobilization/2-1816

Functional Area: Security

Prograni Activity Topi c: Personnel Security

Dat e of Revi sion: 23 Cct ober 1998

Managenent Control Checkli st [JYES XINO [JNA

Appl i ed:

Unit | nspected: Dat e | nspect ed:

| nspector's Nane: Phone No:

1. Ref er ences.

DOD 5200. 2-R, Jan 87, Personnel Security Program

DOD 5200.2-R, 1 Nov 95, Personnel Security Program

AR 380-67, 9 Sep 88, Personnel Security Program

Message, HQ DA, 271804Z Mar 85, Personnel Security.

Message, HQ DA, 131945Z Cct 98, Personnel Security.

TP e| T

AR 600-8-10, 1 Jul 94, Leaves and Passes.

g. AR 680-29, 1 Apr 89, MIlitary Personal Action Mlitary
and Type Transacti on Codes.

2. Discussion. The intent of a unit personnel security program
is the establishnent and inplenentation of regulatory policies
and procedures to ensure that granting an individual access to
classified information is clearly consistent with the interests
of national security.

3. Questions. YES NO
a. |Is there a current edition of AR 380-677
b. Is there a system maintained for determning

whi ch personnel, positions, or duties require access
to classified information?

c. Does the security manger verify that a
person needs a cl earance before initiating a
Personnel Security Investigation (PSlI) request?

d. Areonly US. citizens granted access to
classified informati on?

e. Does the security manager review actua
proof of citizenship docunents before requests for
i nvestigations or clearances are initiated?

f. Is a Field Determ ned Personnel Security
Status (FDPSS) assigned to each person? Are FDPSS
entries for soldiers nade in SIDPERS?

g. Does the security nanger review personnel
security data and submt changes to correct the
S| DPERS dat a base?
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YES

h. Does the security nanager give the Privacy
Act notification to personnel prior to initiation of
a PSI?

i. Does the security nmanager brief unit
personnel on the requirenents for handling
classified informati on before access is granted?

j. Does the security nmanager give periodic
refresher briefings to personnel with continuing
access to classified information?

k. Does the security manager debrief personnel
upon- -

(1) Term nation of enploynment?

(2) Administrative withdrawal of security
cl earance?

(3) Revocation of security clearance?

(4) Contenpl ated absence fromduty or
enpl oynent for 60 or nore days?

(5) Enploynment for 60 days or nore?

|. Does the security nmanager retain DA Forns
2962 (Security Determnation Statenents) for 2 years
after the debrief?

m Does the security nanager have a unit or
organi zati on security clearance and access roster?

n. 1Is the security nanager's security cl earance
and access roster current?

0. Does the security manager maintain a
suspense file for keeping track of security
cl earance and PSI actions and requirenents?

p. Does the security nmanager identify those who
need a (SSBI) to ensure each is updated every 5
years?

g. Wen requesting a SSBI, or (PR), do
commander s or i mredi ate supervi sors personally
review the DD Form 398 (Personnel Security
Questionnaire) to determine if they are aware of any
adverse information which was omtted fromthe fornf

r. |Is the security manager notified of |evy
requi renents for unit personnel and what security
cl earance requirenents apply to the new assi gnnent ?
If so, how?

S. |Is the security manager famliar with the
"Cat ch-em i n- CONUS" progranf

t. Are civilian positions properly sensitized
and held to a m nimum consistent with m ssion
requi renent s?
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YES

u. Is the security nmanager famliar with the
procedures and requirenents to get an exception to
policy on the hire of civilians or the issuance of
an interimcl earance before their NAC is conpleted?

v. Does the security manager require al
personnel possessing a security clearance to report
all personal foreign travel in advance of the travel
bei ng perfornmed?

(1) Does the security manager give a foreign
travel briefing to personnel with a cl earance before
travel to a designated country?

(2) Does the security nmanager nmaintain records
of all personal foreign travel for 5 years?

(3) Does the security manager have a programto
ensure that supervisory personnel are famliar with
their special responsibilities in matters pertaining
to personnel security?

(4) Does your security program provide
practical guidance for indicators that may signa
matters of personnel security concern?

(5) Does the security manager identify and
process derogatory informati on on your personnel as
requi red by chapter 8, AR 380-677

w. Do conmanders and supervisors take pronpt
action to suspend access or assignnent to sensitive
duties if so warranted?

X. |Is the security manager and the commanders
or supervisors famliar with the adm nistrative
procedures for denying or revoking security
cl earances?

y. Does the security manager identify and
updat e NAC, ENTNAC, or NACI investigations that are
15 years, or older?

4. REMARKS:
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Proponent / Phone No: Directorate of Plans, Training,
and Mobi li zati on/ 2-5207

Functional Area: Security

Prograni Activity Topi c: Subver si on and Espi onage
Directed Against the U S. Arny
( SAEDA)

Dat e of Revi sion: 23 Cctober 1998

Managenment Control Checkli st [1YES XINO [JNA

Appl i ed:

Unit | nspected: Dat e | nspect ed:

| nspector's Nane: Phone No:

1. Ref er ences.

a. AR 381-12, 15 Jan 93, Subversion and Espi onage Directed
Agai nst the U. S. Arny (SAEDA).

2. Discussion. AR 381-12, Subversion and Espi onage Directed
Against the U.S. Arny (SAEDA) applies to all mlitary and
civilian nenbers of the active Arny, Arny National Guard (ARNG
U.S. Arny Reserve and Contractor personnel. Any violation of
requi renents set forth in the above may subject soldiers to

di sciplinary action under Article 92, Uniform Code of Mlitary
Justice (UCM)); civilian personnel nay be subject to adverse
action under Civilian Personnel Regulations (CPRS) or by
applicable provision of the United States Code. The know edge,
awar eness, and participation of all DA personnel is essential to
the success of the Arny’s SAEDA program to the effort to counter
foreign intelligence activities, and to the protection of our
national security. A critical aspect of the programis the S2
Security Manager's ability to apply good judgenent and nanageri al
skills in the devel opnent and mai nt enance of regul atory

pr ocedur es.

3. Questions. YES NO

a. Does the unit/activity conduct annual SAEDA
trai ning? (para 2-1)

b. Wen was the last briefing conducted? Date:

c. Wio conducted it? Rank/ Nane.

d. Is arecord of all personnel briefed kept on
file?
e. |Is the security manager aware of the

requi renent for a special SAEDA briefing?
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YES

f. Are security nmanagers aware of procedures
for reporting known or suspected SAEDA incidents?

g. Has the unit/activity established a system
to make sure all personnel receive an annual SAEDA
briefing?

h. Are security managers aware of the penalties
under the Uniform Code of MIlitary Justice and/or
Federal Statutes classified or unclassified mlitary
i nformation?

4. REMARKS:
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Proponent / Phone No: Directorate of Plans, Training,
and Mobilization/2-2914

Functional Area: Security

Progranf Activity Topic: Techni cal Security

Dat e of Revi sion: 23 Cct ober 1998

Managenment Control Checkli st [ ] YES X NO [] NA

Appl i ed:

Unit | nspected: Dat e | nspect ed:

| nspector's Nane: Phone No:

1. Ref er ences.

a. AR 380-19, 27 Feb 98, Information Systens Security.

b. AR 380-5, 25 Feb 98, Departnment of the Arny Information
Security Program

c. AR 380-53, 29 Apr 98, Information Systens Security
Moni t ori ng.

d. AR 380-67, 9 Sep 98, Personnel Security Program

e. AR 25-1, 25 Mar 97, The Arny Informati on Resources
Managenment Program

f. TRADOC Pam 380-1, 10 Feb 89, STU-IIIl Security Procedures.

g. USAFACFS Reg 380-1, 24 Feb 98, Internet Security.

2. Discussion. This checklist applies to U S. Arny systens
under the cogni zance of AR 380-19.

3. Questions. YES NO
a. Information Systens Security (General
Questi ons).

(1) Has an Information System Security Oficer
been appointed for each Automated I nformation System
(AI'S) or group of AIS?

(2) Has the Information System Security O ficer
(1'SSO attended the training programthrough
Security Divison?

(3) If a network exists, is there a Systens
Adm ni strator (SA) appointed?

(4) Does the ISSO ensure systens are operated
and mai ntai ned according to AR 380-19 (explain)?

(5) Does the ISSO ensure users have the
requi red security clearances, authorizations, and
need-to-know to access the information or systens?

(6) Has training in Information Systens
Security (I'SS) principles and techni ques been
integrated into unit operations?

(7) Are all personnel who nanage, design,
devel op, maintain, or operate AlSs included in an
| SS training and awar eness progranf
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YES

(8) Are security incidents, technical
vul nerabilities, attenpts to gain unauthorized
access, systemfailures or suspected defects
reported to the Information Systens Security
Manager (I SSM ?

(9) Does the |1SSO have originally signed FS
Forms 116 (User Agreenent for account access) for
all account holders in the organi zation?

(10) Does the ISSO have control of all passwords
for accounts, systens and files in the organization?

(11) Are passwords for classified and
uncl assi fied systens changed every three and six
nont hs respectivel y?

(12) Does a password-protected screensaver
activate after 3 mnutes of inactivity?

(13) Is there a nodemand a Fort Sill WAN
connection on the conputer?

(14) Is there an exenption to Fort Sill policy
permtting dual connectivity?

(15) Are there laptops in the organi zation?

(a) Does the risk assessnent address | aptop-
specific vulnerabilities?

(b) Are the | aptops taken TDY or hone?

(c) Does the SOP address taking the conputer
TDY or hone?

b. Accreditation Process.

(1) Does the ISSO rmaintain accreditation
st atenent s?

(2) Have all AlISs been accredited prior to
operation?

(3) |Is there an access control policy for Al S?

(4) Has an SOP been published and distributed?

(5) |Is there a threat and vulnerability
assessnent for the organization (if government
conput ers have been authorized by the Desiginated
Approving Authority (DAA) to be taken hone, have
t hey al so been assessed)?

(6) |Is there a contingency plan in place?

(7) |Is there a DAA identified/ appointed for al
Al'S or networks in the activity?

(8) Does the DAA neet the qualifications to
hold this position?
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YES

(9) Do accreditation statenents reflect the
proper sensitivity designation?

(10) Do accreditation statenments reflect the
correct security processing node of operation?

(11) Do accreditations reflect each operational
envi ronment of the Al S?

(12) Has the conputer been through the
certification process (optional for smal
conputers)?

(13) Has any of the follow ng occurred with any
of the accredited Al S?

(a) Addition/replacenent of major conponent?

(b) Change in sensitivity designation, node of
operation, or operating systenf

(c) Breach of security, violation of system
integrity, or any other incident which invalidates
the accreditation?

(d) Significant change in the physical
structure housing the AIS which nay affect its
operati on?

(e) Passage of three (3) years since |ast being
accredited?

(f) Significant change to the threat to Arny
Al S?

(g) Significant change to the availability to
saf eguar ds?

(h) Significant change to the user popul ation?

(i) D dthe change occur nore than 3 nonths
ago? |If so, has a new accreditati on been submtted?

(15) Are privately owned conputers present in
t he wor kpl ace? Are they accredited?

c. Cassified Systens.

(1) |Is any classified data processed? |If so,
are di skettes nmarked/ | abeled with SF 706 (TOP
SECRET), SF 707 (SECRET), SF 708 (CONFI DENTI AL), SF
711 (DATA DESCRI PTOR) or SF 712 (SCl)?

(2) If classified and unclassified diskettes
are stored, transmtted, or intermngled, are
uncl assified di skettes marked/ | abeled with SF 710
( UNCLASSI FI ED) ?

(3) Is classified data processed on non-
removabl e nedia? If yes, is it |AWpara 2-21?
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YES

(4) Are nedia cleared, purged, declassified or
destroyed | AW para 2-207?

(5) Does output reflect the sensitivity
mar ki ngs of the information (i.e. Security
Classifications and For Oficial Use Only)

d. Software.

(1) |Is the nost current version of the Arny-
contracted Antivirus software (currently MAfee or
Symantec Norton) installed on each systenf? (DA
Antivirus Policy)

(2) 1Is only software that has been specifically
devel oped or approved for use, or has been purchased
or | eased by an authorized U. S. Governnent
representative, being used?

(3) If public domain, share-ware, or other
privately purchased software is being used, has it
been approved locally under AR 25-17

(4) Are originals/mster copies of software
saf eguarded and never used for actual production
operations?

(5) Are only legal copies of software running
on the conmputer? (By this, it is neant one copy of
the software running on only one machine.)

e. Comruni cations Security.

(1) |Is Sensitive But Unclassified (SBU)
information (i.e., Privacy Act or FOUO ever
transmtted through the AIS? If so, is the
transm ssion protected or has the DAA waived the
requi renent ?

(2) On start-up, does the Consent to Monitoring
banner appear on the screen prior to access being
granted to the conputer?

(3) Is there a Protected Distribution System
(PDS) in use?

(4) Has the PDS been approved for use by the
appropri ate MACOW?

(5) Are DD Form 2056 applied to all standard
t el ephones?

(6) Are all new personnel given an initial
bri efing concerning their use of DOD
t el ecommuni cati ons systens and understand they are
consenting to COVSEC nonitoring?
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YES

(7) Are STU- 111 CIK kept in a security
container in the sane area as the STU-1Il1, in any
| ocked container in a different area, or wwth an
aut hori zed i ndi vi dual ?

(8 Is there a |log showi ng the hol der/user or

usual | ocation of each CIK and it's associ ated STU
[11?

(9) Are STUIIlls installed at | east 39 inches
from nonsecure tel ephones and 2 inches from
conput ers?

4. REMARKS:
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Proponent / Phone No: Directorate of Plans, Training,
and Mobi lization/ 2-5207

Functional Area: Security

Prograni Activity Topi c: Terrori sm Count eracti on Program

Dat e of Revi sion: 23 Cct ober 1998

Managenent Control Checkli st [J] YES [X NO [] NA

Appl i ed:

Unit | nspected: Dat e | nspect ed:

| nspector's Nane: Phone No:

1. Ref er ences.

a. AR 525-13, 26 Jun 92, Terrorism Counteraction Program

b. TRADOC Regul ation 525-13, 19 May 97, Terrorism
Count eraction Program

2. Discussion. Terrorism Counteraction Prograns apply to al
mlitary and civilian nenbers of the active Arny, Arnmy National
Guard (ARNG, U S. Arny Reserve and Contractor personnel. This
programis designed to protect soldiers, civilian enpl oyees,
famly nmenbers, facilities, and equipnent. A critical aspect of
the programis the S2 Security Manager's ability to apply good

j udgenent and managerial skills in the devel opnent and

mai nt enance of regul atory procedures.

3. Questions. YES NO

Travel Briefings (AR 525-13)

a. Are procedures in effect to notify security
manager in the event personnel intend to travel
over seas?

b. Are personnel traveling overseas receiving
Antiterrorist/Force Protection (AT/FP) Level
briefings prior to travel/depl oynent?

c. |Is AT/FP Level | training reflected in the
i ndi vidual s training record?
4. REMARKS.
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Pr oponent / Phone No: Directorate of Resource
Managenent / 2- 3100

Functi onal Area: Fi nanci al Managenent

Prograni Activity Topi c: Banki ng Servi ces

Dat e of Revi sion: 19 August 1999

Managenent Control Checkli st X] YES [ ] NO [] NA

Appl i ed:

Unit | nspected: Dat e | nspect ed:

| nspector's Nane: Phone No:

1. Ref er ences.

* See Managenent Control Checklist @
http://ww./nt/ancec/inventory. htm
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Pr oponent / Phone No:

Directorate of Resource
Managenent /
2- 3100

Functional Area:

Fi nanci al Managenent

Program Activity Topic:

Budget Execution

Dat e of Revi sion:

19 August 1999

Managenent Control Checkli st
Appl i ed:

I YES [JNO [ NA

Unit | nspected:

Dat e | nspect ed:

| nspector's Nane:

Phone No:

* See Managenent Control Checklist @

http://ww./nt/ancec/ 1 nventory. ht m
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Pr oponent / Phone No: Directorate of Resource
Managenent / 2- 3202

Functi onal Area: Fi nanci al Managenent

Prograni Activity Topi c: Managenent Control s

Dat e of Revi sion: 19 August 1999

Managenent Control Checkli st X] YES [ ] NO [] NA

Appl i ed:

Unit | nspected: Dat e | nspect ed:

| nspector's Nane: Phone No:

1. Ref er ences.

* See Managenent Control Checklist @
http://ww./nt/ancec/inventory. htm
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Pr oponent / Phone No: Directorate of Resource
Managenent / 2- 4850

Functi onal Area: Fi nanci al Managenent

Prograni Activity Topi c: Purchase Card Program

Dat e of Revi sion: 19 August 1999

Managenent Control Checkli st X] YES [ ] NO [] NA

Appl i ed:

Unit | nspected: Dat e | nspect ed:

| nspector's Nane: Phone No:

1. Ref er ences.

* See Managenent Control Checklist @
http://ww./nt/ancec/inventory. htm
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Pr oponent / Phone No:

Directorate of Resource
Managenent / 2- 3202

Functi onal Area:

Fi nanci al Managenent

Progranm Activity Topic:

Tenporary Duty (TDY) Travel

Dat e of Revi si on:

19 August 1999

Managenment Control Checkli st
Appl i ed:

X] YES [ NO [] NA

Unit | nspected:

Dat e | nspect ed:

| nspector's Nane:

Phone No:

1. Ref er ences.

* See Managenent Control Checklist @

http://ww./nt/ancec/inventory. htnj
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Proponent / Phone No: Equal Opportunity O fice/2-4108

Functional Area: Equal Qpportunity

Progranf Activity Topic: Leader invol venment, Training,
and Assessnents

Dat e of Revi sion: 1 Cctober 1998

Managenent Control Checkli st [J] YES [X NO [] NA

Appl i ed:

Unit | nspected: Dat e | nspect ed:

| nspector's Nane: Phone No:

1. References. Jul 97, Equal Opportunity Field Handbook.

2. Discussion. The purpose of this checklist is to provide

commanders with a tool that will pronpte a positive and heal t hy
climate.
3. Questions. YES NO

a. Leader involvenent.

(1) Do soldiers and | eaders respect al
religions, cultures, and gender differences?

(2) Are soldiers treated in a fair and
equi t abl e manner?

(3) Is awunit policy letter on equal
opportunity published, posted, and up-to-date?

(4) Is awunit policy letter on sexual
har assnent published, posted, and up-to-date?

(5) Do EOA and EOR(s) have direct access to the
conmander ?

(6) Do all soldiers possess either a Soldier’s
or Leader’s Handbook on the Preventi on of Sexual
Har assnent ?

(7) Are newy assigned personnel (during in-
processi ng) provided a copy of the unit’s policy
letters on equal opportunity and prevention of
sexual harassnent ?
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YES

(8) Does the conmander i nclude equa
opportunity and prevention of sexual harassnent
during the newconers orientation?

(9) Are unit |eaders using consistent and
appropriate standards for their soldiers?

(10) Are | eaders and soldiers held accountable
for their actions?

(11) Is the installation EO hotline tel ephone
nunber posted?

b. Training.

(1) |Is EOtraining conducted at |east tw ce
each fiscal year?

(2) |Is POSH training conducted at | east tw ce
each fiscal year?

(3) Is extremsmtraining conducted at | east
once a year?

(4) Do you and subordinate | eaders attend EQ
POSH, and extrem smtraini ng?

C. Assessnent s.

(1) Was a Command Cimate Survey conducted
wi thin 90 days of assum ng comrand and annual |y
t hereafter?

(2) Are other nmethods used to assess the
climate of the unit?

(3) |Is feedback being provided to the soldiers?

4. REMARKS:
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Proponent / Phone No: Equal Opportunity O fice/2-4108
Functional Area: Equal Qpportunity
Progranf Activity Topic: Staffing, Conplaint processing,

Affirmative Action, Ethnic and
Speci al Cbservation

Dat e of Revi sion: 1 October 1998
Managenent Control Checkli st [] YES X NO [ ] NA
Appl i ed:

Unit | nspected: Dat e | nspect ed:

| nspector's Nane: Phone No:

1. References. Jul 97, Equal Opportunity Field Handbook.

2. Discussion. The purpose of this checklist is to provide

commanders with a tool that will pronpte a positive and healt hy

climte.

3. Questions. YES NO
a. Staffing.

(1) Have EORs been appointed and trai ned?

(2) Are EORs appointed based on unit
denogr aphi cs?

b. Conpl aint Processing.

(1) Is aunit policy letter on conpl aint
procedures published, posted, and up-to-date?

(2) Are conplaints processed within established
time franes?

(3) Do officers conducting AR 15-6
i nvestigations on EO conplaints neet with the EOCA
prior to conducting the investigation?

(4) Are officers conducting AR 15-6
i nvestigations on EO conpl ai nts obtaining
recommendations fromthe EQA prior to submtting
report?

(5) Are steps in place to prevent reprisals,
intimdation, or harassnment for soldiers who submt
conpl ai nts?

(6) Are appeals processed within established
time franmes?

c. Affirmative Action. Are AAPs revi ewed
periodically to determne if changes need to be nade
to the plan?

d. Ethnic and Special Observances.
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YES

(1) Is aunit policy letter on ethnic and
speci al observances published, posted, and up-to-
dat e?

(2) Do you encourage participation at ethnic or
speci al observances?

(3) Is the unit EOR invol ved in conducting
et hnic and speci al observances?

(4) Is funding programmed for conducting ethnic
and speci al observances?

4. REMARKS:
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Proponent / Phone No: I nspect or General/2-3109
Functional Area: Intelligence Oversight
Progranf Activity Topic: Intelligence Oversight
Dat e of Revi sion: 1 Novenber 1999
Managenent Control Checkli st [J] YES [X NO [ ] NA
Appl i ed:

Unit | nspected: Dat e | nspect ed:

| nspector's Nane: Phone No:

1. Ref er ences.

a. AR 20-1, 15 Mar 94, Inspector General Activities and
Pr ocedures.

b. AR 381-10, 1 Jul 84, US. Arny Intelligence Activities.

c. DoD 5148.11, 1 Jul 94, “The Assistant to the Secretary of
the Defense for Intelligence Oversight” (ATSD (10)).

d. DoD 5240.1R, 7 Dec 82, Procedures Governing the
activities of DoD intelligence conponents that affect United
St at es persons.

e. Executive Oder 12333, 4 Dec 81, United States
intelligence Activities.

f. Departnent of the Arny Inspector General Agency,
Intelligence Oversight Guide.

2. Discussion. This checklist provides comanders a tool to
hel p conduct assessnents of their Intelligence Oversight

Pr ogr ans.

3. Questions. YES NO
a. Have you read AR 381-107?
b. If not, have you read procedures 1-4, 14 and

157

c. Do you understand the restrictions and
limtations outlined in those procedures?

d. How often are you required to review AR 381-
10?

e. Have you had formal instruction concerning
AR 381-10 and the collection, retention, and
di ssem nation of intelligence on US citizens?

f. Does your section have a m ssion requiring
collection of information on U.S. citizens?

g. \What are acceptabl e neans of gathering
information about U S. citizens?

h. Under what circunstances may you retain
information on U.S. citizens?

i. Do you know your responsibility to report,
and how to report a suspected violation of AR 381-
10?
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4.

REMARKS:

129




USAFACFS Pam 1-1, 7 April 2000

Proponent / Phone No: I nspect or General/2-3109

Functional Area: Intelligence Oversight

Progranf Activity Topic: Post/ Corps Level Intelligence
Over si ght

Dat e of Revi sion: 1 Novenber 1999

Managenent Control Checkli st [J] YES [X NO [] NA

Appl i ed:

Unit | nspected: Dat e | nspect ed:

| nspector's Nane: Phone No:

1. Ref er ences.

a. AR 20-1, 15 Mar 94, Inspector Ceneral Activities and
Pr ocedur es.

b. AR 381-10, 1 Jul 84, US. Arny Intelligence Activities.

c. DoD 5148.11, 1 Jul 94, “The Assistant to the Secretary of
the Defense for Intelligence Oversight” (ATSD (10).

d. DoD 5240.1R, 7 Dec 82, Procedures Governing the
activities of DoD intelligence conponents that affect United
St at es persons.

e. Executive Order 12333, 4 Dec 81, United States
intelligence Activities.

f. Departnent of the Arny |nspector General Agency,
Intelligence Oversight Quide.

2. Discussion. This checklist provides commanders a tool to
hel p conduct assessnents of their Intelligence Oversight
Pr ogr ans.

3. Questions. YES NO

a. What is your unit’s or activity' s m ssion?

b. Do you have intelligence gathering
functions? If so, what are they?

c. \What geographic area do you cover?

d. Howis your unit or activity structured? 1Is
there an intelligence staff or security officer?

e. |f applicable, who is your intelligence and
security sections tasking authority?

f. \What type of personnel files are maintained
in the intelligence and security sections?
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YES

g. Are you famliar with the collection
retention, and dissem nation of intelligence on U.S.
citizens per AR 381-107?

h. Wat type of training do you conduct and how
often, to insure your personnel understand
procedures 1-4, 14, and 15 outlined in AR 381-107?

4. REMARKS:
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Proponent / Phone No: Medi cal Departnment Activity/8-
3000

Functional Area: Medi ca

Prograni Activity Topi c: Preventive Medi cine

Dat e of Revi sion: 29 Cctober 1998

Managenent Control Checkli st [J] YES [X NO [] NA

Appl i ed:

Unit | nspected: Dat e | nspect ed:

| nspector's Nane: Phone No:

1. Ref erences. AR 40-5, 15 Cct 90, Preventive Medi ci ne.

2. Discussion. Provide |evel one support in order to conserve
the fighting strength by controlling preventabl e di seases and
injury through command oriented occupational, environnental, and
personal protection.

3. Questions. YES NO

a. Are all preventive nedicine references cited
in AR 40-5, appendix A, on hand or available for the
respective sections: Qccupational Health,

I ndustrial Hygi ene, Community Heal th Nursing,
Environnental Heal th, and Radi ol ogi cal Heal t h?

b. 1Is there an effective preventive nedicine
program established to also include, field
sanitation, hearing conservation, and immuni zation
status review and updati ng?

4. REMARKS:
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Proponent / Phone No: Staff Judge Advocat e/ 2-3311
Functional Area: S1

Progranf Activity Topic: Legal Services

Dat e of Revi sion: 22 April 1999

Managenent Control Checkli st [ ] YES X NO [ ] NA
Appl i ed:

Unit | nspected: Dat e | nspect ed:

| nspector's Nane: Phone No:

1. Ref er ences.

a. AR 15-6, 11 May 86, Procedures for Investigating Oficers
and Boards of Oficers.

b. AR 27-10, 24 Jun 96, Mlitary Justice.

c. Enlisted Ranks (Personnel Update), 10 Cct 90.

d. DA PAM 27-17, 16 Sep 90, Procedural Guide for Article
32(b) Investigating Oficer.

e. Mnual for Courts-Martial, (MCM 1998), U. S., 1 Jul 99.

f. AR 27-55, 10 Apr 97, Notarial Services.

2. Discussion. A properly functioning Brigade Legal Section
prepares/reviews actions pertaining to courts-marti al

proceedi ngs, line-of-duty investigations, nonjudicial punishnent
actions, and other crimnal law and | egal matters. The Bri gade
Legal NCO assists both the Brigade Comrander and the soldier in
obt ai ni ng advice on | egal issues and services.

3. Questions. YES NO
a. Does the Brigade Legal NCO know t he status
of all investigations and board actions pendi ng

wi thin the Brigade?

b. Does the Brigade Legal NCO know the status
of all courts-martial and Article 15s pending within
t he Bri gade?

c. Does the Brigade Legal NCO denonstrate a
t hor ough knowl edge in the preparation and processing
of adm nistrative separations?

d. Does the Brigade Legal NCO ensure that al
separations actions conply with paragraph 1-18, AR
635- 200 (Counseling and Rehabilitative Requirenents)
(Pl ease explain neasures taken to Acconplish in the
remar ks section bel ow)
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YES

e. Does the Brigade Legal NCO maintain a
reconciliation | og for applicable inposed Article
15s?

f. Does the Brigade Legal NCO verify
forfeitures and reductions using the
Commander' s Fi nance Report and daily register of
transacti ons?

g. |Is the Brigade Legal NCO aware of the
services provided by Legal Assistance and it's
| ocati on?

h. 1s the Brigade Legal NCO aware of the
services provided by the Cains Ofice and it's
| ocati on?

i. |Is the Brigade Legal NCO aware of the
services provided by Trial Defense Service (TDS) and
it's location?

j. Does the Brigade Legal NCO have the
resources to performthe mssion in garrison and
field?

k. Does the Brigade Legal NCO conduct specific
MOS training?

I. Is the Brigade Legal NCO (E6 and above)
certified and trained by Legal Assistance to perform
the duties of a Notary?

4. REMARKS:
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(ATZR-1)

FOR THE COMVANDER:

OFFI CI AL:

/ si gned/

PHYLLI S R BACON

Director of Information
Managenent

DI STRI BUTI ON:
Fort Sill |nternet

DAVI D C. RALSON
COL, FA
Chi ef of Staff
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