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	FORT SILL WORLD WIDE WEB (WWW) PUBLICATION PROCEDURES





1.  PURPOSE.  To establish procedures for the clearance and posting of WWW pages.





2.  REFERENCES.





    a.  AR 25-30, The Army Integrated Publishing and Printing Program.





    b.  AR 25-55, Army Freedom of Information Act Program.





    c.  AR 70-31, Standards for Technical Reporting.





    d.  AR 340-21, Army Privacy Act Program.





    e.  AR 360-5, Public Information, paragraphs 1-4 (Public Information Principles), 1-6 (Operations Security (OPSEC)), 3-1 (Authority to Release Material), and chapter 4 (Clearance of Speeches and Manuscripts).





    f.  AR 380-5, Army Information Security Program.





    g.  AR 380-19, Information Systems Security Program.





    h.  TRADOC Pam 715-5, Battle Labs Guide to Dealing with Industry.





    i.  TRADOC Guidance/Responsibilities for Using the World Wide Web (Draft), 14 August 1995.





3.  SUMMARY.  Releasing information over the Internet requires several actions.  Approval of commanders with release authority over the information is foremost.  Along with this approval, the commander determines whether the information is "public" or "sensitive" in nature.  Public information requires no safeguards when posting to a computer accessible by the Internet.  Unclassified-sensitive information requires additional "firewall" (protective) hardware and software to ensure only selected agencies may view this information via the Internet.  Web page authors convert the information into Hypertext Markup Language (HTML) documents and transfer the necessary computer files to the Fort Sill Web Master.  The web master ultimately ensures proper placement, protection, and update of information shared by the Fort Sill Web Servers.  Taking these actions ensures sharing via the Internet of only properly approved information.





4.  SCOPE.  This publication governs the release of information via the Internet by all Fort Sill activities (to include tenant activities) utilizing Hypertext Markup Language (HTML) documents known more commonly as World Wide Web pages.  Commands controlling tenant activities may impose additional requirements.  





5.  DEFINITIONS.





    a.  Firewall.  A program designed to screen messages passing through a computer.  This is done for two reasons.  First, it protects a network from unauthorized access as well as logs who gains authorized access.  Second, it prevents network users from making unauthorized accesses out of a network.  In other words, it is a two-way turnstile which verifies passage in either direction.





    b.  Hypertext Markup Language (HTML).  A programming language designed to allow "linking" of information.  This allows rapid searching of text and images stored in computers.  Just as Windows organized programs on personal computers for ease of use, HTML organizes information available via the Internet.  Such ease of use opens up the vast amount of data available world wide to the common user while requiring minimal training.





    c. Public Information.  Unclassified (nonsensitive) information for viewing by the general public and accessible via the Internet from anywhere in the world.  Since this is the information most widely shared, it is also the information which requires the most scrutiny prior to publication.  Operational security and the Army's public image are key concerns.  Examples of such information are public information about Fort Sill, short descriptions of major-unit missions, and publicly available field manuals.  Determination of whether or not information falls within this category lies with the release authority.     





    d. Release Authority.  Authority to release information to the public.  Note that unofficial prior publication of information on the subject matter does not constitute authority for official release.  Paragraph 3-1c(1) of AR 360-5 states that commanders below HQDA level are authorized to release information to the local media (public) that is wholly within the mission and scope of their commands and is not restricted by the following provisions.





    (1)  Information that originates or is proposed for release at the Seat of Government.





    (2)  Information that is or has the potential to become an item of national or international interest.





    (3)  Information and public statements that have foreign policy or foreign relations implications.





    (4)  Information and public statements that concern high level military of Department of Defense policy.





    (5)  Information that concerns U.S. Government policy or which concerns policy within the purview of other Government agencies.





    (6)  Information approved by HQDA for release by the Office of the Secretary of Defense (OSD).





    (7)  Information on subjects of potential controversy among military services or with other Federal agencies.





    (8)  Information on new weapons or weapon systems or significant modifications or improvements to existing weapon systems, equipment, or techniques.





    (9)  Information on significant military operations, potential operations, operations security, and military exercises.





    (10)  Information on military applications in space; nuclear weapons and the components of such weapons including nuclear weapons effects research; chemical warfare and defensive biological and toxic research; high-energy lasers and particle beams technology; and nuclear, biological, chemical (NBC) defense testing and production, policy, programs, and activities.





    (11)  Information on national command authorities and command posts.





    (12)  Information and materials, including that submitted by Defense contractors, involving critical military technology.





    (13)  Information concerning communications security, electronic warfare, signal intelligence, and computer security.





    (14)  Initial announcement of general officer assignments.





    (15)  Initial announcement of the award of Army contracts with a value of more than $3 million.  FAR 5.303(a) precludes initial public release of such information below OSD level.





    (16)  Lists of names and/or duty addresses of military personnel assigned to units that are sensitive, routinely deployable, or stationed in a foreign territory.





    e.  Sensitive Information.  Unclassified-sensitive information releasable to only selected external agencies.  For example, only certain contractors or other military organizations need access to the data.  Such information is shareable via the Internet only by using specialized hardware and software which prevents unauthorized access.  Examples of such information are development plans for new weapons systems, short range fielding plans, and specialized range safety programs.  Determination of whether or not information falls within this category lies with the release authority.





    f.  Server.  A computer set aside to perform a specialized function.  This regulation refers to two types of servers.  First, it refers to a WWW server which contains programs and data files needed to access and post information to the WWW (Internet).  Second, it refers to a firewall server which runs a program which screens accesses from the Internet to devices and networks the firewall protects.





    g.  World Wide Web (WWW).  The WWW is actually the Internet.  The distinction is that in a web page, the information is organized, searched, and transferred using (HTML documents) rather than other means.





    h.  Web Page.  A document (single file) written using HTML.         	





    i.  Web Master.  Primary action officer for all WWW related activities.  In addition to responsibilities outlined in this SOP, the web master serves as the post expert and staff advisor on transferring information via the Internet.





6.  RESPONSIBILITIES.





    a.  Fort Sill DOIM will--





    (1)  Provide overall guidance and procedures on use of the Internet and WWW at Fort Sill. 	





    (2)  Appoint the Fort Sill Web Master.





    (3)  Program, budget, and execute maintenance and administration of the necessary WWW and firewall servers.  





    (4)  Review this regulation annually for changes and modifications as necessary.





    (5)  Ensure training is made available to Fort Sill agencies. 





    b.  Fort Sill Web Master will--





    (1)  Have overall responsibility for ensuring proper release of information posted on electronic WWW home pages.  Proper release consists of the following elements.





    (a)  Approval (annex A) of release of information by the release authority.





    (b)  Adherence to applicable regulations governing the use of the WWW and the release of military information.





    (c)  Providing safeguards to ensure sensitive information is only accessible to designated agencies.  





    (2)  Solicit web page input from Fort Sill activities.





    (3)  Identify potential web page authors and coordinate their training.  Ensure access to web page publishing software and hardware.





    (4)  Post all Fort Sill web pages on the appropriate servers.


 


    (5)  Maintain the Fort Sill Home Page.





    c.  Fort Sill Public Affairs Office will--





    (1)  Upon request, review materials posted on the web servers.





    (2)  Make periodic checks to ensure posted materials are releasable in accordance with regulations. 





    d.  Security Division of the Directorate of Plans, Training, and Mobilization will--





    (1)  Upon request, review materials posted on the web servers.





    (2)  Make periodic checks to ensure posted materials are releasable in accordance with regulations. 





    e.  Web Page Authors will--





    (1)  Complete all software coding requirements needed for the web page.  Ensure the web page is organized according to the guidance outlined in Annex B (Web Page Format).





    (2)  Obtain the written approval (annex A) to release the information contained within the web page from the appropriate authority.  This release must specify the category (public vs sensitive) the information falls in.





    (3)  For information categorized "sensitive," inform the Fort Sill Web Master who should have access to the information.





    f.  All Fort Sill personnel using the World Wide Web will--





    (1)  Only use the WWW for official government business.





    (2)  Ensure information down loaded from the Internet onto Army systems is scanned for viruses prior to posting.





    (3)  Conform with all copyright provisions and ensure information retrieved from the Internet is valid and accurate before being used for official business.


  


    (4)  Ensure information is not transferred via the Internet without obtaining approval for release as outlined in this regulation.    





7.  POSTING PROCEDURES.





    a.  The web page author creates the web page and supporting files and determines the category of the information (public or sensitive).





    b.  The web page author receives written approval (annex A) from the release authority to publish the information in accordance with the information category.





    c.  The web page author delivers to web master the web page, supporting files, and a copy of the written approval (annex A) to release the information.





    d.  The web master screens the web page and files to ensure adherence to all regulations.  Where necessary, the web master can make minor changes which do not impact the context of the information (such as adding a publication date or a counter for the number of accesses to the page).  The web master will retain a copy of these documents IAW AR 25-400-2.





    (1)  If the page requires no major changes, the web master posts the page according to the category of information.





    (2)  If the page requires major changes, the web master should annotate the necessary changes on the web page and return a copy of the documents to the web author.  (Web master must retain a copy of the changed web page IAW AR 


25-400-2.)  If the web author decides to make the necessary changes, he/she may resubmit for approval and release. 





    e.  The web master must ensure the web page authors review all data available on the web pages quarterly to ensure information remains accurate.





    f.  Whenever major changes are made to the content of web pages, new release for approval (annex A) must be granted prior to publication.





8.  FILES.  The web master must maintain the signed approval for release for each web page.





9.  ANNEXES.





A - Approval for Release to Fort Sill Web Master


B - Web Page Format to Fort Sill WWW Regulation





�



ANNEX A





Approval for Release to Fort Sill Web Master








OFFICE SYMBOL  (MARKS #)	DATE








MEMORANDUM FOR Director of Information Management, ATTN:  Web Master, Fort                       Sill, OK  73503-5100





SUBJECT:  Approval for Release of Information








1.  I approve the release of information contained in the web page titled ____________________________________________________, dated _________.





2.  I am the Fort Sill proponent for the information and possess public release authority.





3.  Categorize the information as--





__  Public     releasable world-wide


__  Sensitive  releasable only to the following organizations:

















4.  The web page author is ________________, phone ____________.














   SIGNATURE BLOCK


�



ANNEX B 





Web Page Format to Fort Sill WWW SOP





1.  The Fort Sill Home Page will have a link (URL) pointing to the TRADOC Home Page and the Army Home Page.  It is optional on subpages.





2.  The Fort Sill Home Page will have the following warning banner (optional on subpages).





    AThis is a Department of Defense interest computer system.  All DOD interest computer systems are subject to monitoring at all times to ensure proper functioning of equipment and systems, including security devices and systems, to prevent unauthorized use and violations of statutes and security regulations, to deter criminal activity, and for other similar purposes.  If monitoring of this or any other DOD interest computer system reveals possible evidence of violation of criminal statutes, this evidence and other related information, including identification information about the user may be provided to law enforcement officials.





      UNCLASSIFIED, NONSENSITIVE, NONPRIVACY ACT USE ONLY@





3.  All home pages must show a date when created or last updated.





4.  Do not use staff photographs unless approved by the web master.





5.  Minimize the use of staff names, titles, e-mail addresses and phone numbers.  Be aware that much of this information is governed by the Privacy Act. 


�



	---------------------------------------------------- 


	The proponent of this memorandum is DOIM.  Users are


	 invited to send comments and suggested improvements 


	to DOIM, ATTN:  ATZR-UAA.


	-------------------------------
