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Chapter 1

GENERAL
1-1.  PURPOSE.  This regulation prescribes responsibilities, policies and procedures for developing, implementing, and managing the Installation Antiterrorism/Force Protection Program (AT/FPP).

    a.  Force Protection is the security program designed to protect soldiers, civilian employees, family members, facilities and equipment, in all locations and situations.  This program addresses individuals and units arriving or deploying and mobilization operations.

    b.  As described in AR 525-13, Force Protection consists of five components:  physical security, information operations, protective services, law enforcement, and combating terrorism.

    c.  Threats include common criminals, terrorists, saboteurs, hostile intelligence gathering, protesters, disaffected employees, computer hackers, and paramilitary forces.  Possible means of attack include disruption of installation activities (demonstrations), bombs, vandalism, theft of materials, attacks on information systems, use of weapons of mass destruction, etc.

    d.  The AT/FPP uses a centralized, tightly focused and holistic management approach to identify, consolidate, and synchronize requirements; assess risks; and prioritize the distribution of resources.

    e.  The AT/FPP requires continuous assessment and update to remain viable and effective.  All operations plans supporting will be reviewed annually and revised as necessary.

1-2.  REFERENCES.  Appendix A lists the references.

1-3.  GLOSSARY.  Appendix B (Glossary) contains abbreviations and special terms used in this regulation.

Chapter 2

RESPONSIBILITIES

2-1.  INSTALLATION FORCE PROTECTION OFFICER (FPO).  The FPO will--

    a.  Be appointed on orders by the Installation Commander.

    b.  Review the recommendations of the AT/FPC regarding an appropriate THREATCON for the installation in the absence of a Training and Doctrine Command (TRADOC) directed THREATCON and provide a THREATCON recommendation to the Command Group.

    c.  Establish and serve as chairman of a Force Protection Committee (AT/FPC) with the principals from appropriate staff agencies and tenant activities, to review, coordinate, and manage AT/FP.

    d.  Establish Force Protection Working Groups (AT/FPWG) with representatives from designated staff agencies and tenant activities, to review, coordinate, and manage specific AT/FP activities.

    e.  Identify AT/FP requirements for budget priority.

2-2.  FORCE PROTECTION COMMITTEE (AT/FPC).  The AT/FPC consists of the FPO, the Garrison Commander, principals from DOIM, DPW, DRM, DPS, DOL, SJA, PAO, MEDDAC, III ACA, Training Command, and representatives from the following tenant activities:  902d MI, USACIDC.  The AT/FPC will--

    a.  Meet at least twice annually.

    b.  Report the results of AT/FPC meetings to TRADOC, ATTN: ATBO-J within 30 days.

    c.  IAW AR 190-13, incorporate into its operations the responsibilities of the physical security council.

    d.  Monitor the Fort Sill AT/FP posture.

    e.  Monitor the Fort Sill threat assessment as required.

    f.  Make recommendations through the FPO to the Installation Commander concerning AT/FP issues.

    g.  Monitor AT/FP funds from programming through budget execution. 

2-3.  FORCE PROTECTION WORKING GROUP (AT/FPWG).  The AT/FPWG consists of a representative for each of the AT/FPC principals.  The AT/FPC will identify representatives from other directorates, staff agencies and activities as necessary.  The AT/FPWG will--

    a.  Meet frequently to discuss and recommend alterations to the current threat assessment (with particular attention to the terrorist threat).

    b.  Evaluate existing security measures in relation to the current threat assessment, and recommend to the FPO and AT/FPC changes in security measures or THREATCON as necessary.

    c.  Periodically recommend Random Antiterrorist Measures Program (RAMP) initiatives to the FPO and AT/FPC for implementation.

    d.  Develop AT/FP issues to be presented to the FPO and the AT/FPC for consideration and resolution.

2-4.  FORCE PROTECTION FUSION CELLS.

    a.  The AT/FPC will identify Force Protection Fusion Cells as needed.  They will consist of representatives from activities designated by the AT/FPC.

    b.  Specific areas of responsibility will determine the content of specific cells (i.e. threat cell will consist of intelligence personnel and planners; the construction cell consists of DPW planners, physical security personnel, and planners).  

2-5.  DPTM.  The DPTM will--

    a.  Serve as the Fort Sill Force Protection Officer (FPO).

    b.  Publish installation guidance on AT/FP and specific guidance about execution of THREATCON measures.

    c.  Convene and serve as chairperson of the AT/FPC IAW this regulation.  During the absence of the DPTM, the Deputy DPTM will serve as chairperson of the committee.

    d.  Advise the Installation Commander about AT/FPC proposals and recommendations on AT/FP issues.

    e.  Ensure AT/FP is aggressively managed in compliance with DOD, DA, and TRADOC plans, policies, and guidance.

    f.  Review AT/FP plans and reports to ensure program effectiveness.

    g.  Ensure AT/FP plans are exercised at the installation level annually.  Coordinate required training IAW AR 525-13.

    h.  Maintain a current intelligence threat assessment for the Fort Sill geographic area of responsibility (AOR) and establish procedures for prompt dissemination of threat information.

    i.  Implement minimum-security measures and programs IAW Army and TRADOC regulations and policies.  Incorporate security considerations into all facility construction planning.  Minimize the use of dedicated guards and other personnel through the effective and efficient use of technology.

    j.  Coordinate implementation of local THREATCON changes with senior local commanders.  Ensure a clear line of responsibility exists to each activity and facility within their area of responsibility to establish THREATCON levels and provide AT/FP information.  Coordinate security measures with all tenant activities.  Actions will be initiated for THREATCON A through D IAW USAFACFS plans.

    k.  Recommend to the Installation Commander and Chief of Staff, an appropriate THREATCON for the installation in the absence of a TRADOC directed THREATCON.

    l.  Coordinate program management for force protection requirements that occur in multiple Management Decision Packages, (MDEPS) (VTER, RJC6, and QLRP).  Coordinate with DRM the establishment of a system to monitor AT/FP funds from programming through budget execution.  Coordinate all requests for AT/FP funding with DPTM before submission to MACOMs.

    m.  Publish and maintain a current regulation directing AT/FP operations.  Review and update the regulation semiannually or sooner if situation requires.  The regulation will prescribe development and review of AT/FP support operations plans such as; the Physical Security Plan (PSP), Counterterrorist/Hostage Rescue Plan (CTHOR), Anti-Terrorism Plan (SECURE HOME), Law and Order Plan (HEDGEHOG), Information Systems Operations Plan (ISOP) (TBP), and the Incident Response Plan (IRP). 

    n.  Keep local commanders informed of all AT/FP operational issues.

    o.  Coordinate Implementation of a Random Antiterrorist Measures Program (RAMP) whereby different specific security measures are used on an unpredictable basis.  Coordinate execution of RAMP measures through AT/FPC.

    p.  Obtain quotas for combating terrorism courses.  All level 1 and 2 training requests will be IAW AR 525-13.

    q.  Programs funds and identify individuals to attend specialized AT/FP training.  Ensure that all individuals with significant AT/FP responsibilities in operations, intelligence, criminal investigation, and provost marshal sections receive specialized training.

    r.  Coordinate and implement appropriate training programs for AT/FP, to include an exportable AT/FP training package for deploying units that can be tailored to a specific area, threat or operation.  AT/FP course revisions and updates are an ongoing process, capitalizing on AT/FP lessons learned and information gained.

    s.  Incorporate all elements of information operations (IO) as found in the new FM 100-6, to include psychological operations, public affairs, electronic warfare, deception, civil affairs, relevant information, and intelligence and information systems into the ISOP supporting plan.  Lessons learned regarding AT/FP measures should be reviewed and included as appropriate.

    t.  Establish travel security measures to include a security briefing program for forces deploying, soldier relocating, or personnel performing temporary duty in overseas locations.  Ensure AT/FP assessments are included in leader reconnaissance prior to unit deployments.

    u.  In coordination with DOIM, prepare, maintain, and update the Information Systems Operations Plan in support of the AT/FPP.

    v.  Coordinate the preparation, maintenance, and updating of the following security related plans in support of the AT/FPP:  Physical Security Plan (PSP), Counterterrorist/Hostage Rescue Plan (CTHOR), Antiterrorism Plan (SECURE HOME), Law and Order Plan (HEDGEHOG), Information Systems Operations Plan (ISOP) (TBP), and Incident Response Plan (IRP).

    w.  Activate the EOC in support of AT/FP activities as required.

    x.  Notify local communities, state and federal agencies in the event of a change to installation THREATCON that may affect them.

    y.  Coordinate with civil authorities for assistance with installation access and operations during periods of increased threat activity.

    z.  Coordinate issue resolution with higher headquarters as necessary.

    aa.  Coordinate submission of reports required by DA and TRADOC Regulations 525-13, chapter 3.

2-6.  902D MILITARY INTELLIGENCE (MI).  The 902d MI will--

    a.  Participate in and provide intelligence for the AT/FPC, the AT/FPWG, AT/FP plans and exercises.

    b.  Immediately report, terrorist incidents, suspected terrorist incidents, credible threats, and planned or spontaneous demonstrations through the Emergency Operations Center (EOC) and FPO to HQ, TRADOC.

    c.  Ensure that Subversion and Espionage Directed against the United States Army (SAEDA) training IAW AR 381-12 includes information on the nature of the terrorist threat, vulnerabilities of military personnel, civilian employees, and their family members to terrorist acts and self-protection measures that can be employed to thwart such acts.

    d.  Participate as a member of the AT/FPC.

2-7.  UNITED STATES ARMY CRIMINAL INVESTIGATIONS DIVISION COMMAND (USACIDC).  USACIDC will--

    a.  Provide policy guidance and technical assistance for the AT/FPP.

    b.  Participate as a member of the AT/FPC.

2-8.  DRM.  DRM will--

    a.  Provide budget guidance to activities based on input from the AT/FP program managers.

    b.  Manage funds for training, construction, equipment, services and supplies through DPTM and maintain strict audit trail.

    c.  Participate as a member of the AT/FPC.

2-9.  PUBLIC AFFAIRS OFFICE (PAO).  PAO will--

    a.  Act as release authority for AT/FP information, products, or stories under the provisions of AR 525-13.  Keep the Commanding General and staff informed of command-wide public affairs effort in support of this regulation.

    b.  Provide installation spokesperson to coordinate with the media and disseminate AT/FP information under the provision of this regulation.

    c.  Provide planning, coordination, and guidance on public affairs issues and policies related to this regulation.

    d.  Plan, prepare, coordinate, and execute a media campaign to support installation objectives for AT/FP issues.

    e.  Coordinate, support, and monitor community relations efforts and programs under the provision of this regulation.  Use community relations programs to reduce possible misunderstandings between the military and civilians.

    f.  Prepare, staff, coordinate, and issue Public Affairs Guidance IAW the provisions of this regulation and as directed or required.  Serve as a conduit for public affairs guidance provided by higher authority.

    g.  Act as the installation point of contact for the review of all print and nonaudiovisual Command Information stories, releases, and information suitable for use in written communications or e-mail.

    h.  Prepare news releases, provide escorts, and coordinate, staff and reply to media queries as required.

    i.  Participate as a member of the AT/FPC.

2-10.  DIRECTORATE OF INFORMATION MANAGEMENT (DOIM).  DOIM will--
    a.  Centralize, consolidate, and ensure emergency communications systems are developed and exercised to immediately disseminate threat information.

    b.  In coordination with the Installation Information Security Systems Manager, prepare, maintain, and update the Information Systems Operations Plan (ISOP) in support of the AT/FPP.

    c.  Implement appropriate security measures as required or directed.

    d.  Advise the FPO and AT/FPC on security issues that effect communications and automated data processing systems.

    e.  Participate as a member of the AT/FPC.

2-11.  DIRECTORATE OF PUBLIC SAFETY (DPS).  DPS will--

    a.  Receive and provide domestic threat and AT/FP information to FPO and AT/FPC.

    b.  Organize, train, and employ a Special Reaction Team (SRT).

    c.  In coordination with the Force Protection Construction Fusion Cell review all facility construction planning for security measures that need to be implemented.

    d.  Participate annually in training and exercising AT/FP and combating terrorism plans with DPTM and other installation players.

    e.  Immediately report terrorist incidents, threats, and demonstrations through the EOC/SDO to the FPO and HQ, TRADOC.

    f.  Implement antiterrorist measures programs as required.

    g.  Ensure unit commanders' crime prevention plans complement the Installation AT/FP Program.  DPS objective is to deter, detect, and defend against threats to the installation and its assets (commanders are charged with the responsibility of protecting their assets).

    h.  Prepare the Installation Physical Security Plan for incorporation into the AT/FP supporting plans.

    i.  Coordinate the preparation of supporting plans to the installation FFP with the FPO.

    j.  Participate as a member of the AT/FPC.

2-12.  DIRECTORATE OF PUBLIC WORKS (DPW).  DPW will--

    a.  Provide chairperson for the Force Protection Construction Fusion Cell.

    b.  Implement security measures and incorporate security into all facility construction planning after review by the Force Protection Construction Fusion Cell.

    c.  Participate as a member of the AT/FPC.

2-13.  STAFF JUDGE ADVOCATE (SJA).  SJA will--

    a.  Serve as counsel and legal advisor for the FPO and AT/FPC.

    b.  Review all AT/FP plans to ensure compliance with appropriate local, State and Federal laws.

    c.  Participate as a member of the AT/FPC.

2-14.  ADJUTANT GENERAL (AG).  AG will develop clearance procedures to verify that personnel traveling to high and potential physical threat countries (on leave, TDY, PCS or unit deployments and rotations) have received required training and AT/FP briefings concerning the threat and individual protective measures prior to initiation of travel.  All orders will include the required AT/FP statement reflecting receipt of the training. “The individual possessing these orders has received the mandatory AT/FP Level I training and appropriate threat briefing for are of travel IAW DOD Instruction 2000.16.”

2-15.  DIRECTORATE OF LOGISTICS (DOL).  DOL will--

    a.  Provide logistical support to all AT/FP plans and operations.

    b.  Serve as a member of the AT/FPC.

2-16.  MEDICAL AND DENTAL COMMAND (MEDDAC).  MEDDAC and DENTAC will--

    a.  Serve as members of the AT/FPC.

    b.  Provide medical and dental support for AT/FP planning and operations.

2-17.  COMMANDERS.  Protecting Fort Sill assets and personnel is a primary responsibility of all commanders and leaders.  AT/FP results from the planned and integrated application of physical security, law enforcement, combating terrorism, information systems operations, and personal protective services, all supported by intelligence, counterintelligence, and other security programs.  AT/FP is most effective when all supporting security plans are synchronized and managed as a whole program.  Commanders at every level must have a functional plan to incorporate the Fort Sill security plans to maximize security and force protection.  Commanders will--

    a.  Appoint a unit FPO to plan and execute all requirements of AR 525-13.  This requirement applies to battalion level and above.

    b.  Coordinate with the gaining headquarters for the applicable THREATCON level for each unit located or deployed outside the Fort Sill geographic AOR.  All operations plans will incorporate known threat level training into their schedule of activities.

    c.  Integrate and emphasize AT/FP measures in all individual and collective training.

    d.  Ensure all personnel leaving the United States on TDY, PCS or leave receive AT/FP Level I training and appropriate threat briefing for area of travel.  All PCS and TDY request for orders for travel outside the United States shall include the following annotation:  “The individual possessing these orders has received the mandatory AT/AT/FP Level I training and appropriate threat briefing for area of travel IAW DOD Instruction 2000.16.”  Battalion and equivalent size units will have level II trained instructors to provide this training.  Family members should receive this training before accompanying the soldier.

    e.  Incorporate AT/FP as a special interest inspection item during the Command Inspection Program.

    f.  Ensure unit security programs complement the AT/FPP.

    g.  Ensure units implement a RAMP when required.

    h.  Ensure Force Protection measures are incorporated into planning and execution documents.

    i.  III ACA and Training Command commander’s representatives participate as members of the AT/FPC.

2.18.
 TENANT ORGANIZATIONS.  Units/agencies designated as Fort Sill tenants will participate in the Force Protection Committee, Working Groups and Fusion Cells when required by the FPO.

Chapter 3

REPORTS

3-1.  GENERAL.  All report required in this regulation support reporting requirements outlined by TRADOC and HQDA.  The reports will be submitted through the installation Emergency Operations Center who will in turn submit reports as required.  The FPO will approve transmission of the reports.

3-2.  TERRORIST THREAT REPORT (TTR).
    a.  TTRs will be submitted utilizing the OPREP-3 format when a command or the installation receives credible information concerning a planned terrorist attack against this installation, its personnel, facilities, or other assets.  Information is deemed credible if it is considered serious enough to warrant a recommendation to increase the local THREATCON or to implement additional security measures which are targeted to counter a specific threat.

    b.  The EOC will submit the OPREP-3 immediately to the Army Operations Center with information to TRADOC EOC.  The EOC will submit initial TIRs telephonically to the Army Operations Center (AOC) (DSN 225-8491/2;  Comm (703) 695-8491/2) and the TRADOC EOC (DSN 680-2256; Comm (757) 727-2256) within 2 hours of the incident.  Send a TIR, in message format by IMMEDIATE precedence electrical message to HQDA (Msg. address:  DA WASH DC//DAMO-AOC/CAMO-ODL-CBT/DAMO-ODO/DAMI-CIC//), CID Command (CDR UASCIDC WASH DC//CIOP-IA//0, INSCOM (CDR INSCOM FT BELVOIR VA//IAOPS-IS0:  and TRADOC (CDR TRADOC FT MONROE VA//ATBO-J/ATCS-EOC//ATIN-S).  The initial report will include date, time, location and brief description of the threatened attack and response by the installation.  Information required by the report includes:

    (1)  Type of incident threatedned.

    (2)  Possible targets.

    (3)  Type of weapons/explosive devices to be used.

    (4)  Likely perpetrators.

    (5)  Source of Information.

    (6)  Local THREATCON prior to receipt of threat.

    (7)  Actions taken since receipt of the threat.

    (8)  Any additional information.

    c.  Submit follow-on reports as information becomes available.

3-3.
TERRORIST INCIDENT REPORT (TIR).  

    a.  Commands/agencies submit a TIR, through EOC, when a terrorist incident or suspected terrorist incident occurs involving Army personnel or facilities.

    b.  Format and required information for submission of the TIR is the same as described in paragraph 3-2.

    (1)  A complete description of the terrorist incident, including the following:

    (a)  Type of incident and location.

    (b)  Date and time of incident.

    (c)  Detailed description of the incident.

    (d)  Weapons/explosives used.

    (e)  Likely perpetrators.

    (f)  Claims of responsibility.

    (g)  Number of persons killed and number of personnel injured and their conditions.

    (2)  Threats received prior to the incident that could be related.

    (3)  Local THREATCON prior to the incident.

    (4)  Other AT/FP measures in effect prior to the incident.

    (5)  Actions taken since the incident.

    (6)  Any additional information.

3-4.  AFTER ACTION REPORTS.  Submit all after action report to the installation EOC.  Installation EOC will submit the consolidated installation report to TRADOC EOC.

3-5.
THREATCON REPORTS.  

    a.  Staff agencies and commands will submit reports of THREATCON measures implemented to the installation EOC.

    b.  The EOC will submit compliance report to TRADOC EOC when required.

    c.  The EOC will report any local change of THREATCON to TRADOC when implemented.
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APPENDIX B

GLOSSARY
Antiterrorism.  Defensive measures used to reduce the vulnerability of individuals and property to terrorist acts to include limited response and containment by local military forces.  Also call AT.

Combating Terrorism.  Actions, including antiterrorism (defensive measures taken to reduce vulnerability to terrorist acts) and counterterrorism (offensive measures taken to prevent, deter and respond to terrorism) taken to oppose terrorism throughout the entire threat spectrum.

Counterintelligence.  Information gathered and activities conducted to protect against espionage, other intelligence activities, sabotage or assassinations, conducted for or on behalf of foreign powers, organizations or persons or international terrorist activities, but not including personnel, physical document, or communications security programs.

Counterterrorism. Offensive measures taken to prevent, deter, and respond to terrorism.  Also call CT.

Force Protection.  Security program developed to protect soldiers, civilian employees, and family members, facilities and equipment, in all locations and situations.  This is accomplished through the planned integration of combating terrorism (AT/CT), physical security, information, operations, protective services, and law enforcement operations, all supported by foreign intelligence, counterintelligence, and other security programs.

High-Risk Personnel.  Personnel who, because of their grade, assignment, symbolic value, or relative isolation, are likely to attractive or accessible terrorist targets.

Physical Security.  That part of security concerned with physical measures designed to safeguard personnel, to prevent unauthorized access to equipment, installations, material and documents, and to safeguard them against espionage, sabotage, damage, and theft.

Random Antiterrorism Measures Program (RAMP).  Selected THREATCON measures implemented randomly and on a nonscheduled basis.

Risk Management.  Process of identifying, assessing, and controlling risks arising from operational factors and making decisions that balance risk cost with mission benefits.  Five steps are:  Identify hazards; assess hazards;  develop control measures and make risk decisions; implement controls; and supervise and evaluate.

Special Reaction Team.  A unit of specially trained military or DOD police personnel operating under the auspices of the Provost Marshal, the Chief of Security, or the Chief of Security Police, armed and equipped to respond to and resolve special threat situations above and beyond the scope of standard or usual law enforcement capabilities.

Terrorism.  The calculated use or use of violence or threat of violence to inculcate fear; intended to coerce or to intimidate governments or societies in the pursuit of goals that are generally political, religious or ideological.

Threat Analysis.  In antiterrorism, threat analysis is a continual process of compiling and examining all available information concerning potential terrorist activities by terrorist groups that could target a facility.  A threat analysis will review the factors of a terrorist group’s existence, capability, intentions, history and targeting, as well as the security environment within which all friendly forces operate.  Threat analysis is an essential step in identifying probability of terrorist attack and results in a threat assessment.

Threat and Vulnerability Assessment.  In antiterrorism, the paring of a facilities threat analysis and vulnerability analysis.

Terrorist Threat Conditions.  CJCS-approved program standardizing the military services’ identification of and recommended response to terrorist threat against U.S. personnel and facilities.  Also called THREATCONs, this program facilitates inter-service coordination and support for antiterrorism activities.  There are four THREATCONs above normal:

    a.  THREATCON ALPHA.  This condition applies when there is a general threat of possible terrorist activity against personnel and facilities, the nature and extent of which are unpredictable and circumstances do not justify full implementation of THREATCON BRAVO measures.  However, it may be necessary to implement certain measures from higher THREATCONs resulting from intelligence received or as a deterrent.  The measures in this THREATCON must be capable of being maintained indefinitely.

    b.  THREATCON BRAVO.  This condition applies when an increased and more predictable threat of terrorist activity exists.  The measures in this THREATCON must be capable of being maintained for weeks without causing undue hardship, affecting operational capability, and aggravating relations with local authorities.

    c.  THREATCON CHARLIE.  This condition applies when an incident occurs or intelligence is received indicating some form of terrorist action against personnel and facilities is imminent.  Implementation of measures in this THREATCON for more than a short period probably will create hardship and affect the peacetime activities of the unit and its personnel.

    d.  THREATCON DELTA.  This condition applies in the immediate area where a terrorist attack has occurred or when intelligence has been received that terrorist action against a specific location or person is likely.  Normally, this THREATCON is declared as a localized condition.

APPENDIX C

MANAGEMENT CONTROL EVALUATON CHECKLIST

1.  INTRODUCTION.  The basis of the Evaluation Checklist is the Army Force Protection Standards as defined in AR 525-13, the Army Force Protection Program.  Army Force Protection Standards combine the DOD Antiterrorism/Force Protection Standards from DOD 0-2000.12-1, Standards for Protection of DOD Personnel and Activities Against Acts of Terrorism and Political Turbulence, with Army unique requirements.  It will serve as the basis for developing the Force Protection portion of the Installation Status Report.

2.  CHECKLIST.  This checklist is designed to assist commanders and staff in assessing their Force Protection Programs.  Standards, threat and vulnerability assessments, and risk management should be used by commanders in the allocation of resources.  The ultimate goal of the Force Protection Program is to protect people and mission essential resources.  These standards will be modified to apply to installation/unit protection procedures and policies where applicable.

3.  ARMY STANDARD 1.  Force Protection Policy.  Commanders will develop a full working knowledge of AT/FP policies.  Further, they will communicate the spirit and intent of these policies throughout the chain of command or line of authority.  Installations are responsible for the development of subsequent unique standards.  Questions:

a.  Has the commander published a supporting Standard Operating Procedures/OPLANS for the AT/FPP?  Do they comply with AR 525-13 implementing guidance, or an operations order outlining MACOM unique requirements?

    b.  Have the program operating support plans been forwarded to the appropriate MACOM?

4.  ARMY STANDARD 2.  Assignment of AT/FP Operational Responsibility.  Commanders will clearly establish operational responsibility for AT/FP for all units and individuals whether permanently or temporarily assigned.  Questions:

    a.  Are procedures in place to ensure that each individual and unit aware of whom is operationally responsible for AT/FP? 

    b.  Are procedures in place to ensure people operationally responsible for AT/AT/FP are notified upon the arrival and departure of individuals and units?

5.  ARMY STANDARD 3.  Program and Planning.  AT/FP programs will be based on assessments of threats and vulnerabilities.  AT/FP operational planning will identify, coordinate, allocate, and employ resources to ensure AT/FP measures are developed that provide the appropriate level of protection for all applicable threats.  Questions:

    a.  Does the command have an established AT/FPP with implementing plans and guidance?

    b.  Are plans based on published threat and vulnerability assessments?

    (1)  Does planning coordinate and synchronize the AT/FP plans?

    (2)  Is AT/FP included in all phases of deployment planning?

    (3)  Are tenant units included in planning?

    c.  Do Interservice Support Agreements, Memoranda of Understanding, and Memoranda of Agreement consider AT/FP?

    d.  Does the command monitor the effectiveness of the AT/FP programs at subordinate commands/units?  Are deficiencies and corrective actions identified, documented and tracked?

    e.  Does the AT/FP plan contain the basic physical security requirements IAW AR 190-13 (for example, bomb threat, installation closure, threat statement, etc.)?

    (1)  Are the components of the plan tested?

    (2)  Is the process of risk analysis and risk management well defined, understood, and incorporated into AT/FP planning and execution?

    f.  Does the AT/FP plan address response to a terrorist incident?

    g.  Does the AT/FP plan address post-incident response?  Has it been tested?

    h.  Does the AT/AT/FP plan address procedures to reconstitute after a terrorist attack?  Has that portion of the plan been tested?

    i.  Are emergency evacuation procedures in-place and are they tested?

    j.  Is there an attack warning system that utilizes a set of recognizable alarms with reactions to potential emergencies, as determined by the threat and vulnerability assessment?  Are personnel trained and proficient in recognition?

    k.  Do all operations plans and orders contain an assessment of the actual threat (or absence of threat) in the “Enemy Forces” paragraph?

    l.  Do all operations plans and orders prescribe actions for reporting threat information, responding to threat attacks, and reporting threat incidents?

6.  ARMY STANDARD 4.  Committees and Working Groups.  Commanders will establish AT/FP Committees to assist in the development, integration, and management of the AT/FP Program.  Additionally, commanders will establish AT/FP Working Groups which include representation by staff officers with AT/FP responsibilities from (S3, G3, DPTMS), Provost Marshal, Intelligence, Engineer, and other staff sections dependent on the situation.  AT/FP Working Groups should meet frequently to discuss the current threat and evaluate security measures that have been planned or implemented.  AT/FP Working Groups will operate under the direction of the command’s AT/FP Officer to develop issues for presentation to the AT/FP Committee.  Questions:

    a.  Does the AT/FP Committee meet at least semi-annually?

    b.  Do all of the personnel required by AR 525-13 sit on the committee (i.e., OPS, PM, Intel, EN, IM, Log, Med, SJA, PAO, Chem, RMO, etc.)?

    c.  Does the AT/FP committee provide the commander with a written record of the meetings and maintain those records on file?

    d.  Does the AT/FP Working Group meet frequently during times of increased threat?

    e.  Does the AT/FP Working Group develop issues for presentation to the command’s AT/FP Committee?

7.  ARMY STANDARD 5.  Exercises.  Commanders will institute an exercise program, which develops and refines the command’s AT/FP procedures and responses to the entire spectrum of AT/FP threats.  Questions:

    a.  Is there a system in place that exercises AT/FP related plans at least annually?

    b.  Do the scenarios involve the staff (that has AT/FP responsibilities)?

    c.  Is there a feedback mechanism to route After Action Review results through the AT/FP Committee to the commander?

    d.  Is OPSEC considered in the planning, conduct, and evaluation of exercises?

8.  ARMY STANDARD 6.  Risk Management.  The Army’s five-step risk management process will be integrated into all AT/FP related planning and program execution.  Questions:

    a.  Do the commander and staff understand the Army’s five-step risk management process?

    b.  Do both the commander and staff incorporate risk management into all AT/FP planning and program execution?

    c.  Is risk management considered in all elements of the AT/FP Program (i.e., physical security, Information Systems Operations, resource management, etc.)?

9.  ARMY STANDARD 7.  Periodic Program Review.  Installation AT/FP programs will be reviewed internally annually and by their MACOM at least once every 3 years.  Questions:

    a.  Has the installation program been reviewed internally annually and by the MACOM every 3 years?

    b.  Were the inspection results documented?

    c.  Were deficiencies corrected?

10.  ARMY STANDARD 8.  Force Protection Officer.  Commanders will designate an AT/FP officer.  The AT/FP officer should be assigned to the operations section.  Questions:

    a.  Has the commander appointed an AT/FP Officer on orders?

    b.  Does the AT/FP Officer have direct access to the commander?

    c.  Is the AT/FP Officer certified and current IAW AR 525-13 Training?

11.  ARMY STANDARD 9.  Development of Local THREATCON Levels.  Commanders will develop a process based on terrorist threat information and/or guidance from higher headquarters to raise or lower THREATCON levels.  THREATCON transition procedures and measures will be disseminated and implemented by all subordinate and tenant commanders.  Questions:

    a.  Is there a process in place to change THREATCON levels, when required?

    b.  Has the process been tested within the past year?

    c.  Does the capability exist to implement all THREATCON levels?  If not, are their procedures to:

    (1)  Divert/acquire local assets on an emergency basis consistent with the Federal Acquisition Regulation?

    (2)  Notify higher headquarters of shortfalls?

    c.  Are enhanced security measures planned for post housing areas in the event of a heightened TREATCON?

    d.  Is there a process to continuously review the effectiveness of daily physical security measures under THREATCON normal?

12.  ARMY STANDARD 10.  Weapons of Mass Destruction Planning.  AT/FP Plans, orders, SOPs, threat assessments, and coordination measures will address potential terrorist WMD threats.  Commanders will assess the vulnerability of installations, facilities, and personnel within their AOR to terrorist use of WMD.  Clear command, control, and communication lines will be established between Local, State, and Federal emergency assistance agencies to detail support relationships and responsibilities.  Questions:

    a.  Is the threat use of WMD assessed?

    b.  Is WMD included in the AT/FP Plan?

    c.  Does the AT/AT/FP plan address potential WMD threats and vulnerabilities?

    d.  Are probable WMD targets identified?

    e.  Are plans coordinated with local, state, and Federal authorities and do they participate in exercises?

    f.  Do Staff Duty instructions include WMD terrorist response procedures?

    g.  Is there a WMD attack warning system and are procedures established and exercised?

    h.  Are there provisions to establish rapid communications between military, local, state, and federal agencies?

    i.  Are medical capabilities in place to respond to prevention and treatment of injuries?

13.  ARMY STANDARD 11.  First Response and Consequence Management.  First responders will be officially identified, trained, and equipped to respond to both conventional and WMD attack.  Detailed response plans will include:  casualty triage, decontamination, evacuation, and tracking;  site security, evidence preservation, and contamination control measures;  and detailed interagency support and coordination measures.  Periodic AT/FP exercises will test medical response and consequence management procedures;  including WMD response measures.  Questions:

    a.  Are first responders officially designated?

    b.  Are first responders trained to respond to conventional and WMD attacks?

    c.  Do first responders have adequate protective equipment, including Chemical Defense Equipment?

    d.  Are emergency first responder equipment shortfalls considered in AT/FP planning?

    e.  Are local hospitals capable of treating mass casualties, including WMD casualties and have MOAs or MOUs been established to do so?

    f.  Are patient decontamination responsibilities assigned in AT/FP plans?

    g.  Are location and status of casualties tracked?

    h.  Are medical mass casualty (MASCAL) and WMD scenarios included in the AT/FP exercise program?

    i.  Are installation staffs integrated into WMD/MASCAL training?

    j.  Is the Public Affairs Officer (PAO) a participant in MASCAL and WMD exercises?

    k.  Are adequate resources available to support the emergency response?

    l.  Does the AT/FP plan address WMD and MASCAL scenarios in high-density population areas?

14.  ARMY STANDARD 12.  Command Information Program.  Commanders will incorporate AT/FP into their Command Information Programs.  Questions:

    a.  Does the commander incorporate AT/FP program information into the command information program?

    b.  Is AT/FP information being effectively disseminated through multiple means (e.g., briefings, posters, newspaper/newsletter articles, chain of command, radio, and television)?

     c.  Is AT/FP information formatted for the Total Army (soldiers, family members, DA civilians)?

     d.  Is OPSEC included in all public affairs operations?

15.  ARMY STANDARD 13.  Collection of AT/FP Intelligence Information.  Commanders will have a fully integrated AT/FP intelligence program focused and based on priority intelligence requirements (PIR) that provides the appropriate threat information to protect personnel, family members, facilities, and material in all locations and situations.  The commander will ensure that production and analysis requirements are focused and based on the commander’s PIR.  Questions:

    a.  Are military intelligence collection operations being conducted consistent with the requirements of AR 381-10 and other applicable regulations and directives?

    b.  Are law enforcement collection operations being conducted consistent with the requirements of AR 380-13, DODD 5200.27, and other applicable regulations and directives?

    c.  Is this full integration conducted outside the intelligence office IAW the limitations of AR 381-10 and other applicable regulations and directives?

    d.  Does the command have connectivity to receive threat-related information from all available sources (e.g., FBI, local law enforcement, and Intel Link)?

    e.  Is the activity familiar with the Army Counterintelligence Center (ACIC) and does it know how to obtain ACIC products?

    f.  Is the activity receiving the Monthly International Terrorism Summary (MITS)?

    g.  Has the commander established PIR?

    h.  Are the commander’s PIR the basis for production requirements?

    i.  Are there sufficient Sensitive Compartmented Information (SCI) billets to support the mission?

    j.  Is the DOD Terrorist Threat Level Classification system utilized to identify the threat in a specific overseas country?

16.  ARMY STANDARD 14.  Threat and Vulnerability Assessments.  Commanders will prepare a threat assessment for their AOR.  Where the threat assessment indicates a general threat, and prior to any deployment, commanders will prepare a vulnerability assessment to be included in any OPLAN or OPORDER.  Questions:

    a.  Have multi-disciplined threat and vulnerability assessments been conducted?

    b.  Is the entire spectrum of threats, to include terrorist use of WMD, part of the threat and vulnerability assessments?

    c.  Are the results of the vulnerability assessment reviewed and used as part of the commander’s criteria for setting specific THREATCON measures?

    d.  Are the results of the vulnerability assessment disseminated to affected organizations (e.g., organic, tenant and supported Reserve Component units)?  Where specific vulnerabilities are identified are they reviewed for appropriate classification?

    e.  Is the ACIC utilized as a tool to conduct vulnerability assessments?

    f.  Are procedures in place to conduct follow-on vulnerability assessments of deployed forces?

17.  ARMY STANDARD 15.  Dissemination of AT/FP Intelligence Information.  Commanders will ensure AT/FP intelligence information is disseminated in a timely manner.  Current intelligence will be integrated into the AT/FP training program.  Questions:

    a.  Is terrorist information being coordinated with other staff elements involved in the AT/FP Program?

    b.  Are procedures in place to disseminate threat information and intelligence products to higher/subordinate activities and tenant organizations (during duty and non-duty hours)?

    c.  Is the “no double standard policy” (threat information distributed to military, civilian, and contractor workforce) followed /understood when disseminating threat information?

18.  ARMY STANDARD 16.  Individual Training.  Commanders will ensure that all military and DA civilian personnel in their command receive the appropriate training for the individual anti-terrorism awareness prior to deploying or traveling outside the United States, its territories and possessions.  Units will maintain a record of individuals receiving training.  Family members will receive similar training prior to traveling outside the United States, its territories and possessions when on official government orders.  Annotations documenting the required training will be made on all official orders.  Questions:

    a.  Do policies and guidance ensure that personnel (military, DA civilians, and family members) are provided with the appropriate level of antiterrorism training, education, and awareness?

    b.  Is the command aware of Army requirements for level I negligible/low and medium or higher threat area AT/FP training and have they implemented the program?

    c.  Does the program train all personnel in AT/FP procedures, guidance, and instructions?

    d.  Does AT awareness training incorporate the postulated threat?

    e.  Are theater specific predeployment requirements for the CINC AORs being accomplished?

    f.  Is there a validation process to ensure that appropriate Level I training is accomplished for all travel and deployments and so documented?

    g.  Is the DOD designated list of high physical and potential threat countries maintained and disseminated throughout the command?

    h.  Are AT/FP training materials readily available (e.g., Level I videos, GTA wallet cards, etc.)?

19.  ARMY STANDARD 17.  Leader Training.  Individuals identified as having significant responsibilities for the command AT/FP program will receive adequate training that provides them with the ability to train others, as well as advise the commander.  Questions:  Are key leaders with AT/FP responsibilities trained using approved training schools and POI?

20.  ARMY STANDARD 18.  Hostage Training.  Personnel assigned to Medium or High Terrorist Threat Level areas, will receive guidance prior to departure and at least annually on appropriate conduct in the event they are taken hostage or kidnapped.  Question:

    Is training being conducted by a certified and current instructor?

21.  ARMY STANDARD 19.  Training in Support of HRP.  Commanders will ensure that HRP and their family members are made aware of risks and trained in personal protective measures.  Additionally, support staff such as drivers, aides, and protective service details will be trained and equipped.  Questions:

    a.  Is evasive driving training offered to HRP and their drivers as necessary to counter the assessed threat and vulnerabilities identified in the Personal Safety Vulnerability Assessment (PSVA)?

    b.  Is training in supplemental individual protective measures provided to HRP?

    c.  Is similar awareness training provided to families of HRP?

    d.  Is awareness training provided to support staff such as drivers and aides?

22.  ARMY STANDARD 20.  Resource Management.  AT/FP requirements will be prioritized by the commander (with assistance by the AT/FP Committee) based on the threat, documented vulnerabilities, regulatory requirements, and/or command directives.  Funds supporting the AT/FP program will be tracked and accounted for.  Questions:

    a.  Are the appropriate staff activities (e.g., PM, EN and OPS) involved in developing program requirements?

    b.  Are staffs reviewing their areas for AT/FP requirements on AT/FP standards, the threat and assessed vulnerabilities?

    c.  Are projects prioritized based on coordinated threat and vulnerability assessments at each level of command?

    (1)  Does the justification include specific impacts if the project is not completely funded?

    (2)  Is the methodology used to validate and prioritize projects documented?

    (3)  Does the commander approve the prioritized requirement list at each level of command?

    (4)  Are there established procedures to submit or update annual programs, or expeditiously resource critical AT/FP requirements?

23.  ARMY STANDARD 21.  C2 PROTECT INTEGRATION AND TRAINING.  Commanders will ensure that C2 Protect is integrated into all AT/FP planning and program execution.  Commanders will ensure integration of relevant laws and regulations pertaining to security monitoring of the commands network information infrastructure.  Questions:

    a.  Have the provisions of AR 380-19, governing the use of automated tools to conduct assessments and analysis for continuity of operations been integrated into the command’s AT/FPP?

    b.  Have the provisions of AR 380-53 governing security monitoring, exploitation, and penetration activities been adhered to and integrated into the command’s AT/FPP?

    c.  Are the following elements of C2 Protect being integrated into the AT/FPP?

    (1)  OPSEC?

    (2)  Electronic Security?

    (c)  Physical Security?

    (d)  Intelligence?

    (e)  ISS?

    (f)  Counter-deception?

    (g)  Counter-PSYOPS?

    d.  When incidents occur on the network are they reviewed, and are trends developed indicating significant weaknesses?

    e.  Is the C2 Protect representative an active participant on the command’s AT/FP Committee?

    f.  Are incident reporting procedures published for system administrators IAW AR 380-19 and Army’s Computer Emergency Response Team (ACERT) reporting procedures?

    g.  Have warnings been devised to alert the command of incidents?

    h.  Is the command familiar with the roles of Land Information Warfare Activity (LIWA)/Army’s Computer Emergency Response Team (ACERT)?

    i.  Does the OPSEC plan include the provisions of AR 530-1?  Are OPSEC threats identified?  Is OPSEC part of the unit’s training program?

    j.  Are C2 Protect components included in threat briefings and assessments provided to the commander?

    k.  Is there a computer security awareness program?

    l.  Does the command monitor the effectiveness of C2 Protect integration at the subordinate command and unit level?

    m.  Are system administrators and network administrators trained IAW AR 380-19?

    n.  Does the available training meet program requirement?

    o.  Is information system security training provided to the user IAW AR 380-19?

    p.  Is there a training plan developed to ensure continual operations in event of major disruptions IAW AR 380-19?

    q.  Are all personnel trained and familiar with their OPSEC responsibilities IAW AR 530-1?

    r.  Are appropriate security personnel appointed and trained (i.e., ISSO, or NSO)?

24.  ARMY STANDARD 22.  C2 PROTECT Threat and Vulnerability Assessments.  Commanders will ensure friendly information systems are included in threat and vulnerability assessments.  Commanders will ensure C2 Protect procedures and techniques are developed to protect the entire infrastructure, organization, personnel, and components that collect, process, store, transit, display, disseminate, and act on information.  Questions:

    a.  Is the command registered in the Terminal Server Access Controller System for accesses to the Army tool set and are requirements for tools identified?

    b.  Are procedures to report incidents to the Army Computer Emergency Response Team (ACERT) in place and incidents reported?

    c.  Do network operators obtain assistance installing security patches (fixes to vulnerabilities) from the ACERT?

    d.  Are Defense Information Systems Agency Automated System Security Incident Support Team Bulletins received by all system and network administrators?

    e.  Has the OPSEC process been applied in determining threats and vulnerabilities to your communications infrastructure?

    f.  Are ISS procedures routinely reviewed and tested (e.g., user Ids, passwords, and audit trails, and system configurations)?

    g.  Is information systems security training performed at appropriate levels?

    h.  Are security incidents/violations (e.g., viruses, unauthorized entries or attempts, and password compromises) analyzed, reviewed, investigated and reported IAW AR 380-19 and ACERT reporting procedures?

    i.  Are security measures employed to control the external access?  (e.g., callback and tokens)

    j.  Is an automated audit capability (i.e., log security-related events) available and used in all systems?

    k.  Is identification and authentication (i.e., user ID and password) required for access to all systems?

    l.  Was the OPSEC process applied in developing countermeasures for the communication infrastructures?

    m.  Are vulnerability assessments performed on the Army communications infrastructures by authorized U.S. Army activities or approved contractors using U.S. citizens only?

    n.  Are countermeasures identified and in place based on the results of vulnerability assessments?

    o.  Is there a written security plan to document implementation of countermeasures?

    p.  Are sufficient secure communications available to the command?

25.  ARMY STANDARD 23.  Security Engineering and Employment of Security Measures.  AT/FP will be considered in standard Army design practice with security measures that are based on risk and threat analysis.  Questions:

    a.  Are physical security and THREATCON considerations incorporated into the installation master plan and site selection?

    b.  Are the results of vulnerability assessments incorporated into the installation’s military construction design program?

    c.  Are risk analyses performed and are AT/FP measures considered for all new and existing facilities either designated or likely to be designated MEVAs?

    d.  Are local engineers familiar with the resources (such as the Protective Design Center and the Electronic Security Systems Center) available to them in security engineering?

    e.   Are detection and assessment measures integrated with defense (delay) measures to protect personnel and material assets?

    f.   Are security-engineering surveys conducted when planning new facilities or renovating existing facilities?

    g.   Was risk and threat analysis utilized in the development of any protective measures beyond those specifically requiring employment by regulation?

    h.   Are TM’s 50853-1 through 5-853-4 used in the development of employment of security measures?

26.  ARMY STANDARD 24.  Mission Essential/Vulnerable Areas (MEVA).  MEVAs, are areas that are critical to mission accomplishment or are vulnerable to theft/damage/attack, will be identified in order to focus security efforts.  Questions:

    a.  Are MEVAs identified, prioritized, and approved by the commander IAW AR 190-13?

    b.  Are periodic reviews conducted IAW AR 190-13 to update areas designated as MEVAs?

    c.  Are physical security inspections of MEVAs conducted IAW 

AR 190-13?

27.  ARMY STANDARD 25.  Restricted Areas.  Areas that are considered critical or sensitive will be identified and formally designated as “Restricted Areas” in order to give commanders legal authority to impose special access controls.  Questions:

    a.  Are restricted areas identified and designated IAW AR 190-13?

    b.  Are restricted areas correctly posted?

28.  ARMY STANDARD 26.  Random Antiterrorism Measures Program (RAMP). Commanders will develop a RAMP for Army installations and facilities that have the structures, equipment, personal, and authority to control access.  Questions:

    a.  Does RAMP include a selection of different types of vehicle searches (trunk, undercarriage, total), document inspections, and observable security procedures designed to vary the look of the security program?

    b.  Is RAMP thoroughly planned to ensure measures are implemented randomly (not in predictable patterns)?

    c.  Does RAMP vary the types of measures along with schedules for employment of measures?

29.  ARMY STANDARD 27.  Residential Security Assessment for Off-Post Housing.  Commanders in Medium or High Terrorist Threat Level areas will conduct physical security assessments of off-post residences for permanently assigned and TDY personnel.  Based on the assessment results, the individual may not be allowed to enter into a lease unless the facility owner takes certain measures.  Questions:

    a.  Are residential security assessments conducted on initial occupancy and periodically thereafter?

    b.  Is an up-to-date listing of residences for TDY and permanently assigned personnel maintained and safeguarded, and are they included in AT/FP Plan?

30.  ARMY STANDARD 28.  Facility and Site Evaluation/Selection Criteria.  Commanders will develop a prioritized list of AT/FP factors for site selection teams.  These criteria will be used to determine if facilities either currently occupied or under construction for occupancy, can adequately protect occupants against terrorist attack.

Questions:

    a.  Is there a prioritized list of AT/FP factors for site selection teams reviewed and approved by the commander?

    b.  Is the list utilized?

31.  ARMY STANDARD 29.  Law Enforcement Operations.  Law Enforcement operations will support installation AT/FP requirements through the commander’s authority to enforce federal law and Army regulations.  In the event of threat acts on installations, military police will take immediate action to resolve the incident and prevent loss of life.  Questions:

    a.  Is the Provost Marshal (PM) adequately resourced to conduct law enforcement operations in support of the installation AT/FP program?

    b.  Have adequate law enforcement contingency plans for emergency situations (e.g., bomb threats, hostage taking, base closures and increased THREATCON levels) been developed and exercised in support of the AT/FP Plan?

    c.  Are exercise results provided to the commander through the AT/FP Committee?

    d.  Has each command/activity supporting these plans been given the opportunity to participate in the creation of the plan and are they in receipt of a copy of the plan?

    e.  Do plans address backfill of law enforcement personnel during deployments?

    f.  Do PM plans provide a detailed description for employment/augmenting security forces, and increased security force requirements for all THREATCON levels?

32.  ARMY STANDARD 30.  Law Enforcement Liaison.  Provost Marshal will conduct effective liaison with federal, state, local and host nation agencies, as appropriate, to ensure criminal intelligence is shared and that plans and operations supporting AT/FP are coordinated.  Questions:

    a.  Does coordination of security plans include applicable federal, state, local officials outlining deployment movement, security, and jurisdictional responsibilities?

    b.  Is liaison conducted and are procedures in place to ensure the receipt and dissemination of time-sensitive threat information received from Federal, State, local, USACIDC, and U.S. intelligence agencies?

    c.  Is this information coordinated through AT/FP committee process?

    d.  Are law enforcement operations coordinated with the appropriate federal, state, local agencies?

33.  ARMY STANDARD 31.  Identification and Designation of High Risk Personnel (HRP).  Commanders will ensure that personnel who are at a greater risk than the general population, by virtue of their rank, assignment, symbolic value, vulnerabilities, location, or specific threat are identified and assessed.  Personnel requiring additional security to reduce or eliminate risks will be formally designated as HRP in order to make them eligible for special control/security measures.  Questions:

    a.  Is there a formal procedure for designating HRP?  Have HRP been designated?

    b.  Is there a periodic review of HRP designations?

    c.  Has MACOM delegated authority to installation for HRP 2 designation and is a written copy on-hand?

34.  ARMY STANDARD 32.  Protective Measures for Safeguarding HRP.  Commanders will take appropriate measures to provide enhanced protection to HRP.  Questions:

    a.  Are HRP receiving Personnel Security Vulnerability Assessments from USACIDC?

    b.  Are protective services details available to protect HRP 1?

    c.  Are hardened cars available to support HRP 1?

    d.  Have safe havens been established in quarters and offices?

    e.  Are alarms installed in quarters and offices of HRP?

    f.  Are working dogs available to conduct explosives detection sweeps?
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