®SAFACRS Suppl 1 to AR 380-5
DEPARIMENT CF THE ARMY
HEADQUARTERS, U.S. ARMY FIFELD ARTTLIFRY CENTER AND FORT SILL
Fort Sill, lahom 735035100
 USAFACFS Supplemertt 1 to AR 3805 ,
18 March 1992
Seawrity
DEPARIMENT OF THE ARMY INFCRMATTON SECURTTY PROGRAM REGULATION
Further Supplementation by subordirate Camenders is prohibited, unless specifically approved by Headquarters, USAFACFS.
IR 305, S Feb 88, is applamented as follows:

 Paragraph 1-201, Agplicebility. Add the following after the last sentence:

This supplerent applies to all military and civilian persamel assigned to Fart Sill, klaham, Fat Gaffee, Arkansas, ar cther uiits
over whan Fort Sill exercises staff cognizance.

' Paragraph 1-206, Attamtic Infammtion Systers (AIS). Add the follading after the last sentence:

Units and activities desiring to use autamtic infamation systems (ALS) ar ward processing equipment (WPE) will oconply with AR 380-19
Infamation Systems Security.

Paragraph 1-600, Original classification autharity. Add the following after the last sentence of subparagraph b.2:

Assistant Comendart, United States Amy Field Artillery School, has been delegated ariginal SECRET and OONFIDENITAL classification
autharity by Commnder, TRADOC. There are no other authorized arigiral classification autharities on Fort Sill.

Parsgraph 1-600, Qrigiral classification autharity. Add the following after the last sentence of subparagraph c.2.(e):

(d) Ay requests far arigiml classification autharity within USAFACFS will be farwarded to this headquarters, ATIN: ATZR-IC.
“ragreph 1-601, Derivative classification responsibility. Add subparagraph d. after subparagraph c.:

d. Infametion taken fram a single doawent classified by miltiple somroes will identify the source doarent, to include its date
as the classification authority in the "Classified By" line.

'Paragtam2—1(2, Classification Plaming. Add the following after the last sentence of subparagraph b:

Problens with general searity palicy will be referred to the Directarate of Plans, Training, and Mobilization (TPIM), ATIN: ATZR-IC.
Paragraph 2-103, Callenges to classification. Add the following after the first sentence:

Within USAFACFS, the proponent of the infarmation will be cantacted by the holder of the information in order to resolve differences.
Omllengss that invalve upgrading a docxent; e.g., CONFIDENTIAL to SECRET, mey be onducted via unsecured means. Qallengss
involving unclassified information considered to be classified will be conducted via seare wice for CPSEC prposes.  When
differences camnct be resolved through an informal method, TPIM, USAFACES, shall be requested to meke a formml dmllenge.

 Paragraph 2501, Procedures.  Add the following after the last serence:

Classification anflicts to be resolved in this marmer will be forwarded to Security Division, Directarate of Plan, Training and
Mobilization, ATIN: ATZR-IC.

'@aﬂJZ—%LCafcmmtydﬁiﬁmtimspedﬁcaﬁm. Add the following subparagraphs e. and f. after subparagraph d.:

e. Coardimatio of seaurity requirements will be made with Seaurity Division, IPIM, ATIN: ATZR-IC, by the requiring activity
prior to submission to Directarate of Cantracting or USAFAS amtracting officers in DAL ar DXD (AR 5-5). Searrity Division, IPIM
sall review amtracts requiring ID Fome 254, Further, all contracts for ALS suppart ar services shall be reviewed by Seaurity
Division, IPIM regardless of whether ar not a ID Fam 254 is reguired.

f. Wen antract officers ar cntract officers representatives far amtracts being exearted on Fart Sill beoame aware of the
departure, wathorized absence, or credible derogatary infarmation cancerming ocontractor enployees, the ootract officer or the
cantract officer representative will telephmically repoart the infamation to Searity Division, IPIM, ATIN: Comnterintelligence
officer. Credible derogatary infammtion is as defined in the Industrial Seaurity Manal, paragraph 6, subparagraph (19)b(1). When

ere is daubt, it should be reported to Seaurity Division, IPIM for determiration.

% This supplement supersedes USAFACFS Supplement 1 to AR 380-5, 8 May 1990



USAFACFS Suppl 1 to AR 380-5, 18 Mar 92
Paragraph 3-202, Systematic review procedures. Add the following after the last sentence of subparagraph ¢
Proposal for retention of classification will be forwarded to Headyarters, USAFACFS, ATIN: ATZR-TC.

7Paraga;h3—3)3,&m&md@mwfwm@l&iii@mm.“mﬂefommmmmof
Subparagraph b.1:

'Peqmts far declassification review will be fawarded to Headqerters, USAFACFS, ATIN: ATZR-IC.

'Parag'aphll-ZB,Fi]e, falder, o grap of doourents. Add the following after the last sentence:

Tre physical marking of file folders is not mndatary. When a file folder cntaining classified information is removed from its
starage antainer and the file folder does not have a classification merking, a cover sheet (F 703, 704, ar 705) will be placed
theren.  Cover sheets will be removed fram individal file, folder, ar docuent before retuming to file.

Paragreph 4-302, Protographs, filos and recordings. Add the fallowing after the last sentence of subparagraph b.:

Slides will be kept in contairers (trays, carousels, envelopes, boxes, ete.) bearing conspicuous classification marking of the highest

Paragraph 4-304, Removable ATS and word processing starage media.  Add the following at the end of the paragreph:

AR 380-19 contains additional merking requirements and further gridance. Classified infametion contained on fixed or remvable
mgnetic starage media must be removed and stared in an autharized classified container or used in a facility that cperates ma
contirous basis and has been approved for cpen starage.

Paragraph 4400, Declassification and regrading marking procedures.  Add subparagraph a:
a. Marking of Declassified Material. Woen a classified docuent is declassified, the old classification will be canceled by
lining through, and the "unclassified" notation will be substituted. The individaml perfaming the above actions will initial the

changes.  Docurents classified by CDR, TRADOC, will be marked: 'fhis docurert is subject to HQ, TRADOC OPSEC review pricr to release
to other than U.S. Coverrment agencies. .

Paragraph 5-100, General Policy. Add the following after the last sentence:

No Ttems other than the SF 702 will be kept a top of searrity catainers.
Pat'ag'ath5-102,Staepofda%iﬁedixﬁmtim.khﬂnfoﬂaﬂngatﬂeaﬂofﬂelastsaﬁamd‘cm

seaurity container will be seared by a dmain.
Paragraph 5-103, Procurement and phase-in of new starage equipment. Add the following after the last sentence of subparagraph b:
Requests far exoeption will be forwarded to H), UAFACES, ATIN: ATZR-TC.

Paregraph 5-104, Desigrations and carbiratians. Add the following after the last sentence of subparagraph a:

Docrert austodians (see paregraph 5-A00a, this supplement) using more than ane seaurity oontainer to store classified infametion
will maintain a mester list showing nurber, using agency, huilding, and roam muber of all containers under his jarisdiction. Oe
cxtairer will be desigmated the master antainer. It will be used to stare sealed envelopes containing the coarbirations (Part IT F
700) to the remmining contairers. Part 2 & 2a will be marked with the classification equal to the highest categry of classified
infamatian stored in the containers. Use paper tape to seal Part 2.

Paragraph 5-104, Designation and corbirations. Add the following after the first sentence of subparagraph b.1.:

mm@mmwmwmm@dwmtmmmmwmm@mntm,
identified by the Camender ar Activity Head as having that respansibility, who have the appropriate searrity clearance. Combiratio
will be checked with the container drawer open. Vault doar canbirations will be changed by Directarate of Public Works (DPW)
persarel.

Paragreph 5-104, Desigmations and corbiretions.  Add the following after the last sentence of subparagraph b.3.(e):

(f) The conbiration to the master container (part 2, SF 700) will be hand-carried to the next higher headquarters or authorized
staring activity an the installation. Units ar activities who desire a receipt will prepare it on a DA Fam 3964 (Doaaert
Accortability Fam) and submit with conbination to the storing headquarters ar activity. Top Searet carbirations will be controll
in accordance with AR 3B0-5, Para 7-300.

Paragraph 5-104, Desigmations and cabirations. Add the following after the last sentence of subparagraph b.3.(f):
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mm,mmmm,mmmfwmmwmmlmmmimfwmmmw.
M&l@,h}gﬂi@aﬁmﬂﬁxﬂtm. Add the following after the last sentence of subparagraph b.A.:

Saxch access will be limited to a mirimwm nuber of persamel who have a valid need to know the cambination.

M&l@,ﬁqﬁroﬁ‘damgedseaxityomtajmscrmtm. Add the following after the sentence of the introductary
paragreph:

Re:pastfa'sevioemseantyomtaimrsﬂatcarxrﬁ:becpaedfa‘vtntevermsmvﬂlbemmedtkm@ﬂemﬂmtim's
security menager, thrasgh nomal supply dharrels, to L. (hly authorized civilian contractor persarel will drill or repair
seaurity cmtairers. The wiit will ensure that a properly cleared individuml is present when the omtainer is cpened. This
requirement applies even if the contairer is believed not to cotain classified infarmation. Searrity Division, [PIM will be
notified (H1-2397 or FL-25H) when a lockaut has coaurred and repair ar drilling is required. A representative fram Seaurity _
DLvisim,D’Mvd_u;iwsiamymﬁym&emwmmbmmsmwiwaﬁgimlm&mwmty. It
:ismtreqairedtormifySearityDivisim,H’Mﬂmﬂnelod«wtinwlmfie]dsafesmedmddaﬂymmsfa’wmmﬁed
starage. When the lodouat involves a seaurity container used for starage of classified material, an informel imuiry will be
coxducted to determine the cause of the locdkaut and meke a determiration if there was unauthorized tanpering.

rimgaﬂd&l%,ﬂqairofdmmgadsecxitywmaixﬂswmltm. A subparagraph e. after sabparagraph d.:

e. When any of the symptams listed in appendix I are noted, seaurity menagers will take actim to notify DL work order desk
([L-4ALY) in arder to initiate proper meintenance and repair. Authorized, properly cleared civilian contractor persarel are
ava:i_lableboprwideprtpe'naﬂtamne@sa‘ﬂoesaﬂwﬂlbeusedbyauactivitiesf‘a’seax'ityomtaitﬂs,f‘j.eldsaf‘es,arﬁbdo
and forr drawer filling cabinets. &iﬂﬂgwmﬂaﬁzztimofseaﬁtycmtajmrswmﬁmﬂnsemmmm
prohihited. Amwmmmmmmmmmwmtmmwsafwwm@mﬂ
omtained therein. This requiremrent applies even if the catainer or vault is believed not to ootain classified infarmation.
mmm@mdmmfmmmmmmmwmmmwmm,DPIM
USAFACFS, prior to rese (3A-2397 ar 381-234).

VAdH%ragamS-lO?, Vault ar open starage after last sentenoe of Paragraph 5106 Turn-in of trensfer of seourity equipment.

¢. Plans far the omstruction ar mdification of vaults or seare roams far the purpose of open storage of classified material
will be refared to the Seaurity Divisio, DPIM for coordiration. Commanders ar activity heads will request, in writing, necessary
inspection and approval of the facility priar to use. Tectriical specifications for vaults are contained in AR 380-5, appendix H.
Commander, USAFACFS, retains the authority for open starage approval. Request for same will be farvarded to HQ,
USAFACFS, ATIN: ATZR-IC.

VMS-KDLM&HM@GWB. Add the following after the last sentence of subparagraph a:

Camenders, directars, and heads of activities will appairt, in writing, a docurent custodian and at least e altermate document
astodian in all wiits ar activities where classified docurents ar meterial are retained or stared. Custodians and alterrates will
te properly cleared comissioed officers, warrant officers, noncommissioned officers (SGT ar above), or DA civilians (GH or abowe).

Paragraph 5-200, Respansibilities of austodian. Ad the following after the last sentence of subparagraph b:

Classified docurents will not be taken to individual quarters. This prohibition will be in the written searity palicy required by
Para 13-304 of this spplament.

7_@39@#15—3&,%01‘1:13%9&%. Add subparagraph d after subparagraph c:

d. mwmmmmmmmmmmmwsymwﬂlmmwwmmm.
Such areas, however, will not normmlly be treated as a restricted area as defined in AR 190-13. Camenders myy sutmit requests far
desigration of restricted areas, in accardance with AR 190-13.

7@5&'&#&5—&13,Emtwgyplanﬁng. Add the following after the last sentence of subparagraph a:

Emrganyplarsfmevaaxatimcrthimofdassﬁﬁednataialwﬂlbepwtedmawspmmtimrmrmiwms
in all USAFACFS wnits or agencies where classified infamation is retained or stored.

Paragraph 5-204, Telecamunications coaversations. Add the follawing after the last sentence:

a. A ID Fam 256 (Telephae Mmitaring Notification Decal) will be affixed to each DD owned or leased telephe within the
installation.

Vb. Lines not in use should be kept an hold (all buttans up) in offices where classified material is discussed.
rc. A1l persamel should answer telephanes with the warming, "his line is not seare” ar "unsecured line."

3
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Paragraph 5-25, Seaurity of meebings and conferences. Add the following after the introductary paragraph:

The Security Division, IPIM will be infarmed of conferences or large meetings wherein classified mterial will be discussed, and will
provide staff assistance as appropriate. Questians onocerming necessary safegaards for classified discussion areas may be addressed
to Seaurity Division, DPIM, ATIN: ATZR-TIC.

Paragraph 5-205, Seaurity of meetings and conferences.  Add the following after the last sentence of subparagraph a3:

Military clubs ar other public facilities are not authorized areas far classified presentations.
Paragraph 5-205, Seaurity of meetings and onferences. Add the following after the last sentence of subparagraph c3:

Request will be sent through Comender, USAFACES, ATIN: ATZR-IC, to arrive not later than 130 days before the meeting date.
Infametion identifying the date, time and locatio of a classified mesting or conference to be held at an uncleared facility will be
classified as high as the infamstio to be disaussed.

Paragraph 5-305, Seaurity of meetings and conferences. Add the following after the last sentence of subparagraph e.1.:

Fram whom priar disclosure authority was received.

Paragraph 5-205, Seaurity of meetings and oonferences, subparagraph £3. Add the following after the words:  request for spansorship.
The IPTM, Security Division, USAFACFS, is the U.S. Contact Officer for foreign matiamls visiting Fort Sill. Prior to inviting a
fareign mtiaml to attend a meeting or conference, the spasaring activity will coordirate with this headquarters, ATIN:  ATZR-IC.

Cammenders and heads of USAFAGFS activities will ensure cappliance with all applicable provisions of subparagrapns £ and g of this
paragraph, and of the Natiaal Disclosure Policy AR 380-10 and TRADOC Regalation 380-1.

Paragraph 612, Respansibility of discoverer. Add the following after the last sertence in subparagraph b:

The security menager will telephonically notify Seaurity Division, DPIM as som as possible in the event of a possible ar actual
cpramise of classified infamation (31-2397 o 254).

Paragraph 6-103, Prelimirary inquiry. Add the follawing after the last sentence of the introductary paragraph!
Upn notification of an actual or possible compromise of classified material:

(1) The cocermed agency or unit will notify the next higher headquarters of the ciraxstances surranding the incident.

(2) The searity marager will advise the commnder of the appropriate actims to be taken, and will notify Security Divisim,
IPIM bty the fastest means available omsistent with sord searrity and repart the ciramstances surording the incident. At this
time IPIM, Seaurity Division will issue the Prelimirary Inquiry Nomber.

(3) The headquarters rext above the unit reparting the possible compramise will appoint, in writing, a disinterested
commissioned officer, warrant officer, noncommissioned officer (SC or above) or a DA Clvilian (GST ar above) to codxct a
prelimirery inquiry (PI) in accordance with the guidance in this supplement (see fig 6-1, this supplement, for memorandm letter
famat). For USAFAS departments and directarates, higher headqarters is considered to be the Assistant Camandant. For divisions
within center staff directorates, higher headquarters is considered to be the directarate. The individumal appainted fram center
staff to enduxct PIs (i.e., 'quOﬁioa-"),mlrepathecmwmm,WCamaﬂrwhgmefmmm
prior to starting inquiry action.

(4) Tre Inquiry Officer will prepare a Report of Prelimirary Iuiry and farward it to the appointing autharity within 10
warking days from the date of appointment (see fig 6-2, this supplement, for sample repart of prelimirary inquiry).

(5) Tre Appointing Authority will review then endorse the prelimirary inquiry to Searity Division, DPIM within 3 working days
of receipt. The endorsement will indicate whether a corpramise or an administrative security violation has ocarred. If an
administrative seaurity violation is determined to have ocourred inwolving information classified CONFIDENTIAL, firal action taken
should te indicated. If an administrative searrity violation is determined to have ccarred involving information classified SECRET
ar higher, recomended action should be indicated. Comender, USAFACFS, retains authority to impose administrative or non-judicial
pnishment in those instances involving the oompramise or possible conpramise of SECRET informetion.

(6) Tre Directar, IPIM, ard the Chief of Seawrity Division, DPIM, USAFACFS, will review the prelimirary inquiry and the
VDirecta", IPIM, will recomend firel disposition or firther investigation to Commander, USAFACES.

(7) If Arther investigation is required or if M), USAFACFS, must conduct the prelimirary inquiry, Central Tasking Office, IPIM,
USAFACES, will tak a commissioned officer to conduet an investigation under the provisions of paragraph 6-104.

Paragraph 6-103, Prelimirary inquiry. Add the following after the last sentence of subparagraph c.l.
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~~ Wen aorpromise of classified infametion is determined to have ccaurred, it will be reported to Seaurity Division, DPIM imediately
(H1-2BU ar 2397).

 Paragreph 6-110, Upauthorized absentess.  Add the following after the last sentence:

Comenders ar Activity Heads, G2s, S35 and Seaurity Managers are responsible for monitaring military menbers declared AWL or
wexplained failure to repart far wark by DA civilians who have had access within 180 days to matioal defense infometio classified
SICRET and higher ar OMIL information. Comenders or Activity Heads must meke a determiration as to the degree of sensitivity of
the classified information involved and must repoart the absence imediately through S8 ar Security Managers damrels to Seaurity
Division, IPIM (1-254 ar 2397) in the folloing format:

(1) M, rark, SY.

(2) Date and place of birth,

'(3) Qrganization and station.

(¥) Date of absence.

(5) Last known location.

(6) Hoe of reocard.

() MNext of kin with address.

(8) Level of clearance.

(9) Type of access, current and past.

(10) Reasn for, and ciramstances of AWL and indications of defection ar intert to defect.

— (11) Other pertinent infarmation.

' Paragraph 6-111, Suicide and attenpted suicide. Add the following after the last sentence:

Camarders and activity heads will ensure individual persamel recards and acoess rosters are immediately sareered to determine if
the individral has been granted a clearance and authorized access to classified military infamation. The results of this chedk and
Known reasas far suicide or attenpted suicide will be telephoically reparted to Seaurity Div, DPIM (1-2364 ar 2397) as som as
possible.

Paragraph 7-100, Policy. Add the following after the erd of the paragraph b.:

Request for waiver for two-persmn integrity rule, along with full justification and ratiorale, will be forvarded to Searity
Division, DPIM, ATIN: ATZR-TC.

'MLDZ, Access by foreign maticnals, fareign goverrments, and intermational organizations. Add the following after the last
sentence of subparagraph a:

Doaxerts proposed far release to Fareign Netiomls will be farwarded through HQ, USAFACES, ATIN: ATZR-IC, to HQ, TRADOC, ATIN:
ATBO-IC, almg with written justification to support the proposal.

 Paragraph 7-103, Other situations. Add the following after the last sertence:
Requests and justifications will be forvarded to M, USAFACES, ATIN: ATZR-IC.
Paragraph 7-200, Folicy. Add the following after the last sertence:

Units and activities will maintain arrent acosss rosters reflecting full name, rark, Social Seaxrrity Narber, clearance, and degree
of ancess far all persarel listed. Access rosters will be updated immediately whenever an individal on the access roster no longer
requires acoess to classified infamation, or every 90 days, whidhever cames first. Access to classified military infomstion will
be provided based o a definite need-to-know and the appropriate clearance. Therefare persamel with access will be kept to the
mininmm ninber necessary amsistent with mission requirements. Units are expected to foamet their access rosters as shown in the
exanple at figre 7-1.

a. Access rosters provided for entry into activities such as the USAFACFS Frergency Operations Center will contain the remes of
mly those persans reasarebly requiring entry.  Unit or activity rosters nomelly will not suffice for this purpose.
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V(tmomprudsed‘miﬁedim‘mtimisdetemﬂmdtokmemned, it will be reported to Security Division, DPIM immediately
H1-2BH ar 2397).

7;Par_agtaph 6-110, Unauthorized absentees. Add the following after the last sentence:

Commerders ar Activity Heads, G2s, S35 and Seaurity Maragers are responsible for monitaring military members declared MWL or
uexplaired failure to repart for wark by DA cdvilians who have had access within 180 days to raticral deferse informetion classified
SECRET and higher ar OOMSEC informetion.  Commenders ar Activity Heads must meke a determiration as to the degree of sersitivity of
the classified informtion involved and mist repart the absence imediately through S35 or Seaurity Maragers dramels to Searity
Division, IPIM (1-2354 or 2397) in the following famat:

1) M, rank, SN,

(2) Date and place of birth.

(3) Organization and station.

(%) Date of absence.

(5) Last known location

(6) Hae of recard.

() Next of kin with address.

(8) Lewel of clearance.

(9) Type of access, current and past.

(10) Reason for, and circumstances of AWL and indications of defectim ar intert to defect.

(1) Other pertinent information.
 Paragreph 6-111, Sricide and atbenpted suicide. Add the following after the last sertence:

Camenders and activity heads will ensure individial persamel records and access rosters are immediately scareened to determine if
the individual has been granted a clearance and autharized access to classified military infamstio. The results of this check ard
known reasms far suicide ar attempted suicide will be telepharically reported to Seaurity Div, DPIM (12354 ar 2397) as som as
possible.

 Paragraph 7-100, Policy. Add the following after the end of the paragraph b.:

Request for waiver far two-person integrity rule, along with full justification and ratiorale, will be farwarded to Seaurity
Division, DPIM, ATIN: ATZR-IC.

Paragraph T-102, Acoess bty foreign ratioals, fareign govermments, and intermatioml organizations. Add the following after the last
sentence of subparagraph a:

7Doamtsmmosedfa‘releaseboFaeimMianswillbefmrdedmm@1m, USAFACFS, ATIN: ATZR-TC, to HQ, TRADOC, ATIN:
ATBO-IC, almg with written justification to support the proposal.

Paragraph 7-103, Other situations. Add the following after the last sertence:

Requests and justifications will be forwarded to HQ, USAFACFS, ATIN: ATZR-IC.
 Paragraph 7-200, Policy. Add the following after the last sentence:

Units and activities will mmintain arrent access rosters reflecting full rame, rark, Social Seaurity Number, clearance, and degree
of access far all persarel listed. Access rosters will be updated immediately whenever an individial on the access roster no lmnger
requires access to classified infametion, ar every 90 days, whichever cames first. Access to classified military infomation will
be provided based an a definite need-to-daow and the appropriate clearance. Therefare persamel with acoess will be kept to the
ririmm nuber necessary onsistent with mission requirerents.  Units are expected to famat their access rosters as shown in the
exanple at figre 7-1.

a. Access rosters provided far entry into activities such as the USAFACFS Erergency Operations Center will contain the rames of
aly those persans reasaebly requiring entry. Unit or activity rosters nommlly will not suffice for this purpose.
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b. Chenges to access rosters, especially those resulting fram revocation, suspensions, or reassigment will be published and
distributed to all holders of the access rosters.

'mmmmmmmmmwwwmm.

d. Access roster halders will not use access rosters that exceed 90 days fram the date of publication 'Ot dated rosters will
be removed and destroyed. Contact the unit to acquire the date of a roster when it is undated.

Paragraph 7-300, TOP SHCRET informetion. Add the following after the second sertence of subparagraph a:

Only Headquarters, USAFACFS, SO, 2, 30TH Reginent, and USAFAS, are autharized to store TOP SHCRET material or informetion. DPIM
will mrintain mly desigrated TOP SHCRET materdial. NATO, OOMIC, and ATOMAL material will be maintained in the desigmted control
points HQ, USAFACFS, DOIM, classified vault. The DAIM, DPIM, and Cnief of Staff, USAFAS will designate one TOP SECRET ocontrol
officer and ore alterrate to perfam the dities cutlined in AR 30-5 as spplemented by this headqarters. These desigrated
activities will provide 24 hor m-call service for TOP SECRET infarmation maintained.

Paragraph 7-300, TOP SECRET infavation. Add the following after the last sentence of subparagraph a.2.:

The TOP SICRET Contral Officer will accourt for and oontrol TOP SECRET material utilizing DA Form 3964 in accordance with appendix Z
to this supplement. DA Faws 3964 will be retained in unit files for five years following transfer, downgrading, or destruction.

Paragraph 7-300, TOP SBCRET infamation. A subparagraphs 3 thru 5 after subparagraph c.2.:

3. Upm dange of TOP SECRET Cantrol Officer ar Altermate, the following statement will be carpleted on a separate sheet of
paper and nrintained in accordance with MARKS: I, (name of the new TSI ar altermate) have an (date) campleted a joint inventory with
(rame of previous TXO or altermate) of all TOP SECRET materdial held by (name of office, unit, or headquarters), and herety assure
respansibility for the same.

e of e TS0, o Albarete) ' Rk o Fosttian).

(e of Old TS0, o Albereio) ' (R o Positian)

4, Upn campletiom of the 100 % inventory by the TOP SECRET Control Officer, the following statement will be oampleted an a
separate sheet of paper and maintained in acoordance with MARKS: A joint physical inventary was campleted by the undersigned an
(date) of all TOP SECRET neterial mmintained by (unit or activity) and all material has been accaxted for.

7 e of TS0) Rk o Positian)
T of Disinterestad Witness) ~{Rak or Position)

-'Derwltsoftheamalimemmlbefammedtoﬂﬂsheadqtamem, ATIN: ATZR-TC, not later than 30 April of each year.
5, TS0 requirerents apply anly to units or activities arthorized to stare TS,
'Paragam7-3)1,S:HEI‘inf‘mtim. Add the following after the last sentence:

Qarge aut record procedures as attlined in AR 25-400-2, Paragraph 2-5 my be used for classified as well as unclassified files. The
proper use of DA Form 543 (Reqtmtfaﬂlbocnb),(btmana’mZH (Self File Crarge aut Records) will provide adequate intermal
omtrol of SECRET and OONFIDENTIAL infarmation.

'l%ragram7-3)3, Receipt of classified material. Add the following after the first paragraph:

a. Inooming official First Class and accartable mail must be protected as classified until a determination is mede whether
classified infamation is omtained therein. Persanel who wark in mail roams or other screening points where incaming official
First Class meil, acoountable mail, bulk shipments or other potentially classified itams are processed, should possess a SECRET
seaurity clearance. It would be possible, however, to have sare uncleared suppart persamel assigned to these areas provided: They
are under onstart contral and supervision of appropriately cleared persarel; They do not open mail or have visual access to
classified infamation; Written standard operating instructions are in place to protect classified information from wautharized
disclosure o physical removal fram the areas; and These are inspected during camend seaurity procedares.

(1) Protect all incaming official First Class and accoutable meil as classified from the time it leaves U.S. Postal Office
cxtrol and cames under the omtrol of U.S. Ay civilian or military persarel. This protection continues util it is opened and
the contents are verified as being unclassified.
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~ (2) Seaure a SIRET seaurity clearance and access far all U.S. Ay military ar civilian persarel who have unescorted access to
unopered official First Class mail, accortable mail, hilk shiprents or other potentially classified shipments. This requirement
includes all persarmel who have access to these itams from the tine they are received fram the U.S. Postal Service until they are
opered, regardless of how many distribution paints these items pass thraugh.
Paragraph 7-304, Warking papers.  Add the following after the last sentence of subparagraph a.1.:
Date marking will be permanent.
7@&;*17—3511?33tmirm<nmprmntim. Add the following after the first sentence of subparagraph a.:
Reproduction of dissemiration restrictions stated bty classified doaxent originatars will be honored by all USAFACFS reproduction
autharities.
 Paragraph 7-35, Restraint on reproduiction. Add subparagrapts (1) through (5) after subparagraph b:
(1) Reproduction of TOP SECRET information. Camender, USAFACFS, retains the authority for reproduction of TOP SECRET

infomation. Requests for the reproduction of TOP SECRET doaurents or other materdial will be forwarded to this headparters, ATIN:
ATZR-IC, with written justification.

(2) Reproduction of SICRET material.

(@) The Assistant Comandart, USAFAS, mey delegate approval authority, in writing, to his deputies, department directars,
principal staff and depaty department directars.

(b) Commander, IIT Carps Artillery, my delegate approval autharity, in writing to the G2 and mjor subardinate comenders,
who will establish written procedures to rmintain reproduction within their comand at a level consistent with substantiated needs.

(3) Reprodxction of CONFIDENTIAL infarmation. Commanders and heads of activities will establish written procediures to maintain
reproduction at a level omnsistent with substantiated need.

(4) Reproduction request. (e of the following forms will be used to request reproduction or fabrication of SECRET classified
//\natem'al. Autharized signatures of officials desigmated in (1) and (2) above will appear in the appropriate section of each form.
Fkaxbofactivitiesvdmazﬂxrdzedrqxodntimamfahicatimmpahﬂityvdﬂinplmertpmo&imwverﬁytmtdﬂywﬂndzad
reproduction autharities gpprove these requests.

(@) ID Fam 843 (Requisition far Printing and Binding Service).

(b) IDFam 844 (Requisition for Local Diplicating Service).

(c) DA Fam 3964 (Classified Document Acoountability Record), Sectien D.

(d) DA Form 3903 (Training-Audiovisual Work Qrder).

(5) Training aids and printing facilities. Heads of these activities will establish written seaurity procedres omnsistent with
m%mmmmmmmmmwmmmmmmwmm,m,w
safegarded. Conpromise or possible carpramise will be reparted in acoordance with AR 380-5, paragraph 6-102, as supplemented.
Paragraph 7-35, Restraint on reproduction. Add subparagraphs (1), (2), and (3) after the last sentence of subparagraph c:

(1) Requests for designation of reproduction machines authorized to reproduce SICRET or CONFIDENTTAL information will be
submitted to Seawrity Division, DPIM. Written justification will address the extent of classified information and frequency
reproduction is required. The machine to be authorized will be identified by manufacturer, model nuiber, and serial rumber.
Procedures to bte inplamented far the safeguarding of classified information daring reprodxction will be cited. Letter autharity to
reproduce classified infomation will be posted in the immediate vicinity of the approved reproduction machine. Replacement ar
additical machines will not be used for classified reproduction without priar approval far such use.

(2) Machines used to produce classified training aids, to print classified material, ar to process classified material in any
vy will similarly be approved far such use bty this headquarters. DPIM, Seaurity Division will be informed when new or replacement
mechines are procured.

3 AIS or WEE will not be used far the processing of classified military infamation without Accreditation from appropriate
headquarters, in acoardance with AR 380-19.

"™ Paragraph 7-305, Restraint on reproduction. Add subparegraph (1) and (2) after the last sentence of Subparagraph d.:

(1) The following Fart Sill poster indicating level of arthorized reproduction will be issued by this headqarters with the
letter of approval, and will be displayed on or in the imediate vicinity of atharized copier ar reproduction machines:

7
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CAUTI(N: THES MACHINE WILL HE USED TO REPRODUCE CNLY TOP SECRET INFURMATION (R BELOW (USAFACFS Suppl 1 to AR 380-5, Para 7-3%)
FS Poster 30-5-1.

CAUTTON: THIS MACHINE WILL EE USED TO REPRIDUCE CNLY SECRET INFORMATION CR BELOW (USAFACFS Suppl 1 to AR 380-5, Para 7-209) FS
Poster 3B0-5-2.

CAUTE(N: THIS MACHINE WILL EF USED TO REPRDICE  CNLY CONFIDENTTAL INFORMATION OR BELOW (USAFACES Suppl 1 to AR 380-5, Para
7-305) FS Foster 30-5-3.

(2) Fart SiNl Rester 380-5-4 will be posted an ar near all machines which are not authorized far the reproduction of classified
WARNING: ABSULUTELY NO (LASSIFIED MATERTAL WILL HE REPRIDUCED QN THIS MACHINE (USAFACFS Suppl toAR380-5 Para 7-305) FS
PFoster 380-5-4.
Faragraph 7-305, Restraint an reproduction.  Add the following after the last sentence of subparagraph g:
Administrative procedures as autlined in appendix A to this supplement will be used for handling TP SECRFT infarmation.
Paragraph 8-200, Fnvelopes ar Catainers. Add the following after subparagraph f:

1. Wen classified infometion is hand carried fran ore installation to ancther installatio, it will be double wrapped, maried,
and addressed as required by paragraph 8-200, 8-201 and 8-202 of AR 380-5.

2. Wen classified infamation is handearried between buildings or units located on Fart Sill, it must be double wrapped; or it
can be single wrapped, with the envelope marked as required (AR 380-5, Para&&)b),mﬂoamedinamefcnseorsmjarcmtauﬂ‘

Paragraph 8-202, Receipt systems. Add the following after the last sentence of subparagraph a:

TP SIRET material will anly be transmitted between autharized TOP SECRET repositaries utilizing receipting procedures prescribed in
appendix A to this aupplement.

Paragraph 8-22, Reosipt systems. Add subparagraphs (1) and (2) after subparagraph b:

(1) Fort Siil, including USAFACFS activities and terants, is oonsidered a single activity for SECRET infamation receipting
Paposes. MmmwMMmmmFat&ﬂmuutmmm@mmdmﬁedmtmumbetraxmttedwa
the USAFACFS nessage centter courder system. The DA Farm 3964 is required far transmittal of CLASSIFIED material between omtractar
activities and govermment persarel. DA Fam 3964, used as a receipt, will be filed and retained IAW AR 380-5.

(2) When SECRET INFCRATION IS TRANSMITIFD QUISIDE USAFACFS, the sending activity will prepare DA Form 3064 in triplicate. A
re(mptocw(cq:y1)arﬂaoaxtesyoopy(aw2)mﬂbese’:tmmﬂlemwmt1m The third copy will be retained as
uspense copy ukil copy 1 is retumed. United States Post Office registered mpil stamp and number will be annctated on the susperse
copy at the time of mriling by DOIM Message Center persarel.

Paragraph 8-30, General Restriction. Add the following after the last sentence of subparagraph f:

See figre 8-1of this applament for a saple statement.

Pamgqh&}E,Howdmfwkmﬂmrmehmﬁeduﬁmﬁmab@rdmﬂmaﬂm Ad the folloding after
the last sentence of subparagraph b.1.:

The envelopes will be sealed in acoardance with AR 380-5, Paragraph 8.

M&a,mmmmw«mmmmm Add the following after
the last sentence of subparagraph d.1.(c):

See figwre 82 of this supplarent far a sample of the mamorandm far handeartying classified docxents aboard comercial airaraft.

Paragraph 8-303, Autharity to approve escort or handearry of classified infarmation aboard comercial passenger airaraft. Add the
folloding after subparagraph a3:

Assistant Commndant, USAFAS; Camender, TEXOM FSID; and Commnder, III Carps Artillery, will issue letters appainting couriers for
handaarrying classified infarmation on comercial aircraft flights far their organizations. Within the headqarters and other
USAFACFS activities, requests far such appointment will be fawarded to Seaurity Divisian, DPIM, NLT 48 hours priar to scheduled
departure.
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'@'@8—333, &Mtybamuemtwka@mofc]asﬂﬁﬂiﬂambim%mdﬂm@aimaﬁ. Add the
following after the last sentence of subparagraph b:

TRADOC DCSINT is the approving autharity far Handearrying classified material OONUS. Requests will be sent to DCSINT, TRADOC
thraugh Searrity Division, DPIM, USAFACFS.

" Paragraph 9-100, Policy. Add the following after the last senbence:

Each comander ar activity head will establish in their SOPs written procedures to govern the destruction of the material. These
proceduares will include items listed:

‘a. Terparary starage location of classified material to be destroyed.
'b. Desigmation of properly cleared officials to perfom destruction (normally docment austodian).
“c. Destruction of famerly classified materdal.

Paragraph 9-103, Records of destruction.  Add the following after the last sentence of Subparagraph a:

FcrthedestnxximofTOPWnataial,anﬁ:ﬁmmofbnmnpa'lycleareddismbaatedwiumeswﬂlbedesigmedmmtmg.
Such written appointments will be filed with campleted destruction certificates, and will be retained until all destruction
certificates bearing the appointee's signature have been destrayed. Witnessing persamel must possess a TOP SECRET seawrity
clearance and be granted correspanding access. Witnessing officials will be appainted for destruction of SICRET material only in
those cases where certificates of destruction must be maintained in accardance with other directives.

 Paragreph 9-104, Classified vaste. Add the following after the last sentence:

Mﬁmmmmmmmﬂemmsoﬂem@ﬁ&m,mmmmm.
 Paragraph 9-105, Classified doomert: retention. Ad the following after the first sentence in Paragraph b:

The omtinuous destruction of umesded classified materdal is encouraged, however, the first working day after Labor Day each year is
desigrated as Fort Sill's Amal Clean-aut Day.

'@'aph 10-100, Responsibility and cbjectives. Add the following after the first sentence:

Camenders and heads of USAFACFS activities will establish a searwity eduation program. This program my be included in the
activity security SOP and will incorparate, as a minimm, the briefing requirements of AR 380-5, AR 380-150, AR 381-12, AR 530-1, and
other applicable searity regulations as supplemented by intermediate headquarters; the reparting requirements of AR 381-12
(mmiaﬂarmmubephwdmmammhgofﬁmmcbﬁmdmmaﬂs&, 8, 8f, &hard 8i);
evaauation plans (paragraph 5-203, this supplarent), Essential Elaments of Friendly Informtion (EEFT) (paragreph 5-204c), and the
activity seaurity SOP (paragraph 13-304, this supplerent). Training will be oconducted arally.

 Pardgraph 10-101, Soope and principles.  Add the following after the last sertence of Subparagraph a:

All persarel who are granted acosss to classified military infammtion while assigned to this commind will receive initial
indoctriration enphasizing the provisions of this paragraph.

Paragraph 10-101, Soope and principles. Add the following after the last sentence of subparagraph e:

Recards of attendance at training and seaurity education briefings conducted using prooedares of AR 3B1-12 and AR 3805 as
supplemented, will be npintained by all Fart Sill units and activities.

Paragraph 10-103, Refresher Briefings. Add the following after the last sertence:

Refresher triefings will be oonducted as a minimm once anrually. Seaurity Maragers will mintain a record of such briefings.
Paragraph 10104, Fareign travel briefings. Add subparagraph c:

c. Mlpesmelvdﬂmoeivetmwlseaﬁtybieﬁr@pﬂmwtmvemwwmwgnoummﬂ”at}‘avebemmigntedas
"High Risk area far Travel Seaurity." G, ITI Carps Arty; Security Office, USAFAS; S2, USAFATC; Seaurity Mareger, TEXOOM FSID;
Sewrityl‘hmga",Fa'thffee,aﬂoﬂmd@gﬁmmwmrugasmlmﬁmemmwmmmmw
activities utilizing materials provided by DPIM, Seaurity Divisimn.

Paragraph 10-105, Termiration briefings. Add subparagragh g:

g. Unit or activity searity mragers mist ensure that all persamel who have Special Carpartmented Informetion (SCI) acoess are
debriefed and receive a travel brief by the Fart Sill Special Seawity Office priar to oversaas travel either in TOY or leave status.

9 B
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Paragraph 11-201, Systemtic review. Add the following after the last sentence of the paragraph:

Requests far continued classification will be fawarded to Security Division, DPIM, to arrive not later than 160 days before the
scheduled review date.

Paragraph 13-30, Mareganent respansibility. Add the following after the last sentence of subparagraph b:
A1l requests for exenptions or waivers will be forwarded through Searrity Division, DPIM.
Paragraph 13-303, Program mnitorship. Add subparagraphs a and b:

a. mmmsmnaﬁmﬂatanmmtyi@ectiasofmmmmmmm. Results of visits will be
retained in unit files until the next inspection repart is campleted (see AR 3B0-5, appendix F).

b. The Seaurity Division, DPIM, USAFACFS, will condict cortesy amual Staff Assistance Visits to all USAFACFS activities. This
courtesy visit will also be sdhediled far ary classified doaxrent custodian ar security merager upon request. Seourity Division,
IPIM will conduct wrammanced and follow-up seaurity visits when requested or when required to evaliate the carrent searity posture
of a USAFACFS activity. The results of all staff assistance visits will be mpintained in unit ar activity files until the next

Paragraph 13-304, Field program mragament.  Add the following after the first sentence in subparagraph a:

(nief of Searrity Division, DPIM is the searity Mamager for USAFACES. Each USAFACES activity down to battalion, department, ard
directarate level will appaint in writing a seaurity maneger and ane altermate. large directarates and departments ngy appoint
assistant seaurity mragers at lower lewels, e.g., division ar branch. Assistant security memagers will, within 120 days of assuming
such duties, attend the DPIM Seaurity Maagers Orietation course. Assistant seourity meragers mpy attend. Searity Mamger will
not be appointed as doawment asstodian or vice-versa.

Paragraph 13-4, Field program mregament.  Add the following after the second sentence in subparagraph a:

This supplenent pramilgates infamation seaurity policy for Fat Sill and Fart (haffee, and constitutes the Infammtion Seaurity
Program for these installations. Each commender or activity head will develop infamation security policies and procedures
axsistent with the mission of that activity and the requirements of AR 380-5, as supplemerted. These policies and procedares will
be incorparated into a written seaurity SIP, and will be updated to reflect arrent comend infawetion secrrity policy.

Paragraph 13-304, Field Program Mamgament.  Add the following after the last sentence in Para a.l.(a):

A properly cleared Camissimed Officer, Warrant Officer, Non-Camissicned Officer (SXG or above) ar DA Civilian (GS 6 ar abowe),
will be desigmated in writing.

10
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(HEADQUARTERS)
(of Appointing Authority)

(Office Symbol) (MARKS) St (10 Working Days)

" SBJECT: Duty Appointment ar Assigment
MMRANIIM FOR:  SEE DISTRIBUTION

1. Effective 5 D 8, CPT Seaurity, Violate C., 000-00-0000, DPIM, USAFACFS, 351-2397 is appainted the following duty:
Prelimirary Tnquiry Officer

2. Authority:

a. AR 380-5, paragraph 6-103.

“b. USAFACFS Sppplement 1 to AR 380-5.

Pupose: To onduct a Prelimirary Imuiry an the possible campromise of classified information.

Period: Fram 25 Dec 8) writil cofficially released.

[S NS

. Special Instructions:

"a. Report to Mr. Ulloa, DPIM, Seaurity Divisian, Rm 309, Bldg 455, NUT 26 Dec 89.

b. This investigation is your primary dity until released by the appainting authority.
'FOR THE OOMMANDER:

1-Individaal
-IP, Mr. Ulloa
1-Unit SM

1-Unit S-3

(THIS IS A SAVPLE FORVAT QLY. IT IS NOT INIENDED FOR REPRODUCTION CR STOCKED FOR ADVANCED (KE).

' Figre 6-1. Saiple Letter Appointing Prelimirary Inquiry Officer
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(CFFICE SMBOL)  (MARKS NIMEER)  ( ) st Bd
SUBJECT: Repart of Prelimirary Inquiry Officer
" (Return Address)
FOR:  Appointing Autharity

'mmmmmmmmm,uefmmwmofmmmymmmmx
2. FACTS AND CTROMSTANCES: The investigating officer mist be campletely objective and consider all facts ard circurstances to
arswer the fallowing questions.  When the facts are lengthy or conplicated, separate paragraph oontaining a rarrative sumary of
events, in dirawlogical ader, mgy also be necessary.

a. WHEN? Date and time the incident coawrred, date and time the situation was discovered and reparted.

b, WERE? Conplete identification of wnit, section, activity, office, huilding and room nuber ar geographic location.

WH? Caplete idetify of everyane involved, including responsible officials, and how they are involved.
d. WHAT? Exact description of the infamation ar material involved and what happened to it.

e. HMW? Ciraustances of the incident related to how the infammtion or meterial was lost ar carpramised. Summerize the
evidence aupparting your conclusion, and attach supporting enclosures when appropriate.

f. WNY? Wt are applicable policies, regilatims, ete., far cotrolling the material or infamation involved? Were they
cplied with? Was anyone negligent or derelict in his dities? Was unit SCP adequate to ensure capliance with applicable
directives of higher headquarters and far ensuring the proper protection of the infawmtion ar mterial?

3. FINDINGS: When all of the above questions have been answered, the irvestigating offticer should review the facts to reach
findings en the following matters.

"a. Did a loss of classified infametion or material ocar? (AR 380-5, para 6-103)

b. Did a compramise ocar? Qr, under the ciramstances, what is the probability of compramise? or, state that a campromise did
mtoear,wttntﬂeremammnalmﬂcof@mgeboﬂemtmalmty(ﬂ% para 6-103).

c. Is there ary indication of significent security weaknesses in the activity ar unit (i.e., were there any deficiencies in
procedures far safeguarding classified infamation ar material, ar were there ary violations of established procedures)? If so, were
they significant ar catribitary to the loss ar compromise?

4. Is disciplinary actim appropriate? If so, against whan? (Administrative sanctions are autlined in AR 380-5, depter XIV).

4, REOMENDATIONS: Based on the findings, the investigating officer must meke specific recomendations. The recommendations may
include ary relevant oarrective ar disciplirary action onsistent with the findings, but, as a minimm, mist address the following:

a. If the findings are that a loss coarred, wiat actions shauld be taken to prevent recrrrence?

b. If a capromise ocarred ard the probability of identifiable damege to the matioml searrity camot be discoted, ar it is
determined that further investigation is likely to be prodactive, a recomendation that an investigation under AR 15-6 be coducted
may be inchuded.

c. If there was significant searity weaknesses, the recomendation must include specific dhanges that shauld be made to correct
the deficiency. In addition, further investigation under AR 15-6 may be appropriate if the wesknesses resulted from conscience
noncanpliance with applicable directives.

d. If disciplirary action is considered appropriate, the recomendations should include the specific action recommended, against
wham and far what specific anduct, and by whom the action should be taken.

e. If further investigation under AR 15-6 is recomended, the recamendation should identify ary person who should be desigated

as a respandert (see AR 15-6, paragraph 5-U) and mke a recomendation as to whether famml or infomml investigation should be
camcted (see AR 15-6, paragraph 1-d).

{Sgature blodk of imuiry officer)
Figre 6-2. Sample Repart of Preliminary Inquiry Officer
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who have a clearance.

List alphabetically CPT (use Civ grade

regardless of rark.

e
) Adans, Gearge T.
e
Baker, Bill N.
Qurlie, Jim A.
Delta, Pete B,
"Edho, dulia S.

DISTRTBUTICN:

1 - Searrity Mamager
1-Fi1

1 - Seaurity Div, DPIM
1 - Visited Agacies
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RANK/GRADE
such as SGT, CPL,
such as G, GS10)

' (unit)

" SICURTTY CLEARANCE AOCESS ROSTER

SN
List unit persamel  Ube military rark Self-explanatory List the Department Determined Persomel

| &

Date
TDPSS/PSL

Seaurity Status (DDPSS) recorded on the
individml DA Fam 873, certificate of
Clearance. List the type of Persamel
Searity Investigation conducted, and

the date it was conpleted.

IT¥SS/R3L
SC/ENINIC/9 dun 86

TS/SEL/8 Jen 89

SEC/NAC/5 May 83

TS/BL/10 Oct 90
| S/NCI/20 Nov 88

7E@xe?4. Searrity Clearance and Access Roster (This is a sample famat anly. It is not intended for reproduction or stocked far

advance use. )
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" APPENDIX A
" ACCOUNTABILITY (F TOP SECRET MATERIAL

TOP SCRET mmterdial will be accanted far and controlled as autlined in AR 380-5, paragraph 7-300, ard this gppendix. Within
USAFACFS, a single entry register utilizing DA Farm 3964 will be maintained, and will be filed in acoordance with MARKS.

a. Upm receipt of TOP SCRET material, DA Farm 3964 will be prepared in triplicate. The farmwill be prepared so as to reflect
ae fom per doaxent, the unclassified subject ar shart title of the materdal, abbreviated classification of the subject, copy
runber idertification, and total mumber of pages classified TOP SICRET. The runber of SECRET, OONFIDENTTAL, or UNCLASSIFIED peges
will not be indicated. Copies of DA Fam 3964 will be utilized as follows:

(1) Doourert Register: One copy will serve as the doamert register, and will reflect the current status of the TOP SEHCRET
meterial. EbdldwgawaxxxhﬂmtothewsiccbamtwﬂlbeloggedmﬂesareDAFam%,arxiwillbeasigﬁdmesarelog
nurber as the basic docurent with the insertion of a slash and change nuiber.  An infamel list of log numbers used during the
calendar year will be mrintained by the Top Secret Cantrol Officer (TS0). Ay statement will be signed by the TSI and will be
filed with the infamml list of log nabers.

(2) Destruction Certificate: Upm destructim, ane copy of DA Fam 3964 will serve as a certificate thereof, witnessed by ae
properly cleared individal in acoardance with AR 380-5, paragraph 9-102, as supplemented by this headquarters. Destruction
certificates (IC) will be serially nurbered in calendar year sequence ard filed in a separate file. "NOTHING FULLOWS" will be
arnotated after the last lire in the desaription colum to preclde additioal entries. Destruction certificate nubers will be
amotated on the doowent register page to reflect axrent disposition. When superseded pages to the tasic docuent or ary ane of
the copies received are to be destrayed, a separate DC will be prepared. Destruction certificates will be disposed of in accardance
with MARKS tut not prior to firel disposition of all pages, oopies or portions of the basic doament or materdial.

(3) Receipt Doawent: Vhen TOP SECRET material is transferred between two autharized TOP SECRET repositaries, two completed
oopies of DA Fam 3964 will accarpary the material. One copy will be serially nuubered in calendar year sequence for retum and
posting in a separate file. The second copy will be fumished as a courtesy copy. Transmission will be in accardance with AR 380-5,
peragrapts 8-101 and 8-202. "™NOHING FOLLOAS" will be armctated after the last line in the description colum. Receipt nmbers will
be amotated on the doorent register page to reflect arrent disposition. When portions of a Top SECRET docuent or meterdal are to
be transmitted, a separate DA Farm 3964 receipt will be prepared. Receipts will be disposed of in accordance with MARKS, hut not
prior to firal disposition of all pages, copies or portions of the basic doament o material.

b. A separate DA Farm 969 (TOP SECRET Doauertt Record) will be prepared and maintained far each TOP SECRET docurent received in
accordance with AR 380-5, paragraph 7-300. TOP SECRET material will be oonpletely identified as specified in a above. Ay
disclosure of TOP SCRET ontents will be properly ammotated on DA Farm 969.
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" COURTER (ERTIFICATION OF BRIEFING

As a desigrated carrier of classified mterial, I, (Nee), received a briefing o . . (Date).
'I}eb'ief‘ingaxtljmdwrmpmsibﬂitiesaam; duties as a austodian; ard, safeguard and protection of classified
infamation. Ianeogﬂzatofﬁ:epmvisiasardrestrictiasﬂnmedby&apta‘vm,m%; ard, interd to camply unless
preverted by an autside farce which I canot ocntrol. Iﬂmyuderstan&atlmstmtjeqmdjzerwlifea'livesofoﬂas
vtmpmtectingtheclassﬁiedmteﬁalinnytnst;kaever, Iwill cawply with the regilatary requirements.

(Date)
) (Searrity Marager)

‘Figure 8-1. Saple of Carder Cartification
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Office Symbol Date

MEMORANDIM FOR:  Addressee (Nare of Airline(s))
SUBJECT: Autharity to Hand-carry United States Military Classified Infamation

Desigated Courder:
Namre: Doe, Jam Joseph, Major

H ar Agency:  Headquarters, United States Army Field Artillery Center, Fart Sill, Directarate of Plans, Training and Mobilizatio,
Seaurity Division, Fart Sill, &K 73035100

Type of Identification: DD Fam 2A (Armed Farces Identification Card)

Material Carried: 1 sealed envelope, 8" x 10" x 1" or 3 sealed packages, 9" x 8" x 24" overall

Addressee and Addresser:  Camender, Fart Ord - Headquerters, United States Amy Field Artillery Center, Fart Sill, K 73503-5100
Degarture Point: Laiton Mmicipal Airport, Lawtan, K

Departure Date: IIMMYY

Destiration: Sen Francisoo Intervatioral Airpart, San Francisco, CA

Trensfer Point  DallasFort Worth Tntermatioml Airport, Dallas, TX

Issue Date: IDMMYY

Fxpiration Date: DIMMYY (not to exoeed 7 Dhys from date of issue)

Authority: Headquarters, United States Army Field Artillery Certer, Fort Sill, (K 73035100, Fre: H1-254 ar 2397

(Sigture)
(Typed reme and rark)
(Title)

Figre 8-2. Sarple memorandum for hand-carrying classified doaxents aboard comercial aircraft (Reference Para 8-302)
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'USAFACFS Suppl 1 to AR 380-5, 18 Mar 92

77\ (ATZR-TC)

'FOR THE COMMANDER:

MARSHALL R. MCREE
Colonel, FA
Chief of Staff

'DISTRIBUTION:
A
ATZR-TC (50)
DOIM Puba Sup Sec (50)
Cdr, TRADOC, ATTN: ATBO-JC,
Fort Monroe, VA 23651-8000 (1)

" 9203699
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