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TRADOC Command Guidance: NOBLE EAGLE # 02-005 (Suspicious Mail)

Reference:  Message, HQDA, 131859Z Oct 01, Subject:  Suspicious Mail (attached)

Time Zone Used Throughout the Order: Romeo (EDT)

1.  Purpose:  Provide interim guidance on new safety precautions for handling official and personal mail.  

2.  General Guidance:  
    a.  Official Mail.

        (1)  Normally, official mail is not opened in the Mailroom unless the addressee is not readily apparent.  If official mail must be opened to accurately identify addressees, segregate that operation from other mailroom personnel.  

        (2)  Mail handlers opening mail should, as a minimum, wear protective gloves.

    b.  Personal Mail.  If possible, personal mail should not be handled by installation official mailrooms.  If undeliverable, unit mail clerks should return personal mail to the U.S. Post Office.

    c.  Screening Instructions.  All incoming Official and Personal Mail should be visually screened.  Official mail handlers and individual soldiers and family members should screen incoming mail and be alert to the following:   

        (1)  Unexpected mail or mail from someone unfamiliar.

        (2)  Mail addressed to someone no longer in the organization, living at that address, or otherwise outdated.

        (3)  No return address, or an address that can’t be verified as legitimate.

        (4)  Mail of unusual weight, size or shape.

        (5)  Mail Marked with restrictive endorsements, such as “personal” or “confidential.”

        (6)  Mail that has protruding wires, strange odors, sounds, or stains.
        (7)  Mail postmarked from a city or state in the postmark that does not match the return address or that has no return address.

    d.  Handling Instructions when suspicious mail is received.

        (1)  In all cases, the key to controlling the situation is not to panic and to limit the exposed area and people.

        (2)  If the mail is unopened and appears suspect:

            (a)  Do not unnecessarily touch, shake, drop or tear open suspicious mail. Isolate it immediately.

            (b)  Contact local Military Police and supervisor.

            (c)  Evacuate area.  Restrict access to the suspicious mail.  Remain in the general area to await first responder, law enforcement and supervisory personnel.

        (3)  If the mail is opened and something unusual like a powdery substance is present:

            (a)  Do not disturb the mail any further.  Do not pass the mail around.  Do not try to clean up the substance by brushing or wiping off your clothing.  This may spread it even more.  Keep hands away from your face to avoid contaminating eyes, nose, or mouth.  If possible, thoroughly wash hands or exposed skin areas.

            (b)  Contact local Military Police and supervisor.

            (c)  Stay in the immediate work area.  This also applies to co-workers in the same room.  Identify personnel who have potentially come into contact with the mail.  Prevent others from entering the area and becoming contaminated.  

            (d)  If possible, have building ventilation system shut down and turn off any fans or equipment that circulate air around the workspace.  This will minimize airborne transmission.  

3.  Specific Guidance.  

    a.  Installation Commanders will identify and train first responder teams.  These teams must be prepared to handle a range of potential chemical and biological hazards.  Assistance with first responder training for chemical and biological hazards is available from the US Army Chemical School.  Existing explosive ordinance disposal support will handle all explosive hazards. 

    b.  Military Police will notify the local postmaster when suspicious mail is reported.

4.  Coordinating Instructions:

    a.  The following chemical and biological expertise is available to the chain of command if conditions exceed on-site capabilities:

        (1)  National Response Center: Chemical Terrorism Chemical Biological Hotline - 1 (800) 424-8802

        (2)  Technical Chemical and Biological Assistance Hotline at SBCCOM - 1 (877) 269-4496

        (3)  Defense Threat Reduction Agency (DTRA) - 1 (877) 244-1187

        (4)  US Army Medical Research Institute of Infectious Diseases (USAMRIID)- 1 (888) USA-RIID

        (5)  US Army Medical Research Institute of Chemical Defense (USAMRICD)- 1 (800) 424-8802

    b.  Center for Disease Control and US Postal Service information on biological threats is available at URL:  http://www.cdc.gov/ and http://www.usps.gov/ 

    c.  GSA policy for Federal Mail Centers Suspecting Anthrax Contamination as well as on-line training may be viewed at: http://www.govexec.com/dailyfed/1001/101501t2.htm 

    d.  Questions concerning this guidance should be referred to the following TRADOC HQ POCs:

        (1)  Official Mail: HQ TRADOC DCSIM Official Mail Manager (757-788-2109 or DSN 680-2109)

        (2)  Personal Mail: HQ TRADOC DCSBOS AG (757-788-5102 or DSN 680-5102)

    e.  Effective:  Immediately upon receipt.

5.  Applicable to: All TRADOC installation official mailrooms, mail and distribution centers, staff activities (including tenant activities), and unit mailrooms.  Official mail managers/postal officers will distribute guidance to activities and provide local procedures.

6.  Duration of Guidance:  Guidance in effect until rescinded or superseded.

7.  Acknowledgement:  TO EOC, HQ, TRADOC, upon receipt.  Eocwatch@monroe.army.mil or DSN 680-2256/2258/2259.


BARRETT


MG

OFFICIAL: 

ACSOPS

ATTACHMENT:


[image: image1.wmf]FW O U 131859Z 

SUSPICIOUS MAIL...


FOR OFFICIAL USE ONLY

1

_1064839332.unknown

